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2020/0349 (COD) 2020/0349 (COD)
Proposal for a Proposal for a
REGULATION OF THE REGULATION OF THE
EUROPEAN EUROPEAN PARLIAMENT
PARLIAMENT AND OF AND OF THE COUNCIL
THE COUNCIL amending Regulation (EU)

amending Regulation (EU)
2016/794, asregards

Europol’s cooperation with
private parties, the

processing of personal data

by Europol in support of
criminal investigations, and
Europol’s role on research
and innovation

2016/794, as regards Europol’s
cooper ation with private parties,
the processing of personal data by
Europol in support of criminal
investigations, and Europol’s role
on resear ch and innovation

THE EUROPEAN
PARLIAMENT AND THE
COUNCIL OF THE
EUROPEAN UNION,

THE EUROPEAN PARLIAMENT
AND THE COUNCIL OF THE
EUROPEAN UNION,

Having regard to the Treaty on
the Functioning of the
European Union, and in
particular Article 88 thereof,

Having regard to the Treaty on the
Functioning of the European Union,
and in particular Article 88 thereof,

Having regard to the proposal
from the European
Commission,

Having regard to the proposal from
the European Commission,
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6. After transmission of the draft After transmission of the draft
legislative act to the national legislative act to the national
parliaments, parliaments,

7. Acting in accordance with the Acting in accordance with the
ordinary legislative procedure, ordinary legislative procedure,

8. Wheresas: Wheresas:

0. Q) The European Union Q) The European Union

Agency for Law Enforcement
Cooperation (Europol) was
established by Regulation
(EU) 2016/794 of the
European Parliament and of
the Council? to support and
strengthen action by the
competent authorities of the
Member States and their
mutual cooperation in
preventing and combating
serious crime affecting two or
more Member States,
terrorism and forms of crime
which affect acommon
interest covered by aUnion

policy.

Agency for Law Enforcement
Cooperation (Europol) was
established by Regulation (EU)
2016/794 of the European
Parliament and of the Council* to
support and strengthen action by the
competent authorities of the
Member States and their mutual
cooperation in preventing and
combating serious crime affecting
two or more Member States,
terrorism and forms of crime which
affect acommon interest covered
by a Union policy.

10.

1 Regulation (EV)
2016/794 of the European
Parliament and of the Council
of 11 May 2016 on the
European Union Agency for

1 Regulation (EU) 2016/794
of the European Parliament and of
the Council of 11 May 2016 on the
European Union Agency for Law
Enforcement Cooperation (Europol)
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Law Enforcement Cooperation and replacing and repealing Council
(Europol) and replacing and Decisions 2009/371/JHA,

repealing Council Decisions
2009/371/JHA,
2009/934/JHA,
2009/935/JHA, 2009/936/JHA
and 2009/968/JHA (OJ L 135,
24.5.2016, p. 53).

2009/934/JHA, 2009/935/JHA,
2009/936/JHA and 2009/968/JHA
(OJ L 135, 24.5.2016, p. 53).

11.

(2 Europe faces a security
landscape in flux, with
evolving and increasingly
complex security threats.
Criminals and terrorists exploit
the advantages that the digital
transformation and new
technologies bring about,
including the inter-
connectivity and blurring of
the boundaries between the
physical and digital world. The
COVID-19 crisis has added to
this, as criminals have quickly
seized opportunities to exploit
the crisis by adapting their
modes of operation or
developing new criminal
activities. Terrorism remains a
significant threat to the
freedom and way of life of the
Union and its citizens.

AM 1

(2 Europe faces a security
landscape in flux, with
evolving and increasingly
complex security threats.
Criminals and terrorists exploit
the capabilities that the digital
transformation and new
technol ogies bring about,
including the inter-connectivity
and blurring of the boundaries
between the physical and
digital world and the
possibility to conceal their
crimes or identities through
theuse of increasingly
sophisticated techniques.
Criminals have proven their
ability to adapt their modes of
operation or develop new
criminal activitiesin times of
crisis, including by leveraging
technology-enabled tools for
multiplying and expanding the

2 Europe faces a security
landscape in flux, with evolving and
increasingly complex security
threats. Criminals and terrorists
exploit the advantages that the
digital transformation and new
technol ogies bring about, including
the inter-connectivity and blurring
of the boundaries between the
physical and digital world. The
COVID-19 crisis has added to this,
as criminals have quickly seized
opportunities to exploit the crisis by
adapting their modes of operation

or developing new criminal
activities. Terrorism remains a
significant threat to the freedom and
way of life of the Union and its
citizens.
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range and scale of the
criminal activities they engage
in. Terrorism remains a
significant threat to the
freedom and way of life of the
Union and its citizens.

12.

3 These threats spread
across borders, cutting across a
variety of crimes that they
facilitate, and manifest
themselves in poly-criminal
organised crime groups that
engage in awide range of
criminal activities. As action at
national level aone does not
suffice to address these
transnational security
challenges, Member States’
law enforcement authorities
have increasingly made use of
the support and expertise that
Europol offersto counter
serious crime and terrorism.
Since Regulation (EU)
2016/794 became applicable,
the operational importance of
Europol’s tasks has changed
substantially. The new threat
environment also changes the
support Member States need
and expect from Europol to
keep citizens safe.

AM 2

3 These threats spread
across borders, cutting across a
variety of crimes that they
facilitate, and manifest
themselvesin poly-criminal
organised crime groups that
engage in awide range of
criminal activities. As action at
national level and cross-border
cooperation do not sufficeto
address these transnational
security challenges, Member
States’ law enforcement
authorities have increasingly
made use of the support and
expertise that Europol offersto
prevent and counter serious
crime and terrorism. Since
Regulation (EU) 2016/794
became applicable, the
operational importance of
Europol’s tasks has increased
substantially. The new threat
environment also changes the
scope and type of support

3 These threats spread across
borders, cutting across a variety of
crimes that they facilitate, and
manifest themselvesin poly-
criminal organised crime groups
that engage in a wide range of
criminal activities. As action at
national level alone does not suffice
to address these transnational
security challenges, Member States’
law enforcement authorities have
increasingly made use of the
support and expertise that Europol
offers to counter serious crime and
terrorism. Since Regulation (EU)
2016/794 became applicable, the
operational importance of Europol’s
tasks has changed substantially. The
new threat environment also
changes the support Member States
need and expect from Europol to
keep citizens safe.
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Member States need and expect
from Europol to keep citizens
safe.

13.

AM 3

Recital 3 a (new)

(3a) Theadditional tasks
conferred upon Europol by
this Regulation should allow
Europol to better support
national law enforcement
authoritieswhile fully
preserving the responsibilities
of the Member Statesin the
area of national security laid
down in Article 4(2) of the
Treaty on the European
Union. Thereinforced
mandate of Europol should be
balanced with strengthened
safeguardswith regard to
fundamental rightsand
increased accountability,
liability and oversight,
including parliamentary
oversight. To allow Europol to
fulfil its mandate, its
additional competences and
tasks should be matched with
adequate human and financial
resour ces.

14.

4) As Europe faces
increasing threats from

AM 4
(4) As Europe faces

(4)  AsEuropefacesincreasing
threats from organised crime groups
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organised crime groups and
terrorist attacks, an effective
law enforcement response
must include the availability of
well-trained interoperable
special intervention units
specialised in the control of
crisis situations. In the Union,
the law enforcement units of
the Member State cooperate
on the basis of Council
Decision 2008/617.2 Europol
should be able to provide
support to these special
intervention units, including
by providing operational,
technical and financial
support.

increasing threats from
organised crime groups and
terrorist attacks, an effective
law enforcement response must
include the availability of well-
trained interoperable specia
intervention units specialised in
the control of man-made crisis
situations presenting a serious
direct physical threat to
persons, property,
infrastructure or institutions,
in particular hostage taking,
hijacking and similar events.
In the Union, those law
enforcement units of the
Member State cooperate on the
basis of Council Decision
2008/617%. Europol should be
able to provide support to these
specia intervention units,
including by providing
operational, technical and
financia support. Such support
is always to be complementary
to the efforts undertaken by
Member Statesto ensurethe
security of their citizens

and terrorist attacks, an effective
law enforcement response must
include the availability of well-
trained interoperable special
intervention units specialised in the
control of crisissituations. In the
Union, the law enforcement units of
the Member State cooperate on the
basis of Council Decision
2008/617.2 Europol should be able
to provide support to these specia

intervention units=Haekudiag by

providing eperatienal, technical and
financial support.

15.

2 Council Decision
2008/617/JHA of 23 June
2008 on the improvement of
cooperation between the

%3 Council Decision
2008/617/JHA of 23 June 2008
on the improvement of
cooperation between the

2 Council Decision
2008/617/JHA of 23 June 2008 on
the improvement of cooperation
between the special intervention
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specia intervention units of
the Member States of the
European Union in crisis
situations (OJ L 210,

specia intervention units of the
Member States of the European
Unionin crisis situations (OJ L
210, 6.8.2008, p. 73).

units of the Member States of the
European Union in crisis situations
(OJL 210, 6.8.2008).

6.8.2008).
16. ) In recent years large AM 5 ) In recent years large scale
scale cyber attacks targeted (5) In recent years, large- cyber attacks targeted public and

public and private entities

in the Union and beyond,
affecting various sectors
including transport, health and
financial services. Cybercrime
and cybersecurity cannot be
separated in an interconnected
environment. The prevention,
investigation and prosecution
of such activitiesis supported
by coordination and
cooperation between relevant
actors, including the European
Union Agency for
Cybersecurity (‘ENISA’),
competent authorities for the
security of network and
information systems (‘NIS
authorities’) as defined by
Directive (EU) 2016/11483,
law enforcement authorities
and private parties. In order to
ensure the effective
cooperation between all

alike across many jurisdictions

scale cyber-attacks, including
attacks originating in third
countries, targeted public and
private entities alike across
many jurisdictions in the Union
and beyond, affecting various
sectors including transport,
health and financial services.
The prevention, detection,
investigation and prosecution
of such activitiesis supported
by coordination and
cooperation between relevant
actors, including the European
Union Agency for
Cybersecurity (ENISA),
competent authorities for the
security of network and
information systems (NIS
authorities) as defined by
Directive (EU)
2016/1148*,law enforcement
authorities and private parties.
In order to ensure the effective
cooperation between all

private entities alike across many
jurisdictionsin the Union and
beyond, affecting various sectors
including transport, health and
financial services. Cybercrime and
cybersecurity cannot be separated in
an interconnected environment. The
prevention, investigation and
prosecution of such activitiesis
supported by coordination and
cooperation between relevant
actors, including the European
Union Agency for Cybersecurity
(‘ENISA’), competent authorities
for the security of network and
information systems (‘NIS
authorities’) as defined by Directive
(EU) 2016/11483, law enforcement
authorities and private parties. In
order to ensure the effective
cooperation between all relevant
actors at Union and national level
on cyber attacks and security
threats, Europol should cooperate
with the ENISA through the
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relevant actors at Union and
national level on cyber attacks
and security threats, Europol
should cooperate with the
ENISA through the exchange
of information and by
providing analytical support.

relevant actors at Union and
national level on cyber-attacks
and cybersecurity threats,
Europol should cooperate with
the ENISA within their
respective mandates through
the exchange of information
and by providing analytical
support.

exchange of information and by
providing analytical support.

17.

3 Directive (EU)
2016/1148 of the European
Parliament and of the Council
of 6 July 2016 concerning
measures for a high common
level of security of network
and information systems
across the Union (OJ L 194,
19.7.2016, p. 1-30).

% Directive (EU) 2016/1148 of
the European Parliament and of
the Council of 6 July 2016
concerning measures for a high
common level of security of
network and information
systems across the Union (OJ L
194, 19.7.2016, p. 1).

8 Directive (EU) 2016/1148
of the European Parliament and of
the Council of 6 July 2016
concerning measures for ahigh
common level of security of
network and information systems
across the Union (OJ L 194,
19.7.2016, p. 1-30).

18.

(6) High-risk criminals
play aleading rolein criminad
networks and pose a high risk
of serious crime to the Union’s
internal security. To combat
high-risk organised crime
groups and their leading
members, Europol should be
able to support Member States
in focusing their investigative
response on identifying these
persons, their crimina

AM 6

(6) High-risk criminals play
aleading rolein criminal
networks and pose a high risk
of serious crime to the Union’s
internal security. To combat
high-risk organised crime
groups and their leading
members, Europol should be
able to support Member States
in focusing their investigative
response on identifying these
persons, their criminal
activities and financial assets,

(6) High-risk criminals play a
leading role in criminal networks
and pose a high risk of serious
crime to the Union’s internal
security. To combat high-risk
organised crime groups and their
leading members, Europol should
be able to support Member Statesin
focusing their investigative
response on identifying these
persons, their criminal activities and
the members of their criminal
networks.
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activities and the members of
their criminal networks.

and the members of their
crimina networks, aswell as
persons belonging to the
national, political and
financial ingtitutionswho are
involved in crimesvia
corruption schemes.

19.

(7 The threats posed by
serious crime require a
coordinated, coherent, multi-
disciplinary and multi-agency
response. Europol should be
ableto facilitate and support
such intelligence-led security
initiatives driven by Member
States to identify, prioritize
and address serious crime
threats, such as the European
Multidisciplinary Platform
Against Criminal Threats.
Europol should be able to
provide administrative,
logistical, financia and
operational support to such
activities, supporting the
identification of cross-cutting
priorities and the
implementation of horizontal
strategic goalsin countering
serious crime.

AM 7

(7) The threats posed by
serious crimerequire a
coordinated, coherent, multi-
disciplinary and multi-agency
response. Europol should be
ableto facilitate and support
such operational and strategic
activities driven by Member
States to identify, prioritise and
address serious crime thrests,
such as the European
Multidisciplinary Platform
Against Criminal Threats.
Europol should be able to
provide administrative,
logistical, financial and
operational support to such
activities, supporting the
identification of cross-cutting
priorities and the
implementation of horizontal
strategic goals in countering
serious crime.

) The threats posed by serious
crime require a coordinated,
coherent, multi-disciplinary and
multi-agency response. Europol
should be able to facilitate and
support such intelligence-led
security initiatives driven by
Member States to identify,
prioritize and address serious crime
threats, such as the European
Multidisciplinary Platform Against
Criminal Threats. Europol should
be able to provide administrative,
logistical, financial and operational
support to such activities,
supporting the identifiedeatien of

strategie-geals in countering serious

crime.
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20.

(8) The Schengen
Information System (SIS),
established in the field of
police cooperation and judicial
cooperation in criminal
matters by Regulation (EU)
2018/1862 of the European
Parliament and of the Council*
5, isan essential tool for
maintaining ahigh level of
security within the area of
freedom, security and justice.
Europol, asahub for
information exchange in the
Union, receives and holds
valuable information from
third countries and
international organisations on
persons suspected to be
involved in crimesfalling
within the scope of Europol's
mandate. Following
consultation with the Member
States, Europol should be able
to enter data on these persons
in the SISin order to make it
available directly and in real-
time to SIS end-users.

AM 8

(8 Schengen Information
System (SIS), established in the
field of police cooperation and
judicia cooperation in criminal
matters by Regulation (EU)
2018/1862 of the European
Parliament and of the
Council®, is an essential tool
for maintaining a high level of
security within the area of
freedom, security and justice.
Europol, asahub for
information exchange in the
Union, receives and holds
valuable information from third
countries and international
organisations on persons
suspected of being involved in
or convicted for a criminal
offencein respect of which
Europol is competent.
Following consultation with the
Member States, Europol should
be able to enter alerts on these
personsin SIS pursuant to
Regulation (EU) 2018/1862,
provided that they are third-
country nationals and that the
information isreceived from a
third country that isthe
subject of a Commission
decision finding that it ensures

(8) The Schengen Information
System (SIS), established in the
field of police cooperation and
judicial cooperation in criminal
matters by Regulation (EU)
2018/1862 of the European
Parliament and of the Council®, is
an essentia tool for maintaining a
high level of security within the
area of freedom, security and
justice. Europol, asahub for
information exchange in the Union,
receives and holds valuable
information from third countries
and international organisations on
persons suspected to be involved in
crimes falling within the scope of

mandate and itstask of
supporting the Member Statesin
preventing and combating serious
crimeand terrorism, Europol
should support the Member
Statesin processing third-country
data and data from international
organisations by proposing the
possible entry by Member States

COM compromise proposal
26/11/2021:

(8) The Schengen Information
System (SIS), established in the
field of police cooperation and
judicial cooperation in criminal
matters by Regulation (EU)
2018/1862 of the European
Parliament and of the Council*®, is
an essentia tool for maintaining a
high level of security within the
area of freedom, security and
justice. Europol, asahub for
information exchange in the Union,
receives and holds valuable
information from third countries
and international organisations on
persons suspected to be involved in
crimes falling within the scope of
Europol's mandate. Following
consultation with the Member
States, and upon request by at
least one Member State, Europol
should be able to enter alerts data
on these personsin the SIS
pursuant to Regulation (EU)
2018/1862, in order to makethe
information available directly and
in real-timeto SIS end-users.
Europol should only enter alerts
in the SIS on third-country
nationals on the basis of
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an adequate level of data
protection (‘adequacy
decision’), from a third
country with which the Union
has concluded an
international agreement
pursuant to Article 218 of the
Treaty on the Functioning of
the European Union (TFEU)
that includes the transfer of
personal data for law
enforcement purposes, or from
a third country with which
Europol has concluded a
cooperation agreement
allowing for the exchange of
personal data prior to the
entry into force of Regulation
(EU) 2016/794. Where
information isreceived from
another third country, Europol
should be allowed to enter
alertsinto SISwhere such a
third country, has confirmed
theinformation or where the
information provided concerns
aterrorist offence or
organised crime. Europol
should be ableto enter alerts
in SISin order to make them
available directly and in real-
timeto SIS end-users at the
frontline, such as border

of a new category of information

infor mation received from a

alertsin theinterest of the Union

trusted third country or an

intothe SIS, in order to makeit

inter national organisation. Where

availableto the end-users of the

information isreceived from

SIS. Tothat end, aperiodic

reporting mechanism should be

another third country, Europol
should be allowed to enter alerts

put in placein order to ensure

that M ember States and Europol

in the SISwhereatrusted third
country, has confirmed the

areinformed on the data inserted

infor mation.

in the SIS. The modalitiesfor
Member States’ cooperation for
the processing of data and the
insertion of alertsintothe SIS,
notably as concer nsthefight
against terrorism, should be
subject to continuous
coordination amongst the
Member States. Criteria on the
basis of which Europol would
issue proposalsfor the entry of
alertsinto the Schengen
nformation System should be
further specified by the

M anagement Boar d.

A mechanism should be put in
placein order to ensurethat
Member Statesareinformed on
thealertsinserted in the SIS by

Europal.
Alertsshould be entered in SIS by
Europol in full respect of

fundamental rights and data
protection rules.
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guards or police officers, who
do not have access to the
Europol information system
and the ETIAS watch-list,
through which such
information is also shared.
Alerts should be entered in
SIS by Europoal in full respect
of fundamental rights and
data protection rules.

21

4 Regulation (EV)
2018/1862 of the European
Parliament and of the Council
of 28 November 2018 on the
establishment, operation and
use of the Schengen
Information System (SIS) in
the field of police cooperation
and judicia cooperation in
criminal matters, amending
and repealing Council
Decision 2007/533/JHA, and
repealing Regulation (EC) No
1986/2006 of the European
Parliament and of the Council
and Commission Decision
2010/261/EU (OJ L 312,
7.12.2018, p. 56-106).

%5 Regulation (EU) 2018/1862
of the European Parliament and
of the Council of 28 November
2018 on the establishment,
operation and use of the
Schengen Information System
(SIS) inthe field of police
cooperation and judicial
cooperation in criminal matters,
amending and repealing
Council Decision
2007/533/JHA, and repealing
Regulation (EC) No 1986/2006
of the European Parliament and
of the Council and Commission
Decision 2010/261/EU (OJ L
312, 7.12.2018, p. 56).

4 Regulation (EU) 2018/1862
of the European Parliament and of
the Council of 28 November 2018
on the establishment, operation and
use of the Schengen Information
System (SIS) in the field of police
cooperation and judicial
cooperation in criminal matters,
amending and repealing Council
Decision 2007/533/JHA, and
repealing Regulation (EC) No
1986/2006 of the European
Parliament and of the Council and
Commission Decision 2010/261/EU
(OJL 312, 7.12.2018, p. 56-106).

22..

5 Regulation (EV)
2018/1862 of the European
Parliament and of the Council
of 28 November 2018 on the

5 Regulation (EU) 2018/1862
of the European Parliament and of
the Council of 28 November 2018
on the establishment, operation and
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establishment, operation and
use of the Schengen
Information System (SIS) in
the field of police cooperation
and judicia cooperation in
criminal matters, amending
and repealing Council
Decision 2007/533/JHA, and
repealing Regulation (EC) No
1986/2006 of the European
Parliament and of the Council
and Commission Decision
2010/261/EU (OJL 312,
7.12.2018, p. 56-106).

use of the Schengen Information
System (SIS) in the field of police
cooperation and judicial
cooperation in criminal matters,
amending and repealing Council
Decision 2007/533/JHA, and
repealing Regulation (EC) No
1986/2006 of the European
Parliament and of the Council and
Commission Decision 2010/261/EU
(OJL 312,7.12.2018, p. 56-106).

23.

AM 9
Recital 8 a (new)

(8a) Europol hasan
important role to play in
supporting Member States to
fight serious crime and
terrorism through its expertise
and analysis capabilities. To
ensure better cooperation
between Member States and

I nterpol in accordance with
Union and international law,
Europol should actively
monitor, analyse and appraise
red alerts which I nterpol
publishes at the request of
third countries and notify
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Member States, the European
External Action Service and
the Commission when thereis
reasonable suspicion that an
alert wasissued in violation of
Article 3 of the I nterpol

constitution.

24. 9 Europol has an AM 10 9 Europol has an important
important roleto play in 9) Europol has an role to play in support of the
support of the evaluation and | important roleto play in evaluation and monitoring
monitoring mechanism to support of the evaluation and mechanism to verify the application
verify the application of the monitoring mechanism to of the Schengen acquis as
Schengen acquis as verify the application of the established by Council Regulation
established by Council Schengen acquis as established | (EU) No 1053/2013. Given the need
Regulation (EU) No by Council Regulation (EU) No | to reinforce the Union’s internal
1053/2013. Giventheneedto | 1053/2013. Europol should security, Europol should contribute
reinforce the Union’s internal | therefore, upon request, with its expertise, analysis, reports
security, Europol should contribute with its expertise, and other relevant information to
contribute with its expertise, analyses, reports and other the eatire evaluation and
analysis, reports and other relevant information to the
relevant information to the entire Schengen Evaluation
entire evaluation and Mechanism, from /isits al i
monitoring process, from programming to on-site visits ! FSt
programming to on-sitevisits | and the follow-up. Europol ! '
and the follow-up. Europol should also assist in developing | meriteringtosls.
should also assist in and updating the evaluation and
developing and updating the monitoring tools.
evaluation and monitoring
tools.

o5 - AM 11 -

: (10) Risk assessments are (10) Risk assessments are an
an essential element of (10) Risk assessments essential element of foresight to

foresight to anticipate new

contribute to anticipate new

anticipate new trends and to address
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trends and to address new
threats in serious crime and
terrorism. To support the
Commission and the Member
States in carrying out effective
risk assessments, Europol
should provide threats
assessment analysis based on
the information it holds on
criminal phenomena and

trends and threats in serious
crime and terrorism. Europol
should provide threats
assessment analysesto the
Member States based on the
information it holds on crimina
phenomena and trends, without
prejudice to Union law
provisions on customs risk
management.

new threats in serious crime and
terrorism. To support the
Commission and the Member States
in carrying out effective risk
assessments, Europol should
provide threats assessment analysis
based on the information it holds on
criminal phenomena and trends,
without prejudice to the EU law
provisions on customs risk

trends, without prejudice to the management.
EU law provisions on customs
risk management.
26. (11) Inordertohelp EU AM 12 (11) Inorder to help EU funding
funding for security research (11) Inordertohelp EU for security research to develop its

to develop its full potential and
address the needs of law
enforcement, Europol should
assist the Commissionin
identifying key research
themes, drawing up and
implementing the Union
framework programmes for
research and innovation that
arerelevant to Europol’s
objectives. When Europol
assists the Commission in
identifying key research
themes, drawing up and
implementing a Union
framework programme, it
should not receive funding

funding for security research to
develop itsfull potential and
address the needs of law
enforcement, Europol should
assist the Commission in
identifying key research
themes, drawing up and
implementing the Union
framework programmes for
research and innovation that are
relevant to Europol’s
objectives. In order to avoid
any conflicts of interest,
Europol should not receive
funding from Union
framework programmesin
whose design or

full potential and address the needs
of law enforcement, Europol should
assist the Commissionin
identifying key research themes,
drawing up and implementing the
Union framework programmes for
research and innovation that are
relevant to Europol’s objectives.
When Europol assists the
Commission in identifying key
research themes, drawing up and
implementing a Union framework
programme, it should not receive
funding from that programmein
accordance with the conflict of
interest principle. It istherefore
necessary to provide for adeguate

Page 16 of 252




26/11/2021

COM (13908/20 + COR 1)

EP (A9-9999/2021)

Council

Provisional agreement

from that programmein
accordance with the conflict of
interest principle.

implementation it playsarole.

and reliable funding of the
resear ch and innovation efforts at

Europol so that it can assist the
Member States and the
Commission in that area.

27.

(12) Itispossiblefor the
Union and the Members States
to adopt restrictive measures
relating to foreign direct
investment on the grounds of
security or public order. To
that end, Regulation (EU)
2019/452 of the European
Parliament and of the Council®
establishes a framework for
the screening of foreign direct
investments into the Union
that provides Member States
and the Commission with the
means to address risks to
security or public order in a
comprehensive manner. As
part of the assessment of
expected implications for
security or public order,
Europol should support the
screening of specific cases of
foreign direct investmentsinto
the Union that concern
undertakings providing
technol ogies used or being
developed by Europol or by

AM 13

(12) Itispossiblefor the
Union and the Members States
to adopt restrictive measures
relating to foreign direct
investment on the grounds of
security or public order. To that
end, Regulation (EU) 2019/452
of the European Parliament and
of the Council®establishes a
framework for the screening of
foreign direct investments into
the Union that provides
Member States and the
Commission with the meansto
address risks to security or
public order ina
comprehensive manner.
Foreign direct investmentsin
emerging technologies deserve
particular attention asthey
can have far-reaching
implications for security and
public order, in particular
when such technologies are
deployed by law enforcement
authorities. Given itsrolein
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Member States for the
prevention and investigation of
crimes.

monitoring emerging
technologies and its active
involvement in developing new
ways of using those
technologiesfor law
enforcement purposes, notably
through its Innovation Lab
and Innovation Hub, Europol
has extensive knowledge
regarding the opportunities
offered by such technologies
aswell astherisks associated
to their use. Europol should
therefore support Member
States and the Commission in
the screening of foreign direct
investments into the Union that
concern undertakings providing
technologies, including
software used by Europol or by
Member States for the
prevention and investigation of
crimes covered by Europol’s
objectives or critical
technologies that could be
used to facilitate terrorism. In
this context, Europol’s
expertise should support the
screening of the foreign direct
investments and the related
risksto security. Particular
account should be taken of
whether the foreign investor
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has already been involved in
activities affecting security in
aMember State, whether there
Isaseriousrisk that the
foreign investor engagesin
illegal or criminal activities, or
whether the foreign investor is
controlled directly or indirectly
by the government of athird
country, including through
subsidies.

28.

6 Regulation (EVU)
2019/452 of the European
Parliament and of the Council
of 19 March 2019 establishing
aframework for the screening
of foreign direct investments
into the Union (OJ L 79I ,
21.3.2019, p. 1-14).

5" Regulation (EU) 2019/452 of
the European Parliament and of
the Council of 19 March 2019
establishing aframework for
the screening of foreign direct
investments into the Union (OJ
L 791, 21.3.2019, p. 1).

6 Regulation (EU) 2019/452
of the European Parliament and of
the Council of 19 March 2019
establishing aframework for the
screening of foreign direct
investments into the Union (OJ L
791 , 21.3.2019, p. 1-14).

29.

(13) Europol provides
specialised expertise for
countering serious crime and
terrorism. Upon request by a
Member State, Europol staff
should be able to provide
operational support to that
Member State’s law
enforcement authorities on the
ground in operations and
investigations, in particular by
facilitating cross-border
information exchange and

(13) Europol provides specialised
expertise for countering serious
crime and terrorism. Upon request
by aMember State, Europol staff
should be ableto provide
operational support to that Member
State’s law enforcement authorities
on the ground in operations and
investigations, in particular by
facilitating cross-border information
exchange and providing forensic
and technical support in operations
and investigations, including in the
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providing forensic and context of joint investigation teams.
technical support in operations Upon request by a Member State,

and investigations, including
in the context of joint
investigation teams. Upon
request by a Member State,
Europol staff should be
entitled to be present when
investigative measures are
taken in that Member State
and assist in the taking of
these investigative measures.
Europol staff should not have
the power to execute
investigative measures.

Europol staff should be entitled to
be present when investigative

power to execute investigative
measures.

30.

(14)  One of Europol’s
objectivesisto support and
strengthen action by the
competent authorities of the
Member States and their
mutual cooperation in
preventing and combatting
forms of crime which affect a
common interest covered by a
Union policy. To strengthen
that support, Europol should
be able to request the
competent authorities of a
Member State to initiate,
conduct or coordinate a
criminal investigation of a
crime, which affects a

AM 14

(14)  One of Europol’s
objectivesisto support and
strengthen action by the
competent authorities of the
Member States and their
mutual cooperationin
preventing and combatting
forms of crime which affect a
common interest covered by a
Union policy. To strengthen
that support, Europol should be
able to request the competent
authorities of aMember State
to initiate, conduct or
coordinate a criminal
investigation of acrime, which
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common interest covered by a
Union policy, even where the
crime concerned is not of a
cross-border nature. Europol
should inform Eurojust of such
requests.

affects acommon interest
covered by aUnion policy,
even where the crime
concerned is not of a cross-
border nature. Europol should
inform Eurojust and, where
relevant, the European Public
Prosecutor’s Office (‘the
EPPO”), of such requests.

Council

AM 15

31. (15) Publishing the identity (15) Publishing the identity and
and certain personal data of (15) Publishing theidentity | certain persona data of suspects or
suspects or convicted and certain personal data of convicted individuals, who are
individuals, who are wanted suspects or convicted wanted based on a Member State’s
based on a Member State’s individuals, who are wanted judicial decision, increases the
judicial decision, increasesthe | based on a Member State’s chances of locating and arresting
chances of locating and judicia decision, increasesthe | such individuals. To support
arresting such individuals. To | chances of locating and Member Statesin thistask, Europol
support Member Statesin this | arresting such individuals. To | should be ableto publish on its
task, Europol should be ableto | support Member Statesinthis | website information on Europe’s
publish on its website task, Europol should be ableto | most wanted fugitives for criminal
information on Europe’s most | publish on its website offencesin respect of which
wanted fugitives for criminal information on Europe’s most | Europol is competent, and facilitate
offencesin respect of which wanted fugitives for criminal the provision of information by the
Europol is competent, and offencesin respect of which public to the Member Stateson
facilitate the provision of Europol is competent, and these individuals.
information by the public on facilitate the provision of
these individuals. information by the public on

these individuals to Europol or
the competent national
authorities.
32. (15a) When receiving personal 15/11/2021: COM suggestion

data, Europol may be faced with

linked to Art. 18(5) to use CSL text
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three situations. First, Europol
may receive personal data that
fallsinto the categories of data
subjects set out in Annex |l of this
Regulation. Second, Europol may
receive investigative data that
national authoritiesare
authorised to processin a
criminal investigation in
accordance with procedural
reguirements and safequards
applicable under their national
law, for which they request
Europol’s support for a specific
criminal investigation, and that
does not fall into the categories of
data subjects set out in Annex 1|
of this Regulation. | n that case,
Europol should be able to process
that investigative data for aslong
asit supportsthe specific
criminal investigation. Third, and
without therequest for support
for a specific criminal
investigation, Europol may
receive per sonal data that might
not fall into the categories of data
subjects set out in Annex |l of this
Regulation. In that case, Europol
should be ableto verify if that
personal data correspondsto one
of those categories of data
subjects. In all three situations,

with amodified explanation
regarding the distinction between
the personal data of different
categories of data subjects:

(158) When receiving persona
data, and after having ascertained
that this data falls under its tasks,
Europol may be faced with three
situations. First, Europol may
receive personal datathat fallsinto
the categories of data subjects set
out in Annex 1l of this Regulation.
Second, Europol may receive for
research and innovation projects
aswell asfor investigative data that
national authorities are authorised to
processin acriminal investigation
in accordance with procedural
requirements and safeguards
applicable under their national law,
for which they request Europol’s
support for a specific criminal
investigation, and that does not fall
into the categories of data subjects
set out in Annex Il of this
Regulation. In that case, Europol
should be able to process that
investigative datafor aslong asiit
supports the specific criminal
investigation. Once confirmed that
personal datafallswithin one of

Page 22 of 252




26/11/2021

COM (13908/20 + COR 1)

EP (A9-9999/2021)

Council

Provisional agreement

Europol may process the per sonal

data to support Member Statesin
countering serious crime and
terrorism. Where applicable and
asfar aspossible, Europol should
make a clear distinction between
the operational personal data of
different categories of data

subjects.

the data categories set out in
Annex |l or that data may be
processed by Europol in one of
other the situations specified
above, Europol should, where
applicable and asfar as possible,
make a clear distinction between
the personal data of different
categories of data subjects. Third,

and witheut-the requestfor suppert
F e crimingl |

Europol may receive personal data
without the request for support for
a specific criminal investigation
that might not fall into the
categories of data subjects set out in
Annex |1 of this Regulation. In that
case, Europol should be able to
verify if that personal data
corresponds to one of those
categories of data subjects. In all
three situations, Europol may
process the personal datato support
Member States in countering
serious crime and terrorism. Where

33.

(16) Toensurethat
processing of personal data by

AM 16
(16) Toensurethat

(16) Whilerespecting the
principle of data minimisation¥e
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Europol islimited to the
categories of data subjects
whose data may be processed
under this Regulation, Europol
should be ableto verify if
personal datareceived in the
context of preventing and
countering crimes falling
within the scope of Europol’s
objectives corresponds to one
of those categories of data
subjects. To that end, Europol
should be ableto carry out a
pre-analysis of personal data
received with the sole purpose
of determining whether such
datafallsinto those categories
of data subjects. To thisend,
Europol should be able to filter
the data by checking it against
data already held by Europol.
Such pre-analysis should take
place prior to Europol’s data
processing for cross-checking,
strategic analysis, operational
analysis or exchange of
information. If the pre-analysis
indicates that personal data
does not fall into the
categories of data subjects
whose data may be processed
under this Regulation, Europol
should delete that data.

processing of personal data by
Europol islimited to the
categories of data subjects
whose data may be processed
under this Regulation, Europol
should be ableto verify if
personal datareceived in the
context of preventing and
countering crimes falling
within the scope of Europol’s
objectives corresponds to one
of those categories of data
subjects. To that end, Europol
should be able to carry out a
pre-analysis of personal data
received with the sole purpose
of determining whether such
datafallsinto those categories
of data subjects by checking
the data against data it already
holds, without further
analysing the data for
additional leads at this stage.
Such pre-analysis should take
place prior to, and separate
from, Europol’s data
processing for cross-checking,
strategic analysis, operational
analysis or exchange of
information and after Europol
has established that the data
are relevant and necessary for
the performance of its tasks.

to verify if personal datareceivedin
the context of preventing and
countering crimes falling within the
scope of Europol’s objectives
corresponds to one of theese
categories of data subjects set out
in Annex 11 of this Regulation. To
that end, Europol should be able to
carry out apre-anaysis of personal
data received with the sole purpose
of determining whether such data
fallsinto those categories of data
subjects. To this end, Europol
should be able to filter the data by
checking it against data already
held by Europol. Such pre-analysis
should take place prior to Europol’s
data processing for cross-checking,
strategic analysis, operational
analysis or exchange of
information. If the pre-analysis
indicates that personal data does not
fall into the categories of data
subjects whose data may be
processed under this Regulation,
Europol should delete that data.
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AM 17
Recital 16a (new)

(16a) Asaresult of new
available information in the
context of investigations, for
example regarding additional
suspects, the categorisation of
personal datain a given
dataset may change over time.
For thisreason, Europol
should exceptionally be
allowed to process personal
data for the purpose of
determining the categories of
data subjects for a maximum
period of one year. Europol
should be able to extend the
maximum processing period
by up to six monthsin duly
justified cases and provided
that such an extension is
necessary and proportionate.
The European Data Protection
Supervisor (EDPS) should be
informed of the extension.
Where the processing of
personal data for the purpose
of determining the categories
of data subjectsisno longer
necessary and justified, and in
any case after the end of the
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maximum processing period,
Europol should delete the
relevant data.
35. (17) Datacollectedin AM 18 (17) Datacollected in criminal
criminal investigations have (17) Datacollected in investigations have been increasing

been increasing in size and
have become more complex.
Member States submit large
and complex datasetsto
Europol, requesting Europol’s
operational analysis to detect
links to other crimes and
criminals in other Member
States and outside the Union.
Member States cannot detect
such cross-border links
through their own analysis of
the data. Europol should be
able to support Member
States’ criminal investigations
by processing large and
complex datasets to detect
such cross-border links where
the strict requirements set out
in this Regulation are fulfilled.
Where necessary to support
effectively a specific criminal
investigation in a Member
State, Europol should be able
to process those data sets that
national authorities have

criminal investigations have
been increasing in size and
have become more complex.
Member States submit large
and complex datasets to
Europol, requesting Europol’s
operational analysis to detect
links to other crimes and
criminals in other Member
States and outside the Union.
Member States can detect such
cross-border links less
effectively through their own
analysis of the data. Europol
should therefore be able to
support Member States’
criminal investigations by
processing large and complex
datasets to detect such cross-
border links where the strict
regquirements and safeguards
set out in this Regulation are
fulfilled. Where necessary to
support effectively a specific
criminal investigation in a
Member State or where a

in size and have become more
complex. Member States submit
large and complex datasets to
Europol, requesting Europol’s
operational analysis to detect links
to other crimes and criminalsin
other Member States and outside
the Union. Member States cannot
detect such cross-border links
through their own analysis of the
data. Europol should be able to
support Member States’ criminal
investigations by processing large
and complex datasets to detect such
cross-border links where the strict
requirements set out in this
Regulation are fulfilled. Where
necessary to support effectively a
specific criminal investigation in a
Member State, Europol should be
able to process these such
investigative data sets that national
authorities haveaeguired are
authorised to processin the
eontexteof that criminal
investigation in accordance with
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acquired in the context of that
criminal investigation in
accordance with procedural
requirements and safeguards
applicable under their national
criminal law and subsequently
submitted to Europol. Where a
Member State provides
Europol with an investigative
case file requesting Europol’s
support for a specific crimina
investigation, Europol should
be able to process all data
contained in that filefor as
long as it supports that specific
criminal investigation. Europol
should also be able to process
personal datathat is necessary
for its support to a specific
criminal investigation in a
Member Stateif that data
originates from athird
country, provided that the third
country is subject to a
Commission decision finding
that the country ensures an
adequate level of data
protection (‘adequacy
decision’), or, in the absence
of an adequacy decision, an
international agreement
concluded by the Union
pursuant to Article 218 TFEU,

Member State or Union body
reguests a strategic analysis
within the mandate of
Europol, Europol should be
able to process those data sets
that national authorities have
acquired in the context of that
criminal investigation in
accordance with procedural
requirements and safeguards
applicable under their national
criminal law and subsequently
submitted to Europol. Where a
Member State, the EPPO or
Eurojust provide Europol with
an investigative casefile
requesting Europol to support a
specific criminal investigation
within the mandate of Europol
by providing operational
analysis, Europol should be
ableto process all data
contained in that file for aslong
as it supports that specific
criminal investigation.

procedural requirements and
safeguards applicable under their
national erakaal law and
subsequently submitted to Europol.
This should include personal data
wherea Member State has not
been ableto ascertain whether
that data fallsinto the categories
of data subjects set out in Annex
|l of this Regulation. Where a
Member State provides Europol
with aa-investigative data easefie
requesting Europol’s support for a
specific criminal investigation,
Europol should be able to process
all that data eertaredathatfile
for aslong as it supports that
specific criminal
investigationEuropol should also be
able to process persona datathat is
necessary for its support to a
specific criminal investigation in a
Member State if that data originates
from athird country, provided that
the third country is subject to a
Commission decision finding that
the country ensures an adequate
level of data protection (‘adequacy
decision’), or, in the absence of an
adequacy decision, an international
agreement concluded by the Union
pursuant to Article 218 TFEU, or a
cooperation agreement allowing for
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or a cooperation agreement
allowing for the exchange of
personal data concluded
between Europol and the third
country prior to the entry into
force of Regulation (EU)
2016/794, and provided that
the third county acquired the
datain the context of a
criminal investigation in
accordance with procedural
requirements and safeguards
applicable under its national
criminal law.

the exchange of personal data
concluded between Europol and the
third country prior to the entry into
force of Regulation (EU) 2016/794,
and provided that the third county
acquired the data in the context of a
criminal investigation in accordance
with procedural requirements and
safeguards applicable under its
national criminal law.

36.

(17a) Europol should also be
ableto processinvestigative data
that the European Public
Prosecutor’s Office (‘EPPQ’) is
authorised to processin a
criminal investigation in
accordance with procedural
reguirements and safequards
applicable under Union law and
national law and which was
submitted by EPPO within its
competencesto Europol for

support.

37.

(18) To ensurethat any data
processing is necessary and
proportionate, Member States
should ensure compliance with
national and Union law when

AM 19

(18) To ensurethat any
personal datato be processed
by Europol is necessary and

(18) To ensurethat any data
processing is necessary and
proportionate, Member States
should ensure compliance with
national and Union law when they

Page 28 of 252




26/11/2021

COM (13908/20 + COR 1)

EP (A9-9999/2021)

Council

Provisional agreement

they submit an investigative
case file to Europol. Europol
should verify whether, in order
to support a specific criminal
investigation, it is necessary
and proportionate to process
personal datathat may not fall
into the categories of data
subjects whose data may
generaly be processed under
Annex |l of Regulation (EU)
2016/794. Europol should
document that assessment.
Europol should store such data
with functional separation
from other data and should
only processit where
necessary for its support to the
specific criminal investigation,
such asin case of anew lead.

proportionate, Member States
should ensure compliance with
national and Union law when
they submit an investigative
case file containing personal
data to Europol, including,
where applicable, prior
judicial authorisation. Bearing
in mind that the Court of
Justice of the European Union
(the “‘Court of Justice’)
considersthat accessto
personal data with a view to its
retention or use affectsthe
fundamental right to respect
for private life guaranteed by
Article 7 of the Charter of
Fundamental Rights of the
European Union (‘the
Charter’), Europol should
verify whether, in order to
support a specific criminal
investigation, it is necessary
and proportionate to process
personal datathat may not fall
into the categories of data
subjects whose data may be
processed under Annex |l of
Regulation (EU) 2016/794.
Europol should document that
assessment. Europol should
store such data with functional
separation from other data and

submit ar investigative easefie
data to Europol. Member States
should inform Europol when
their authorisation to process
data in the specific criminal
investigation in accor dance with
procedural requirements and
safeguards under the applicable
national law has ceased to exist.
Europol should verify whether, in
order to support a specific criminal
investigation, it is necessary and
proportionate to process personal
datathat may not fall into the
categories of data subjects whose
data may generally be processed
under Annex |1 of Regulation (EU)
2016/794. Europol should
document that assessment. Europol
should store such data with
functional separation from other
data and should only process it
where necessary for its support to
the specific criminal investigation,
such asin case of anew lead.
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should only processit where
necessary for its support to the
specific criminal investigation,
such asin case of anew lead.

38.

AM 20

Recital 18 a (new)

(18a) Europol should also be
able to process personal data
that is necessary for its
support to a specific criminal
investigation in one or more
Member Statesif that data
originates from athird
country, provided that the
third country is the subject of
an adequacy decision, an
international agreement
concluded by the Union
pursuant to Article 218 TFEU
that includes the transfer of
personal data for law
enforcement purposes, or a
cooperation agreement
allowing for the exchange of
personal data concluded
between Europol and the third
country prior to theentry into
force of Regulation (EU)
2016/794, and provided that
the third county acquired the
data in the context of a
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criminal investigation in
accordance with procedural
requirements and safeguards
applicable under its national
criminal law. Where an
investigative casefileis
provided to Europol by a third
country, Europol should verify
that the amount of personal
data is not disproportionatein
relation to the specific
investigation in a Member
State that Europol supports,
and that there are no objective
elementsindicating that the
case file has been obtained by
the third country in manifest
violation of fundamental
rights. Where Europol reaches
the conclusion that those
conditions are not met, it
should not process the data.
The EDPS should be informed
of the processing and should
be provided the investigative
casefile, thejustification for
the necessity of the processing
by Europol, and a general
description of the categories of
data.
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39. (19) Toensurethat a AM 21 (19) Toensurethat aMember
Member State can use (19) Toensurethat a State can use Europol’s analytical

Europol’s analytical reports as
part of judicial proceedings
following acrimina
investigation, Europol should
be able to store the related
investigative case file upon
request of that Member State
for the purpose of ensuring the
veracity, reliability and
traceability of the criminal
intelligence process. Europol
should store such data
separately and only for aslong
asthejudicia proceedings
related to that criminal
investigation are on-going in
the Member State. Thereisa
need to ensure access of
competent judicial authorities
aswell asthe rights of
defence, in particular the right
of suspects or accused persons
or their lawyers of accessto
the materials of the case.

Member State can use
Europol’s analytical reports as
part of judicial proceedings
following a criminal
investigation, Europol should
be able to store the related
investigative case file upon
request of that Member State,
the EPPO or Eurojust until
thejudicial proceeding is
concluded for the purpose of
ensuring the veracity, reliability
and traceability of the criminal
intelligence process. Europol
should store such data
separately and only for aslong
asthejudicia proceedings
related to that criminal
investigation are on-going in
the Member State. Thereisa
need to ensure access of
competent judicial authorities
aswell astherights of defence,
in particular the right of
suspects or accused persons or
their lawyers of accessto the
materials of the case. To this
end, Europol should log all
evidence and the methods by
which it has been produced or

reports as part of judicial
proceedings following a criminal
investigation, Europol should be
able to store the related
investigative easefHe data upon
request of that Member State for the
purpose of ensuring the veracity,
reliability and traceability of the
criminal intelligence process.
Europol should store such data
separately and only for aslong as
the judicial proceedings related to
that criminal investigation are on-
going in the Member State. Thereis
aneed to ensure access of
competent judicial authorities as
well astherights of defence, in
particular the right of suspects or
accused persons or their lawyers of
access to the materials of the case.
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acquired by Europol to allow
for effective scrutiny of
evidence by the defence.
40. (20) Cross-border casesof | AM 22 (20)  Cross-border cases of
serious crime or terrorism (20) Cross-border cases of serious crime or terrorism require

require close collaboration
between the law enforcement
authorities of the Member
States concerned. Europol
provides tools to support such
cooperation in investigations,
notably through the exchange
of information. To further
enhance such cooperationin
specific investigations by way
of joint operationa analysis,
Member States should be able
to allow other Member States
to access directly the
information they provided to
Europol, without prejudice to
any restrictions they put on
access to that information.
Any processing of personal
data by Member Statesin joint
operational analysis should
take place in accordance with
the rules and safeguards set
out in this Regulation.

serious crime or terrorism
require close cooperation
between the law enforcement
authorities of the Member
States concerned. Europol
provides tools to support such
cooperation in investigations,
notably through the exchange
of information. To further
enhance such cooperation in
specific investigations by way
of joint operational analysis,
Member States should be able
to allow other Member States
to directly accessthe
information they provided to
Europol, without prejudice to
any general or specific
restrictions they put on access
to that information. Any
processing of personal data by
Member Statesin joint
operational analysis should
take place in compliance with
personal datarulesin
accordance with Directive

close collaboration between the law
enforcement authorities of the
Member States concerned. Europol
provides tools to support such
cooperation in investigations,
notably through the exchange of
information. To further enhance
such cooperation in specific
investigations by way of joint
operational analysis, Member States
should be able to allow other
Member States to access directly
the information they provided to
Europol, without prejudice to any
restrictions they put on access to
that information. Any processing of
personal data by Member Statesin
joint operational analysis should
take place in accordance with the
rules and safeguards set out in this
Regulation.
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(EV) 2016/680 of the
European Parliament and of
the Council'? aswell asthe
safeguards set out in this
Regulation.

1a Directive (EU) 2016/680 of
the European Parliament and
of the Council of 27 April
2016 on the protection of
natural personswith regard to
the processing of personal
data by competent authorities
for the purposes of the
prevention, investigation,
detection or prosecution of
criminal offencesor the
execution of criminal
penalties, and on the free
movement of such data, and
repealing Council Framework
Decision 2008/977/JHA (OJ L
119, 4.5.2016, p. 89).

41.

(21) Europol provides
operational support to the
criminal investigations of the
competent authorities of the
Member States, especially by
providing operational and
forensic analysis. Member

AM 23

(21) Europol provides
operational support to the
criminal investigations of the
competent authorities of the
Member States, including by
providing operational and

(21) Europol provides
operational support to the criminal
investigations of the competent
authorities of the Member States,

especialy by providing operational

and forensic analysis. Member
States should be able to make the
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States should be able to make
the results of these activities
available to their relevant
other authorities, including
prosecutors and criminal
courts, throughout the whole
lifecycle of criminal
proceedings]. To that end,
Europol staff should be
enabled to give evidence,
which came to their
knowledge in the performance
of their duties or the exercise
of their activities, in criminal
proceedings, without prejudice
to the applicable use
restrictions and national
criminal procedural law.

forensic analysis. Member
States should be able to make
the results of these activities
availableto their relevant other
authorities, including
prosecutors and crimina
courts, as well as defence
lawyers, throughout the whole
lifecycle of criminal
proceedings. To that end,
Europol staff authorised by the
Executive Director should be
enabled to give evidence,
which came to their knowledge
in the performance of their
duties or the exercise of their
activities, in crimina
proceedings, without prejudice
to the applicable use
restrictions and nationa
procedural law.

results of these activities available
to their relevant other authorities,
including prosecutors and criminal
courts, throughout the whole
lifecycle of criminal proceedings].
To that end, Europol staff should be
enabled to give evidence, which
cameto their knowledge in the
performance of their duties or the
exercise of their activities, in
criminal proceedings, without
prejudice to the applicable use
restrictions and national criminal
procedural law.

42.

(22) Europol and the
European Public Prosecutor’s
Office (‘EPPQ’) established
by Council Regulation (EU)
2017/1939’, should put
necessary arrangementsin
place to optimisetheir
operational cooperation, taking
due account of their respective
tasks and mandates. Europol

AM 24

(22) Europol and the EPPO
established by Council
Regulation (EU) 2017/1939%,
should conclude working
arrangements setting out the
process for their cooperation
and, taking due account of their
respective tasks and mandates.
Europol should work closely

(22) Europol and the European
Public Prosecutor’s Office
(‘EPPQO’) established by Council
Regulation (EU) 2017/1939’,
should put necessary arrangements
in place to optimise their
operational cooperation, taking due
account of their respective tasks and
mandates. Europol should work
closely with the EPPO and actively
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should work closely with the
EPPO and actively support the
investigations and
prosecutions of the EPPO
upon its request, including by
providing analytical support
and exchanging relevant
information, aswell as
cooperate with it, from the
moment a suspected offenceis
reported to the EPPO until the
moment it determines whether
to prosecute or otherwise
dispose of the case. Europol
should, without undue delay,
report to the EPPO any
criminal conduct in respect of
which the EPPO could
exercise its competence. To
enhance operational
cooperation between Europol
and the EPPO, Europol should
enable the EPPO to have
access, on the basis of a hit/no
hit system, to data available at
Europoal, in accordance with
the safeguards and data
protection guarantees provided
for in this Regulation. The
rules on the transmission to
Union bodies set out in this
Regulation should apply to
Europol’s cooperation with the

with the EPPO and actively
support the investigations of
the EPPO upon its request,
including by providing
analytical support and
exchanging relevant
information, aswell as
cooperate with it, from the
moment a suspected offenceis
reported to the EPPO until the
moment it determines whether
to prosecute or otherwise
dispose of the case. Europol
should, without undue delay,
report to the EPPO any
criminal conduct in respect of
which the EPPO could exercise
its competence. To enhance
operational cooperation
between Europol and the
EPPO, Europol should enable
the EPPO to have access, on
the basis of a hit/no hit system,
to data provided to Europol for
strategic or operational
analysisor cross-checking, in
accordance with the safeguards
and data protection guarantees
provided for in this Regulation.
The rules on the transmission
to Union bodies set out in this
Regulation should apply to
Europol’s cooperation with the

support the investigations and

preseedtions of the EPPO upon its
request, including by providing

analytical support and exchargiag
relevant information, as well as
cooperate with it, from the moment
a suspected offence is reported to
the EPPO until the moment it
determines whether to prosecute or
otherwise dispose of the case.
Europol should, without undue
delay, report to the EPPO any
criminal conduct in respect of
which the EPPO could exercise its
competence. To enhance
operational cooperation between
Europol and the EPPO, Europol
should enable the EPPO to have

s;ge% to data avai Iable at Europol
in accordance with the safeguards
and data protection guarantees
provided for in this Regulation,
including any restrictions
indicated by the entity which
provided theinformation to
Europol. Theruleson the
transmission to Union bodies set
out in this Regulation should apply
to Europol’s cooperation with the
EPPO. Europol should aso be able
to support criminal investigations
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EPPO. Europol should aso be
able to support criminal
investigations by the EPPO by
way of analysis of large and
complex datasets.

EPPO. Europol should also be
able to support crimina
investigations by the EPPO by
way of analysis of large and
complex datasetsin
accordance with the
safeguards and data protection
guarantees provided for in this
Regulation.

by the EPPO by way of analysis of
large and complex datasets.

! Council Regulation
(EU) 2017/1939 of 12 October
2017 implementing enhanced
cooperation on the
establishment of the European
Public Prosecutor’s Office
(‘the EPPO’) (OJ L 283,
31.10.2017, p. 1-71).

%8 Council Regulation (EU)
2017/1939 of 12 October 2017
implementing enhanced
cooperation on the
establishment of the European
Public Prosecutor’s Office (‘the
EPPQO’) (OJ L 283, 31.10.2017,

p. 1).

! Council Regulation (EU)
2017/1939 of 12 October 2017
implementing enhanced cooperation
on the establishment of the
European Public Prosecutor’s
Office (‘the EPPO’) (OJ L 283,
31.10.2017, p. 1-71).

(23) Europol should
cooperate closely with the
European Anti-Fraud Office
(OLAF) to detect fraud,
corruption and any other
illegal activity affecting the
financial interests of the
Union. To that end, Europol
should transmit to OLAF
without delay any information
in respect of which OLAF
could exercise its competence.
The rules on the transmission

(23) Europol should cooperate
closely with the European Anti-
Fraud Office (OLAF) to detect
fraud, corruption and any other
illegal activity affecting the
financial interests of the Union. To
that end, Europol should transmit to
OLAF without delay any
information in respect of which
OLAF could exerciseits
competence. The rules on the
transmission to Union bodies set
out in this Regulation should apply
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to Union bodies set out in this
Regulation should apply to
Europol’s cooperation with
OLAF.

to Europol’s cooperation with
OLAF.

45.

(24) Seriouscrimeand
terrorism often have links
beyond the territory of the
Union. Europol can exchange
personal datawith third
countries while safeguarding
the protection of privacy and
fundamental rights and
freedoms of the data subjects.
To reinforce cooperation with
third countries in preventing
and countering crimes falling
within the scope of Europol’s
objectives, the Executive
Director of Europol should be
allowed to authorise categories
of transfers of personal datato
third countriesin specific
situations and on a case-by-
case basis, where such a group
of transfersrelated to a
specific situation are necessary
and meet al the requirements
of this Regulation.

AM 25

(24)  Seriouscrime and
terrorism often have links
beyond the territory of the
Union. Europol can exchange
personal datawith third
countries while safeguarding
the protection of privacy and
fundamental rights and
freedoms of the data subjects.
In circumstances whereit is
essential to the investigation of
crimes falling within the scope
of Europol’s objectives, the
Executive Director of Europol
should be allowed to authorise
a category of transfers of
personal datato third countries
in specific situations and on a
case-by-case basis, where such
category of transfersrelated to
a specific situation is necessary
and proportionate for the
investigation of the specific
crime and meets all the
requirements of this
Regulation.

(24)  Seriouscrime and terrorism
often have links beyond the
territory of the Union. Europol can
exchange personal data with third
countries while safeguarding the
protection of privacy and
fundamental rights and freedoms of
the data subjects. To reinforce
cooperation with third countriesin
preventing and countering crimes
falling within the scope of
Europol’s objectives, the Executive
Director of Europol should be
allowed to authorise a categoryies
of transfers of personal datato third
countries Ha-speciHic-situations and
on a case-by-case basis, where such
a-group-of transfers related to athe
same specific situation, consist of
the same categories of personal
data and the same categories of
data subjects and are necessary
and meet all the requirements of
this Regulation. This should cover
situationswherethetransfer of
personal dataisnecessary in
order to protect thevital interests
of the data subject or of another

TM 26/11/2021: CSL positive
scrutiny; to check internally

EP compr omise proposal
(25/11/2021):

Serious crime and terrorism often
have links beyond the territory of the
Union. Europol can exchange
personal data with third countries
while safeguarding the protection of
privacy and fundamental rights and
freedoms of the data subjects. In
circumstances where it is essential
to theinvestigation of crimesfalling
within the scope of Europol’s
objectives, the Executive Director of
Europol should be alowed to
authorise a category of transfers of
personal data to third countries
specificsiuations and on a case-by-
case basis, where such a-greup-of a
category of transfers relates to athe
same specific situation, consists of
the same categories of personal
data and the same categories of
data subjects, is necessary and
proportionate for the investigation
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person; necessary to safeguard
legitimate inter ests of the data
subject; essential for the
prevention of an immediate and
seriousthreat to the public
security of a Member Stateor a
third country; necessary in
individual casesfor the purposes

of the specific crime and meets al
the requirements of this Regulation.
A category of transfers of personal
data to third countries should be
possible in specific situations Fhis
should cover  [address]
[specificathy}—situations where the

transfer of personal data is

of the prevention, investigation,

necessary either in order to protect

detection or prosecution of
criminal offences or the execution

the vital interests of the data
subject or of another person or

of criminal sanctions; or
necessary in individual casesfor

essential for the prevention of an
immediate and serious threat to

the establishment, exercise or
defence of legal claimsrelating to

the public security of a Member
State or a third country, or =

the prevention, investigation,
detection or prosecution of a
specific criminal offence or the
execution of a specific criminal

neecessary to safequard legitimate
interests of the data subject, or :
peeessary in_individual cases for
the purposes of the prevention,

sanction.

investigation, detection or
prosecution of criminal offencesor
the execution of  criminal
sanctions, or  —peeessary in
individual cases for the
establishment, exercise or defence
of legal claims relating to the
prevention, investigation,
detection _or prosecution of a
specific_criminal offence or the
execution of a specific_criminal
sanction.
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TM 17/11/2021: CSL can accept
COMP proposa by COM, EP
considers that the second part taken
over from CSL’s text needs to be
improved; will make a proposal in
this regard.

COM compromise suggestion
(15/11/2021) to complement

Article 2(s):

Serious crime and terrorism often
have links beyond the territory of
the Union. Europol can exchange
personal datawith third countries
while safeguarding the protection of
privacy and fundamental rights and
freedoms of the data subjects. IR

crimes

falling within the scope of
Europol’s objectives, the Executive
Director of Europol should be
allowed to authorise acategory of
transfers of personal datato third
countries in specific situations and
on a case-by-case basis, where such
category of transfers related to a
specific situation is necessary and

of the speific crime and meets

the requirements of this Regulation.
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This should cover [address]
[specifically] situations wherethe
transfer of personal datais
necessary in order to protect the
vital inter ests of the data subject
or_of another person or essential
for the prevention of an
immediate and seriousthreat to
the public security of a Member
State or athird country:
necessary to safequard legitimate
inter ests of the data
subject;necessary in individual
casesfor the purposes of the
prevention, investigation,
detection or prosecution of
criminal offences or the execution
of criminal sanctions; or
necessary in individual casesfor
the establishment, exercise or
defence of legal claimsrelating to
the prevention, investigation,
detection or prosecution of a
specific criminal offence or the
execution of a specific criminal
sanction.

46. (24a) Transfersnot based on the
abovementioned authorisation by
the Executive Director, an
adequacy decision, an
international agreement or a
cooper ation agreement should be
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allowed only where appropriate
safeguar ds have been provided in
alegally binding instrument
which ensuresthe protection of
personal data or where Europol
has assessed all the circumstances
surrounding the data transfer
and, on the basis of that
assessment, considersthat
appropriate safeguar ds with
regard to the protection of
personal data exist. Such legally
binding instruments could, for
example, be legally binding
bilateral agreementswhich have
been concluded by the M ember
States and implemented in their
legal order and which could be
enforced by their data subjects,
ensuring compliance with data
protection requirements and the
rights of the data subjects,
including theright to obtain
effective administrative or
judicial redress. Europol should
be ableto take into account
bilateral agreements concluded
between Member States and third

countrieswhich allow for the
exchange of personal data when
carrying out the assessment of all
the circumstances surrounding
the data transfer. Europol should
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be ableto also take into account
thefact that thetransfer of
personal data will be subject to
confidentiality obligations and the
principle of specificity, ensuring
that the data will not be processed
for other purposesthan for the
purposes of thetransfer. In
addition, Europol should take
into account that the personal
data will not be used to request,
hand down or_execute a death
penalty or any form of crudl and
inhuman treatment. While those
conditions could be considered to
be appropriate safequards
allowing thetransfer of data,
Europol should be ableto require
additional safeguards.

a7

(25) To support Member
States in cooperating with
private parties providing cross-
border services where those
private parties hold
information relevant for
preventing and combatting
crime, Europol should be able
to receive, and in specific
circumstances, exchange
personal data with private
parties.

AM 26

(25) To support Member
States in cooperating with
private parties where those
private parties hold information
relevant for preventing and
combatting serious crime and
terrorism, Europol should be
abletoreceive, andin
exceptional circumstances,
exchange personal datawith
private parties.

(25) To support Member States
in cooperating with private parties

where those private parties hold
information relevant for preventing
and combatting crime, Europol
should be able to receive, and in
specific circumstances, exchange
personal data with private parties.
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48 (26) Criminalsincreasingly | AM 27 (26) Criminasincreasingly use
use cross-border services of (26) Criminalsincressingly cross-border services of private

private parties to communicate
and carry out illegal activities.
Sex offenders abuse children
and share pictures and videos
world-wide using online
platforms on the internet.
Terrorists abuse cross-border
services by online service
providersto recruit volunteers,
plan and coordinate attacks,
and disseminate propaganda.
Cyber criminals profit from
the digitalisation of our

soci eties using phishing and
socia engineering to commit
other types of cybercrime such
as online scams, ransomware
attacks or payment fraud. Asa
result from the increased use
of online services by
criminals, private parties hold
increasing amounts of personal
datathat may be relevant for
criminal investigations.

use the services offered by
private parties to communicate
and carry out illegal activities.
Sex offenders exploit children
and share pictures and videos
congtituting child sexual abuse
material world-wide on online
platforms or with peersvia
number-independent
interpersonal communications
services. Terrorists utilisethe
services offered by online
service providers to recruit
volunteers, plan and coordinate
attacks, and disseminate
propaganda. Cyber criminals
profit from the digitalisation of
our societies and from the lack
of digital literacy and skills of
the general population using
phishing and social engineering
to commit other types of
cybercrime such as online
scams, ransomware attacks or
payment fraud. As aresult of
the increased use of online
services by criminals, private
parties hold increasing amounts
of personal data, including

parties to communicate and carry
out illegal activities. Sex offenders
abuse children and share pictures
and videos world-wide using online
platforms on the internet. Terrorists
abuse cross-border services by
online service providers to recruit
volunteers, plan and coordinate
attacks, and disseminate
propaganda. Cyber criminals profit
from the digitalisation of our
societies using phishing and social
engineering to commit other types
of cybercrime such as online scams,
ransomware attacks or payment
fraud. Asaresult from the
increased use of online services by
criminals, private parties hold
increasing amounts of personal data
that may be relevant for criminal
investigations.
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subscriber, traffic and content
data, that may be relevant for
criminal investigations.
49 (27)  Giventhe borderless AM 28 (27)  Given the borderless nature
nature of the internet, these (27)  Given the borderless of the internet, these services can

services can often be provided
from anywhere in the world.
Asaresult, victims,
perpetrators, and the digital
infrastructure in which the
personal datais stored and the
service provider providing the
service may all be subject to
different national jurisdictions,
within the Union and beyond.
Private parties may therefore
hold data sets relevant for law
enforcement which contain
personal datawith linksto
multiple jurisdictions as well
as persona data which cannot
easily be attributed to any
specific jurisdiction. National
authorities find it difficult to
effectively analyse such multi-
jurisdictional or non-
attributable data sets through
national solutions. When
private parties decide to
lawfully and voluntarily share
the data with law enforcement

nature of the internet, victims,
perpetrators, the online service
provider and the digital
infrastructure in which the
personal datais stored may all
be subject to different nationa
jurisdictions, within the Union
and beyond. Private parties
may therefore hold datasets
relevant for law enforcement
which contain persona data
with links to multiple
jurisdictions as well as personal
datawhich cannot easily be
attributed to any specific
jurisdiction. National
authorities find it difficult to
effectively analyse such multi-
jurisdictional or non-
attributable datasets through
national solutions. Europol
should have measuresin place
to facilitate the cooperation
with private parties, including
with respect to the sharing of
information. When private

often be provided from anywherein
the world. Asaresult, victims,
perpetrators, and the digital
infrastructure in which the persond
datais stored and the service
provider providing the service may
all be subject to different national
jurisdictions, within the Union and
beyond. Private parties may
therefore hold data sets relevant for
law enforcement which contain
personal datawith links to multiple
jurisdictions as well as personal
datawhich cannot easily be
attributed to any specific
jurisdiction. National authorities
find it difficult to effectively
analyse such multi-jurisdictional or
non-attributable data sets through
national solutions. When private
parties decide to lawfully and
voluntarily share the data with law
enforcement authorities, they do
currently not have a single point of
contact with which they can share
such data sets at Union-level.
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authorities, they do currently
not have a single point of
contact with which they can
share such data sets at Union-
level. Moreover, private
parties face difficulties when
receiving multiple requests
from law enforcement
authorities of different

parties decide to lawfully and
voluntarily share the data with
law enforcement authorities,
they do not currently have a
single point of contact with
which they can share such
datasets at Union level.

Moreover, private parties face
difficulties when receiving multiple
requests from law enforcement
authorities of different countries.

countries.
50. (28) Toensurethat private | AM 29 (28) Toensurethat private
parties have a point of contact (28) Toensurethat private parties have a point of contact at

at Union level to lawfully
share multi-jurisdictional data
sets or data sets that could not
be easily attributed so far to
one or severa specific
jurisdictions, Europol should
be able to receive personal
data directly from private
parties.

parties have a point of contact
at Union level to lawfully and
voluntarily provide multi-
jurisdictional datasets or
datasets that cannot be easily
attributed so far to one or
several specific jurisdictions,
Europol should be able to
receive personal data directly

from private parties for the sole

purpose of establishing
jurisdiction, in accordance
with the safeguards and data

protection guarantees provided

for in this Regulation,
including reportsrelating to
moderated content that can
reasonably be assumed to be

linked to the criminal activities

within the remit of Europol.

Union level to lawfully share multi-
jurisdictional data sets or data sets
that could not be easily attributed so
far to one or severa specific
jurisdictions, Europol should be
able to receive persona data
directly from private parties.
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51 (29) Toensurethat Member | AM 30 (29) To ensurethat Member
States receive quickly the (29) Toensurethat Member States receive quickly the relevant

relevant information necessary
to initiate investigations to
prevent and combat serious
crime and terrorism, Europol
should be able to process and
analyse such data sets in order
to identify the relevant
Member States and forward to
the nationa law enforcement
authorities concerned the
information and analysis
necessary to investigate these
crimes under their respective
jurisdictions.

States receive without undue
delay the information necessary
to initiate investigations to
prevent and combat serious
crime and terrorism, Europol
should be able to process and
analyse such datasets in order
to identify the relevant Member
States’ national units
concerned and forward those
national unitsthe personal
data and any results relevant
to establish jurisdiction.
Europol should also be ableto
forward the personal data and
results relevant to establish
jurisdiction to contact points
and third countries concerned
with which Europol has
concluded a cooperation
agreement allowing for the
exchange of personal data, or
with which the Union has
concluded an international
agreement pursuant to Article
218 TFEU providing for
appropriate safeguards, or
which isthe subject of an
adeguacy decision. Where the

information necessary to initiate
investigations to prevent and
combat serious crime and terrorism,
Europol should be able to process
and analyse such data setsin order
to identify the relevant Member
States and forward to the national
law enforcement authorities
concerned the information and
analysis necessary to investigate
these crimes under their respective
jurisdictions.
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third country concerned is not
subject to such an agreement
or decision, Europol should be
ableto transfer theresult of its
analysis and verification of
such data to the third country
concerned wherethe
conditionslaid down in this
Regulation are fulfilled.

52

AM 31

Recital 29 a (new)

(29a) In certain casesand
subject to clear conditions,
both of which are set out in
this Regulation, it may be
necessary and proportionate
for Europol to transfer
personal data to private parties
which are not established
within theUnion or in a
country with which Europol
has a cooperation agreement
allowing for the exchange of
personal data, or with which
the Union has concluded an
international agreement
pursuant to Article 218 TFEU
providing for appropriate
safeguards, or which isthe
subject of an adequacy
decision by the Commission.
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In such cases, the transfer
should be subject to prior
authorisation by the Executive
Director and the EDPS should
be informed about the
transfer.

53

(30) Toensurethat it can
identify all relevant national
law enforcement authorities
concerned, Europol should be
ableto inform private parties
when the information received
from them isinsufficient to
enable Europol to identify the
law enforcement authorities
concerned. Thiswould enable
private parties which have
shared information with
Europol to decide whether it is
in their interest to share
additional information with
Europol and whether they can
lawfully do so. To thisend,
Europol can inform private
parties of missing information,
asfar asthisisstrictly
necessary for the identification
of the relevant law
enforcement authorities.
Specia safeguards should
apply to such transfersin

AM 32

(30) To ensurethat Europol
can identify al relevant
national units concerned, it
should be able to inform
private parties when the
information received from
them isinsufficient to enable
Europol to identify the national
units concerned. To this end,
Europol should be able to
inform private parties of
missing information, asfar as
thisis strictly necessary for the
sole purpose of identifying the
national units concerned.
Specia safeguards should
apply to such transferswhere
the private party concerned is
not established within the
Union or in athird country with
which Europol hasa
cooperation agreement
allowing for the exchange of
personal data, or with which

(30) Toensurethat it canidentify
all relevant national law
enforcement authorities concerned,
Europol should be able to inform
private parties when the information
received from them isinsufficient
to enable Europol to identify the
law enforcement authorities
concerned. Thiswould enable
private parties which have shared
information with Europol to decide
whether it isin their interest to
share additional information with
Europol and whether they can
lawfully do so. To this end, Europol
can inform private parties of
missing information, asfar asthisis
strictly necessary for the
identification of the relevant law
enforcement authorities. Special
safeguards should apply to such
transfersin particular when the
private party concerned is not
established within the Union or in a
third country with which Europol
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particular when the private
party concerned is not
established within the Union
or in athird country with
which Europol hasa
cooperation agreement
allowing for the exchange of
personal data, or with which
the Union has concluded an
international agreement
pursuant to Article 218 TFEU
providing for appropriate
safeguards, or which isthe
subject of an adequacy
decision by the Commission,
finding that the third country
in guestion ensures an
adequate level of data

the Union has concluded an
international agreement
pursuant to Article 218 TFEU
providing for appropriate
safeguards, or which isthe
subject of an adequacy decision
by the Commission, finding
that the third country in
question ensures an adequate
level of data protection
compared to the level of
protection provided under
Directive (EU) 2016/680.

has a cooperation agreement
allowing for the exchange of
personal data, or with which the
Union has concluded an
international agreement pursuant to
Article 218 TFEU providing for
appropriate safeguards, or whichis
the subject of an adequacy decision
by the Commission, finding that the
third country in question ensures an
adequate level of data protection.

protection.
(31) Member States, third AM 33 (31) Member States, third
countries, international (31) Member States, third countries, international

organisation, including the
International Criminal Police
Organisation (Interpol), or
private parties may share
multi-jurisdictional data sets or
data sets that cannot be
attributed to one or several
specific jurisdictions with
Europol, where those data sets
contain links to personal data
held by private parties. Where

countries, international
organisations or private parties
may share multi-jurisdictional
data sets or data sets that
cannot be attributed to one or
several specific jurisdictions
with Europol, where those data
sets contain links to personal
data held by private parties.
Where it is necessary to obtain
additional information from

organisations, including the
International Criminal Police
Organisation (Interpol), or private
parties may share multi-
jurisdictional data sets or data sets
that cannot be attributed to one or
several specific jurisdictions with
Europol, where those data sets
contain links to personal data held
by private parties. Whereit is
necessary to obtain additional
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it is necessary to obtain
additional information from
such private parties to identify
all relevant Member States
concerned, Europol should be
able to ask Member States, via
their national units, to request
private parties which are
established or have alegal
representative in their territory
to share personal datawith
Europol in accordance with
those Member States’
applicable laws. In many
cases, these Member States
may not be able to establish a
link to their jurisdiction other
than the fact that the private
party holding the relevant data
is established under their
jurisdiction. Irrespective of
thelr jurisdiction with regard
the specific criminal activity
subject to the request, Member
States should therefore ensure
that their competent national
authorities can obtain persona
data from private parties for
the purpose of supplying
Europol with the information
necessary for it to fulfil its
objectives, in full compliance

such private parties to identify
all relevant Member States
concerned, Europol should be
able to send areasoned
request to Member States, via
their national units, to provide
it with the necessary personal
data from private parties which
are established or have alegal
representative in their territory
to identify the national units
concerned. Therequest should
be as targeted as possible and
strictly limited to what is
necessary and proportionate
for Europol to identify the
national units concerned. The
relevant personal data, which
should be the least sensitive
possible, should be provided to
Europol in accordance with
those Member States’
applicable laws. Under the
case law of the Court of
Justice, prior authorisation
from a court or an
independent administrative
authority isgenerally required
for private parties to disclose
personal data to Member
States’ competent authorities,
except in duly justified
emergency situations. In many

information from such private
partiesto identify all relevant
Member States concerned, Europol
should be able to ask Member
States, viatheir national units, to
request private parties which are
established or have alegal
representative in their territory to
share personal data with Europol in
accordance with those Member
States’ applicable laws. M ember
States should assess Europol’s
reguest and decide in accordance
with their national laws whether
or not to accedetoit. Data
processing by private parties
should remain subject to their
obligations under the applicable
rules, notably with regard to data
protection, when processing such
reguests from competent law
enforcement authorities. Private
parties should providethe data to
the competent law enfor cement
authoritieswhich haveissued the
request for further transmission
to Europol. In many cases, these
Member States may not be able to
establish alink to their jurisdiction
other than the fact that the private
party holding the relevant dataiis
established under their jurisdiction.
Irrespective of their jurisdiction
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with procedural guarantees cases, these Member States with regard the specific criminal
under their national laws. may not be able to establisha | activity subject to the request,

link to their jurisdiction other Member States should therefore

than the fact that the private
party holding the relevant data
Is established under or legally
represented in their
jurisdiction. Irrespective of
their jurisdiction with regard to
the specific criminal activity
subject to the request, Member
States should therefore ensure
that their competent national
authorities can obtain personal
data from private parties for the
purpose of supplying Europol
with the information necessary
for it to fulfil its objectives, in
full compliance with
procedural guarantees under
their national laws.

ensure that their competent national
authorities can obtain personal data
from private parties for the purpose
of supplying Europol with the
information necessary for it to fulfil
its objectives, in full compliance
with procedural guarantees under
their national laws.

55

(32) Toensurethat Europol
does not keep the data longer
than necessary to identify the
Member States concerned,
time limits for the storage of
personal data by Europol
should apply. Once Europol
has exhausted all means at its
disposal to identify all
Member States concerned, and

AM 34

(32) To ensurethat Europol
does not keep the personal data
longer than necessary to
identify the Member States
concerned, time limits for the
storage of personal data by
Europol should apply. Once
Europol has exhausted all
means at its disposal to identify

(32) Toensurethat Europol does
not keep the datareceived directly
from private partieslonger than
necessary to identify the Member
States concerned, time limits for the
storage of persona data by Europol
should apply. Once Europol has
exhausted all means at its disposal
to identify all Member States
concerned, and cannot reasonably
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cannot reasonably expect to
identify further Member States
concerned, the storage of this
personal datais no longer
necessary and proportionate
for identifying the Member
States concerned. Europol
should erase the personal data
within four months after the
last transmission has taken
place, unless a national unit,
contact point or authority
concerned resubmits the
personal data astheir datato
Europol within this period. If
the resubmitted personal data
has been part of alarger set of
personal data, Europol should
only keep the personal dataif
and in so far asit has been
resubmitted by a national unit,
contact point or authority
concerned.

all national units concerned,
and cannot reasonably expect
to identify further national
units concerned, the storage of
this personal datais no longer
necessary and proportionate for
identifying the Member States
concerned. Europol should
erase the personal data within
four months after the last
transmission or transfer has
taken place, unless a national
unit, contact point or authority
concerned resubmits on duly
justified grounds and in
compliance with Union and
national law, the personal data
astheir datato Europol within
this period. If the resubmitted
personal data has been part of a
larger set of personal data,
Europol should only keep those
personal datawhich have been
resubmitted by a national unit,
contact point or authority
concerned.

expect to identify further Member
States concerned, the storage of this
personal datais no longer necessary
and proportionate for identifying
the Member States concerned.
Europol should erase the personal
data within four months after the
last transmission to a national unit
or transfer to a contact point of a
third country or an authority of a
third country hastaken place,
unless anationa unit, contact point
or authority concerned resubmits
the personal data astheir datato
Europol within this period. If the
resubmitted personal data has been
part of alarger set of personal data,
Europol should only keep the
personal dataif and in so far asit
has been resubmitted by a national
unit, contact point or authority
concerned. Transmissions should
relateto Europol disclosing
personal data to national units,
private parties or other recipients
established in the Union, while
transfers should relate to Europol
disclosing personal datato
private parties, public authorities
or bodies established in third
countriesor tointernational
organisations, in accordance with
the applicablerules.
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56 (33) Any cooperation of AM 35 (33) Any cooperation of Europol
Europol with private parties (33)  Any cooperation of with private parties should neither

should neither duplicate nor
interfere with the activities of
the Financial Intelligence
Units (‘FIUs’), and should
only concern information that
isnot already to be provided to
FIUsin accordance with
Directive 2015/849 of the
European Parliament and of
the Council®. Europol should
continue to cooperate with
FIUsin particular viathe

Europol with private parties
should neither duplicate nor
interfere with the activities of
the Financial Intelligence Units
(FIUs), and should only
concern information that is not
already to be provided to FIUs
in accordance with Directive
2015/849 of the European
Parliament and of the
Council®. Europol should
continue to cooperate with

duplicate nor interfere with the
activities of the Financia
Intelligence Units (‘FIUs”), and
should only concern information
that is not already to be provided to
FIUs in accordance with Directive
2015/849 of the European
Parliament and of the Council®.
Europol should continue to
cooperate with FIUs in particular
viathe national units.

national units. FIUsin particular viathe
national units.
EEE—

5 |8  Directive (EV) - D'Ered"’e (EF?)I?OB’ ?49 gf (| Directive (EU) 2015/849 of
2015/849 of the European the C“rop?’f“ ; ;\(r) Il\?lmenZO?LnS | the European Parliament and of the
Parliament and of the Council the ounut. 0  th Yy P tﬁn Council of 20 May 2015 on the
of 20 May 2015 on the € prevention of the Use ot the prevention of the use of the

prevention of the use of the
financial system for the
purposes of money laundering
or terrorist financing,
amending Regulation (EU) No
648/2012 of the European
Parliament and of the Council,
and repealing Directive
2005/60/EC of the European
Parliament and of the Council

financial system for the
purposes of money laundering
or terrorist financing, amending
Regulation (EU) No 648/2012
of the European Parliament and
of the Council, and repealing
Directive 2005/60/EC of the
European Parliament and of the
Council and Commission
Directive 2006/70/EC (OJ L

financia system for the purposes of
money laundering or terrorist
financing, amending Regulation
(EU) No 648/2012 of the European
Parliament and of the Council, and
repealing Directive 2005/60/EC of
the European Parliament and of the
Council and Commission Directive

2006/70/EC (OJ L 141, 5.6.2015, p.

73).
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and Commission Directive 141, 5.6.2015, p. 73).
2006/70/EC (OJL 141,
5.6.2015, p. 73).
58 (34) Europol should be able | AM 36 (34) Europol should be ableto
to provide the necessary (34)  Europol should be able provide the necessary support for

support for national law
enforcement authorities to
interact with private parties, in
particular by providing the
necessary infrastructure for
such interaction, for example,
when national authorities refer
terrorist content online to
online service providers or
exchange information with
private partiesin the context of
cyber attacks. Where Member
States use the Europol
infrastructure for exchanges of
personal dataon crimesfalling
outside the scope of the
objectives of Europol, Europol
should not have access to that
data.

to provide the necessary
support for national law
enforcement authorities to
interact with private parties, in
particular by providing the
necessary infrastructure for
such interaction, for example,
when national authorities refer
terrorist content online or send
removal orders concerning
such content on the basis of
Regulation (EU) 2021/784 of
the European Parliament and
of the Council@ to online
service providers or when they
exchange information with
private partiesin the context of
cyberattacks. Where Member
States use the Europol
infrastructure for exchanges of
persona dataon crimesfalling
outside the scope of the
objectives of Europol, Europol
should not have access to that
data.

national law enforcement
authoritiesto interact with private
parties, in particular by providing
the necessary infrastructure for such
interaction, for example, when
national authorities refer terrorist
content online to online service
providers or exchange information
with private parties in the context of
cyber attacks. Europol should
ensur e by technical meansthat
any such infrastructureisstrictly
limited to providing a channd for
such interactions between the law
enforcement authoritiesand a
private party, and that it provides
for all necessary safeguards
against access by a private party
to any other information in
Europol’s systems, which is not
related to the exchange with that
private party. Where Member
States use the Europol
infrastructur e for exchanges of
personal data with private parties
on crimes falling within the scope
of the obj ectives of Europol, they
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1a Regulation (EU) 2021/784
of the European Parliament
and of the Council of 29 April
2021 on addressing the
dissemination of terrorist
content online (OJ L 172,
17.5.2021, p. 79).

may grant Europol accessto such
exchanges. M ember_States may
also use the Europol
infrastructur e for_exchanges of
personal data falling outside the
scope of the objectives of Europol.
In that case Europol should not
have access to such exchanges.

59

(35) Terrorist attacks trigger
the large scale dissemination
of terrorist content viaonline
platforms depicting harm to
life or physical integrity, or
calling for imminent harm to
life or physical integrity. To
ensure that Member States can
effectively prevent the
dissemination of such content
in the context of such crisis
situations stemming from
ongoing or recent real-world
events, Europol should be able
to exchange personal datawith
private parties, including
hashes, |P addresses or URLSs
related to such content,
necessary in order to support
Member Statesin preventing
the dissemination of such
content, in particular where
this content aims at or has the
effect of serioudly intimidating

AM 37

(35) Terrorist attacks trigger
the large-scal e dissemination
of terrorist content viaonline
platforms depicting harm to life
or physical integrity, or calling
for imminent harm to life or
physical integrity, thereby
allowing for the glorification
and provision of training for
terrorism, and eventually the
radicalisation and recruitment
of others. Moreover, the
increased use of the internet to
record or share child sexual
abuse material perpetuates the
harm for the victims, asthe
material can easily be
multiplied and circulated. To
ensure that Member States can
effectively prevent the
dissemination of terrorist
content in the context of crisis
situations stemming from

(35) Terrorist attacks trigger the
large scale dissemination of terrorist
content via online platforms
depicting harm to life or physical
integrity, or calling for imminent
harm to life or physical integrity.
To ensure that Member States can
effectively prevent the
dissemination of such content in the
context of such crisis situations
stemming from ongoing or recent
real-world events, Europol should
be able to exchange personal data
with private parties, including
hashes, IP addresses or URLs
related to such content, necessary in
order to support Member Statesin
preventing the dissemination of
such content, in particular where
this content aims at or has the effect
of serioudly intimidating a
population, and where thereis an
anticipated potential for exponential
multiplication and virality across
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apopulation, and where there
is an anticipated potential for
exponential multiplication and
virality across multiple online
service providers.

ongoing or recent real-world
events, and of child sexual
abuse material, and to support
the actions of online service
providersin linewith their
obligations under Union law
aswell asin their voluntary
actions, Europol should be able
to exchange relevant personal
data, including hashes, IP
addresses or URLs related to
such content, with private
parties established in the
Union or in athird country
that is subject to an adequacy
decision, or, in the absence
thereof, an international
agreement pursuant to Article
218 TFEU, or an operational
cooperation agreement
concluded between Europol
and the third country prior to
the entry into force of
Regulation (EU) 2016/794.
Those exchanges should only
take place when necessary to
support Member Statesin
preventing the dissemination of
such content or to allow its
removal, in particular where
there is an anticipated potential
for exponential multiplication
and virality across multiple

multiple online service providers.
Nothing in this Regulation should

be understood as precluding the

Member_States from using
removal ordersaslaid down in
Reqgulation 2021/... on addressing
the dissemination of terrorist
content online as an instrument to
addressterrorist content online,
or_ making use of the coordinative
and cooper ativerole of Europol
in ac-cordance with Art. 14 of
that Regulation when member
statesissue such aremoval order.
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online service providers.

60

(35a) Inorder toavoid
duplication of effort and possible
interferences with investigations
and to minimise the burden to the
hosting service providers affected,
Europol should assist, exchange
infor mation-and cooper ate with
the competent authorities with
regard to transmissions and
transfers of personal data to
private partiesto prevent the
dissemination of online content
related toterrorism or violent
extremism.

61

(36) Regulation (EV)
2018/1725 of the European
Parliament and of the Council®
10 sets out rules on the
protection of natural persons
with regard to the processing
of personal data by the Union
institutions, bodies, offices and
agencies but it did not apply to
Europol. To ensure uniform
and consistent protection of
natural persons with regard to
the processing of personal
data, Regulation (EU)
2018/1725 should be made

AM 38

(36) Regulation (EU)
2018/1725 of the European
Parliament and of the Council®
sets out rules on the protection
of natural persons with regard
to the processing of personal
data by the Union institutions,
bodies, offices and agencies.
While Regulation (EU)
2018/1725 has been applicable
to the processing of
administrative personal data
by Europol that are unrelated
to criminal investigations,

(36) Regulation (EU) 2018/1725
of the European Parliament and of
the Council®%sets out rules on the
protection of natural personswith
regard to the processing of personal
data by the Union institutions,
bodies, offices and agencies but it
did not apply to Europol. To ensure
uniform and consistent protection of
natural persons with regard to the
processing of personal data,
Regulation (EU) 2018/1725 should
be made applicable le to Europol in
accordance with Article 2(2) of that
Regulation, and should be
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applicable le to Europol in
accordance with Article 2(2)
of that Regulation, and should
be complemented by specific
provisions for the specific
processing operations that
Europol should perform to
accomplish its tasks.

such as staff data, Article 3(2)
and Chapter 1 X of that
Regulation, which regulate the
processing of operational
personal data, have so far not
applied to Europol. To ensure
uniform and consistent
protection of natural persons
with regard to the processing of
personal data, Regulation(EU)
2018/1725 should be made
applicable to Europol in
accordance with Article2(2) of
that Regulation, and should be
complemented by specific
provisions for the specific
processing operations that
Europol should perform to
accomplish its tasks.

complemented by specific
provisions for the specific
processing operations that Europol
should perform to accomplishits
tasks.

62

9 Regulation (EV)
2018/1725 of the European
Parliament and of the Council
of 23 October 2018 on the
protection of natural persons
with regard to the processing
of personal data by the Union
institutions, bodies, offices and
agencies and on the free
movement of such data, and
repealing Regulation (EC) No
45/2001 and Decision No

0 Regulation (EU) 2018/1725
of the European Parliament and
of the Council of 23 October
2018 on the protection of
natural persons with regard to
the processing of personal data
by the Union institutions,
bodies, offices and agencies
and on the free movement of
such data, and repealing
Regulation (EC) No 45/2001
and Decision No

o Regulation (EU) 2018/1725
of the European Parliament and of
the Council of 23 October 2018 on
the protection of natural persons
with regard to the processing of
personal data by the Union
ingtitutions, bodies, offices and
agencies and on the free movement
of such data, and repealing
Regulation (EC) No 45/2001 and
Decision No 1247/2002/EC (OJ L
295, 21.11.2018, p. 39).
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1247/2002/EC (OJ L 295,
21.11.2018, p. 39).

1247/2002/EC (OJ L 295,
21.11.2018, p. 39).

63

10 Regulation (EV)
2018/1725 of the European
Parliament and of the Council
of 23 October 2018 on the
protection of natural persons
with regard to the processing
of personal data by the Union
institutions, bodies, offices and
agencies and on the free
movement of such data, and
repealing Regulation (EC) No
45/2001 and Decision No
1247/2002/EC (OJ L 295,
21.11.2018, p. 39).

10 Regulation (EU) 2018/1725
of the European Parliament and of
the Council of 23 October 2018 on
the protection of natural persons
with regard to the processing of
personal data by the Union
ingtitutions, bodies, offices and
agencies and on the free movement
of such data, and repealing
Regulation (EC) No 45/2001 and
Decision No 1247/2002/EC (OJ L
295, 21.11.2018, p. 39).

(36a) The processing of
photographs should not be
systematically considered as
processing of special categories of

personal data, since photographs
are covered by the definition of
biometric data only when
processed through a specific
technical means allowing the
unique identification or
authentication of a natural

person.

65

(36b) Theprior consultation
mechanism is an impor tant
safeguard for new types of

COM compromise proposal
26/11/2021):
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processing oper ations. This
should not apply to specific
individual operational activities,

(36b) Theprior consultation
mechanism is an impor tant
safeguard for new types of

such as oper ational analysis
projects, but totheuseof new I T

processing operations. This
should not apply to specific

systems for the processing of
per sonal data and any substantial

individual operational activities,
such as oper ational analysis

changesthereto that would
involvea high risk to therights

projects, but to theuse of new I T
systems for the processing of

and freedoms of data subjects.
Thetime-period for provididng

personal data and any substantial
changesthereto that would

thewritten advice by the EDPS

involve a high risk to therights

on such consultations should not

and freedoms of data subj ects.

be subject to suspensions. | n case

Thetime-period for provididng

of processing activities of
substantial significance for
Europol’s performance of tasks,

thewritten advice by the EDPS
on such consultations should not
be subj ect to suspensions. Ha-ease

which areparticularly urgent, of processing activities of
Europol may initiate processing substantial- significance for
already after the prior Europol’'s performance of tasks;
consultation has been launched, which-areparticularly urgent;
even if thetimelimit for Europol-may-initiate processing
providing written advice by the already after the prior

EDPS has not yet expir ed. consultation-hasbeenlaunched;
Substantial significancefor evenifthetimelimitfor
Europol’s performance of tasks providingwritten-advice by the
leading to such urgency may EDPShashot yet expired:

arise, among others, when Substantial significance for
processing isnecessary to prevent | Europel’s performance of tasks
an immediate and seriousthreat | leading to such trgency may

to the public security of a arise-amongothers,when
Member State or third country, processingishecessary-toprevent
to prevent an imminent danger of | an Hmmediate and serieusthreat
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perpetration of a crime, including | tethe public securityofa
terrorism, or to protect vital Member-Stateorthird country-to
interests of a person. The Data preventanimminent-dangerof
Protection officer of Europol perpetration-of acrime including
should beinvolved in assessing terrorismyor-toprotectvital
the urgency and necessity of such | faterestsof aperson. The Data
processing beforethetime limit Protection-officer of Europol
for the EDPStorespond to prior | sheuld beinvolved in assessing
consultation expires. The Data the urgency-and-necessity-of such
Protection Officer should oversee | processingbefore the time timit
the processing in question. for the EDPStorespond-toprior
censultation-expires-Fhe Data
Protection Officer should-oversee
I = o

66

(37) Giventhe challenges
that the use of new
technologies by criminals pose
to the Union’s security, law
enforcement authorities are
required to strengthen their
technological capacities. To
that end, Europol should
support Member Statesin the
use of emerging technologies
in preventing and countering
crimes falling within the scope
of Europol’s objectives. To
explore new approaches and
develop common

technological solutions for
Member Statesto prevent and
counter crimes falling within

AM 39

(37) Giventhe challenges
posed to the Union’s security
by the rapid technological
development and the
exploitation of new
technologies by criminals, law
enforcement authorities are
required to strengthen their
technological capacitiesto
identify, secure and analyse
the data needed to investigate
crimes. Europol should be able
to support Member Statesin
the use of emerging
technologies and in exploring
new approaches and
developing common

(37) Given the challenges that
the use of new technologies by
criminals pose to the Union’s
security, law enforcement
authorities are required to
strengthen their technological
capacities. To that end, Europol
should support Member Statesin
the use of emerging technologiesin
preventing and countering crimes
falling within the scope of
Europol’s objectives, also in
cooper ation with relevant
networks of Member States’
practitioners. Europol should also
work with other EU agenciesin
the area of justice and home
affairsto drive innovation and
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the scope of Europol’s
objectives, Europol should be
ableto conduct research and
innovation activities regarding
matters covered by this
Regulation, including with the
processing of personal data
where necessary and whilst
ensuring full respect for
fundamental rights. The
provisions on the devel opment
of new tools by Europol
should not constitute alegal
basis for their deployment at
Union or national level.

technological solutions for
Member States to better
prevent and counter terrorism
and crimes falling within the
scope of Europol’s objectives,
while ensuring that the
development, use and
deployment of new
technologiesis guided by the
principles of transparency,
explainability, fairness,
accountability and does not
undermine fundamental rights
and freedomsandisin
compliance with Union law.
To that end, Europol should be
able to conduct research and
innovation projects regarding
matters covered by this
Regulation within the binding
general scope of research and
innovation activities defined
by the Management Board,
which should be updated
where appropriate and made
available to the EDPS. Those
projects are allowed to include
the processing of personal data
only where the processing of
personal dataisstrictly
required, where the objective
of the relevant project cannot
be attained through the use of

foster synergieswithin their
respective mandates, and support
related forms of cooper ation such
as secretarial support to the ‘EU

I nnovation Hub for Internal
Security’ as a collaborative
network of innovation labs. To
explore new approaches and
develop common technol ogical
solutions for Member Statesto
prevent and counter crimes falling
within the scope of Europol’s
objectives, Europol should be able
to conduct research and innovation
activities regarding matters covered
by this Regulation, including with
the processing of personal data
where necessary and whilst
ensuring full respect for
fundamental rights. The provisions
on the development of new tools by
Europol should not constitute a
legal basisfor their deployment at
Union or national level.
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non-personal or anonymous
data, and whilst ensuring full
respect for fundamental rights,
notably non-discrimination.
The processing of special
categories of personal data for
research purposes should only
be allowed whereit is strictly
necessary. Given the sensitivity
of such processing,
appropriate additional
safeguards, including
pseudonymisation, should be
applied. To prevent biasin
algorithmic decision-making it
iscrucial to train the
technology with representative
datasets. I n exceptional and
duly justified cases and where
strictly required to prevent
bias, Europol should therefore
be allowed to process personal
data outside the categories of
data subjectslisted in Annex

Il of Regulation (EU)
2016/794. Europol should
keep logs of all personal data
processing in the context of its
research projectsto allow the
EDPSto carry out audits and
conduct supervision, with a
view to ensure that
technological solutions based

Page 64 of 252




26/11/2021

COM (13908/20 + COR 1)

EP (A9-9999/2021)

Council

Provisional agreement

on artificial intelligence do not
undermine fundamental rights
and freedoms and are not
discriminatory. It should
furthermore ensure that audits
are carried out by independent
experts before the deployment
of any technological solution
resulting from Europol’s
research and innovation
projectsinvolving the
processing of personal data
with a view to ensuring that
the technological solution does
not underminethe
fundamental rights and
freedoms enshrined in the
Charter. The provisions on the
devel opment of new tools by
Europol should not constitute a
legal basisfor their deployment
at Union or national level. To
reinforce synergiesin research
and innovation, Europol
should step up its cooperation
with other Union agencies
within their respective
competencesin thisarea.

67

(38) Europol should play a
key role in assisting Member
States to develop new

AM 40

(38) Europol should play a
key rolein assisting Member

(38) Europol should play akey
rolein assisting Member States to
develop new technological
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technol ogical solutions based
on artificial intelligence,
which would benefit national
law enforcement authorities
throughout the Union. Europol
should play akey rolein
promoting ethical, trustworthy
and human centric artificia
intelligence subject to robust
safeguards in terms of
security, safety and
fundamental rights.

States to develop new
technological solutions based
on artificia intelligence
relevant to achieve Europol’s
objectives, which benefit
national law enforcement
authorities throughout the
Unionin full respect for
fundamental rightsand
freedoms, including non-
discrimination. Europol should
play akey rolein promoting
the development and
deployment of ethical,
trustworthy and human centric
artificial intelligence subject to
robust safeguards in terms of
security, safety, transparency,
explainability and fundamental
rights.

solutions based on artificial
intelligence, which would benefit
national law enforcement
authorities throughout the Union.
Europol should play akey rolein
promoting ethical, trustworthy and
human centric artificia intelligence
subject to robust safeguardsin
terms of security, safety and
fundamental rights.

68

(39) Europol should inform
the European Data Protection
Supervisor prior to the launch
of its research and innovation
projects that involve the
processing of personal data.
For each project, Europol
should carry out, prior to the
processing, an assessment of
the impact of the envisaged
processing operations on the

AM 41

(39) Europol should inform
the European Data Protection
Supervisor prior to the launch
of its research and innovation
projects that involve the
processing of personal data.
For each project, Europol
should carry out, prior to the
processing, a data protection
Impact assessment to ensure

(39) Europol should inform the
European Data Protection
Supervisor prior to the launch of its
research and innovation projects
that involve the processing of
personal data. It should inform or
consult its Management Board,
depending on specific criteria that
should be set out in relevant
guidelines. Europol should not
process data for research and

TM 17/11/2021: EP raised concerns
regarding inconsistency between
this recital and the operative part
(Art. 33a(5) only obliges Europol to
‘seek’ consent but leaves open what
happens if MS do not give consent)

COM compromise suggestion to
complement Article 33a(5)

15/11/2021
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protection of persona data and
all other fundamental rights,
including of any biasin the
outcome. This should include
an assessment of the
appropriateness of the personal
datato be processed for the
specific purpose of the project.
Such an assessment would
facilitate the supervisory role
of the European Data
Protection Supervisor,
including the exercise of its
corrective powers under this
Regulation which might also
lead to a ban on processing.
The devel opment of new tools
by Europol should be without
prejudice to the legal basis,
including grounds for
processing the personal data
concerned, that would
subsequently be required for
their deployment at Union or
national level.

full respect with data
protection and all other
fundamental rights and
freedoms of the data subjects.
This should include an
assessment of any potential
biasin the outcome and in the
personal datato be processed
for the specific purpose of the
project aswell asthe measures
envisaged to address those
risks. Such an assessment
would facilitate the supervisory
role of the European Data
Protection Supervisor, which
may include the exercise of its
corrective powers and may
lead to a ban on processing or
the prohibition of the launch
of a specific research and
innovation project. Moreover,
Europol should take the
mandatory initial assessment
of the Fundamental Rights
Officer, including, where
applicable, the
recommendationsincluded
therein, into account before
launching the project. The
development of new tools by
Europol should be without
prejudice to the legal basis,
including grounds for

innovation without the consent of
the Member State, Union body,
third country or international
organisation that submitted the
data to Europol, unlessthat
Member State, Union body, third
country or international
organisation has granted itsprior

Europol should inform the
European Data Protection
Supervisor prior to the launch of its
research and innovation projects
that involve the processing of
personal data. It should inform or
consult its Management Board,
depending on specific criteria that

authorisation to such processing

should be set out in relevant

for the purpose of resear ch and

quidelines. Europol should not

innovation. For each project,
Europol should carry out, prior to
the processing, an assessment of the
impact of the envisaged processing
operations on the protection of
personal data and all other
fundamental rights, including of

any biasin the outcome. This
should include an assessment of the
appropriateness, necessity and
proportionality of the personal
data to be processed for the specific
purpose of the project, including
therequirement of data
minimisation. Such an assessment
would facilitate the supervisory role
of the European Data Protection
Supervisor, including the exercise
of its corrective powers under this
Regulation which might also lead to
aban on processing. Preference
should be given to using synthetic,
pseudonymized and/or

process data for research and
innovation without the consent of
the Member State, Union body,
third country or international
organisation that submitted the data
to Europol, unless that Member
State, Union body, third country or
international organisation has
granted its prior authorisation to
such processing for the purpose of
research and innovation. For each
project, Europol should carry out,
prior to the processing, a data
protection impact assessment to
ensure full respect with data
protection and all other fundamental
rights and freedoms of data
subjects. This should include an
assessment of the appropriateness,
necessity and proportionality of the
personal datato be processed for the
specific purpose of the project,
including the requirement of data
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processing the personal data
concerned, that would
subsequently be required for
their deployment at Union or
national level.

anonymized personal data. The
development of new tools by
Europol should be without
prejudice to the legal basis,
including grounds for processing
the personal data concerned, that
would subsequently be required for
their deployment at Union or
national level.

minimisation and an assessment of
any potential bias in the outcome
and in the personal datato be
processed for the specific purpose
of the project as well asthe
measures envisaged to address those
risks. Such an assessment would
facilitate the supervisory role of the
European Data Protection
Supervisor, which may include the

exercise of its corrective powers
and may lead to a ban on processing
or the prohibition of the launch of a

specific research and innovation
roject.

Preference should be given to using
synthetic, pseudonymized and/or
anonymized personal data. The
development of new tools by
Europol should be without prejudice
to thelegal basis, including grounds
for processing the personal data
concerned, that would subsequently
be required for their deployment at
Union or national level.

69

AM 42
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Recital 39 a (new)

(39a) Expanding the
mandate of Europol and the
scope of its data processing
activitieswill require the
EDPS to dedicate additional
financial and human
resources to exerciseits
supervisory role as regards
Europol. The financial
allocation to the EDPS as well
asitsprovision with human
resources at skill levels
commensurate to the
complexity of data processing
undertaken by Europol should
be adjusted in accordance with
theincreased responsibilities
of the EDPS towards Europol
so asto deliver its feedback to
consultations more quickly
and not impede the proper
functioning of Europol.

70

(40)  Providing Europol with
additional tools and
capabilities requires
reinforcing the democratic
oversight and accountability of
Europol. Joint parliamentary
scrutiny constitutes an
important element of political
monitoring of Europol's

AM 43

(40)  Providing Europol with
additional tools and capabilities
requires reinforcing the
democratic oversight and
accountability of Europol. Joint
parliamentary scrutiny
constitutes an important
element of political monitoring

(40)  Providing Europol with
additional tools and capabilities
requires reinforcing the democratic
oversight and accountability of
Europol. Joint parliamentary
scrutiny constitutes an important
element of political monitoring of
Europol's activities. To enable
effective political monitoring of the
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activities. To enable effective
political monitoring of the way
Europol applies additional
tools and capabilities, Europol
should provide the Joint
Parliamentary Scrutiny Group
with annual information on the
use of these tools and
capabilities and the result
thereof.

of Europol's activities. To
enable effective politica
monitoring of the way Europol
applies additional tools and
capabilities provided to it by
this Regulation, Europol
should provide the Joint
Parliamentary Scrutiny Group
(JPSG) with detailed annual
information on the
development, deployment, use
and effectiveness of these tools
and capabilities and the result
thereof, in particular about
research and innovation
projects aswell as new
activities or the establishment
of any new specialised centres
within Europol. Moreover, two
representatives of the JPSG,
one for the European
Parliament and one for the
national parliamentsto reflect
the dual constituency of the
JPSG, should be invited to the
Management Board meetings
to address the Board on behalf
of the JPSG. In linewith the
oversight role of the JPSG, the
two JPSG representatives
should not have voting rights
in the Management Board.
Planned research and

way Europol applies additional
tools and capabilities, Europol
should provide the Joint
Parliamentary Scrutiny Group and
the Member States with annual
information on the use of these
tools and capabilities and the result
thereof.
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innovation activities should be
set out in thesingle
programming document
containing Europol’s
multiannual programming
and annual work programme
and transmitted to the Joint
Parliamentary Scrutiny
Group.

71

AM 44

(40a) The Management
Board should appoint a
Fundamental Rights Officer
who should be responsible to
monitor that Europol
safeguards the respect for
fundamental rightsin all its
activities and tasks, notably
Europol’s research and
innovation projects and its
exchanges of personal data
with private parties. Europol
should provide the
Fundamental Rights Officer
with the resources and staff
necessary to enable him or her
to effectively carry out all of
hisor her tasksin accordance
with this Regulation and
accessto all information
concerning respect for
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fundamental rightsin the
activities of Europol. The
Fundamental Rights Officer
should cooperate closely with
the Data Protection Officer
within the scope of their
respective competences. To
this end, the Fundamental
Rights Officer and the Data
Protection Officer should
establish, in writing, a
memorandum of
understanding specifying their
division of tasks and
cooperation. To the extent that
data protection mattersare
concerned, full responsibility
should liewith the Data
Protection Officer. Europol
should take into account the
reports and advice of both
bodies.

72

(41) Europol’s services
provide added value to
Member States and third
countries. Thisincludes
Member States that do not take
part in measures pursuant to
TitleV of Part Three of the
Treaty on the Functioning of
the European Union. Member

(41) Europol’s services provide
added value to Member States and
third countries. Thisincludes
Member States that do not take part
in measures pursuant to Title V of
Part Three of the Treaty on the
Functioning of the European Union.
Member States and third countries
may contribute to Europol’s budget
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States and third countries may
contribute to Europol’s budget
based on separate agreements.
Europol should therefore be
able to receive contributions
from Member States and third
countries on the basis of
financial agreements within
the scope of its objectives and
tasks.

based on separate agreements.
Europol should therefore be able to
receive contributions from Member
States and third countries on the
basis of financial agreements within
the scope of its objectives and tasks.

73

(42)  Sincethe objective of
this Regulation, namely to
support and strengthen action
by the Member States’ law
enforcement services and their
mutual cooperationin
preventing and combating
serious crime affecting two or
more Member States,
terrorism and forms of crime
which affect a common
interest covered by a Union
policy, cannot be sufficiently
achieved by the Member
States but can rather, due to
the cross-border nature of
serious crime and terrorism
and the need for a coordinated
response to related security
threats, be better achieved at
Union level, the Union may
adopt measures, in accordance

(42) Sincethe objective of this
Regulation, namely to support and
strengthen action by the Member
States’ law enforcement services
and their mutual cooperationin
preventing and combating serious
crime affecting two or more
Member States, terrorism and forms
of crime which affect acommon
interest covered by a Union poalicy,
cannot be sufficiently achieved by
the Member States but can rather,
due to the cross-border nature of
serious crime and terrorism and the
need for a coordinated response to
related security threats, be better
achieved at Union level, the Union
may adopt measures, in accordance
with the principle of subsidiarity as
set out in Article 5 of the Treaty on
European Union. In accordance
with the principle of proportionality
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with the principle of as set out in that Article, this
subsidiarity as set out in Regulation does not go beyond

Article 5 of the Treaty on
European Union. In
accordance with the principle
of proportionality as set out in
that Article, this Regulation
does not go beyond what is
necessary in order to achieve
that objective.

what is necessary in order to
achieve that objective.

74

(43) [Inaccordance with
Article 3 of the Protocol (No
21) on the position of the
United Kingdom and Ireland
in respect of the area of
freedom, security and justice,
annexed to the Treaty on
European Union and the
Treaty on the Functioning of
the European Union, Ireland
has notified its wish to take
part in the adoption and
application of this Regulation.]
OR [In accordance with
Articles 1 and 2 of Protocol
No 21 on the position of the
United Kingdom and Ireland
in respect of the area of
freedom, security and justice,
annexed to the Treaty on
European Union and to the
Treaty on the Functioning of

(43) fIn accordance with Article
3 of the Protocol (No 21) on the
position of the United Kingdom and
Ireland in respect of the area of
freedom, security and justice,
annexed to the Treaty on European
Union and the Treaty on the
Functioning of the European Union,
Ireland has notified its wish to take
part in the adoption and application

of this Regulation}-ORHnA
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the European Union, and

without prejudiceto Article 4 Hs-applcationd
of that Protocol, Ireland is not
taking part in the adoption of
this Regulation and is not
bound by it or subject to its
application.]

75 (44) Inaccordance with (44) Inaccordance with
Articles 1 and 2 of Protocol Articles 1 and 2 of Protocol No 22
No 22 on the position of on the position of Denmark,
Denmark, annexed to the annexed to the Treaty on European
Treaty on European Union and Union and to the Treaty on the
to the Treaty on the Functioning of the European Union,
Functioning of the European Denmark is not taking part in the
Union, Denmark is not taking adoption of this Regulation and is
part in the adoption of this not bound by it or subject to its
Regulation and is not bound application.
by it or subject to its
application.

76 (45) The European Data AM 45 (45) The European Data
Protection Supervisor was (45) The European Data Protection Supervisor was

consulted, in accordance with
Article 41(2) of Regulation
(EU) 2018/1725 of the
European Parliament and the
Council, and has delivered an
opinionon|...].

Protection Supervisor was
consulted, in accordance with
Article 41(2) of Regulation
(EU) 2018/1725 of the
European Parliament and the
Council, and has delivered an
opinion on 8 March 202112

120J C 143, 23.4.2021, p. 6.

consulted, in accordance with
Article 41(2) of Regulation (EU)
2018/1725 of the European
Parliament and the Council, and has
delivered an opinionon...].
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77 (46) ThisRegulation AM 46 (46) This Regulation respects the
respects the fundamental rights (46)  This Regulation fully fundamental rights and observes the

and observes the principles
recognised in particular by the
Charter of Fundamental Rights
of the European Union, in
particular the right to the
protection of persona data and
the right to privacy as
protected by Articles8 and 7
of the Charter, aswell as by
Article 16 TFEU. Given the
importance of the processing
of personal datafor the work
of law enforcement in general,
and for the support provided
by Europol in particular, this
Regulation includes effective
safeguards to ensure full
compliance with fundamental
rights as enshrined in the
Charter of Fundamental
Rights. Any processing of
personal data under this
Regulation is limited to what
is strictly necessary and
proportionate, and subject to
clear conditions, strict
reguirements and effective
supervision by the EDPS.

respects the fundamental rights
and safeguards, and observes
the principles recognised in
particular by the Charter of
Fundamental Rights of the
European Union, in particular
the right to the protection of
persona data and the right to
privacy as protected by Articles
8 and 7 of the Charter, as well
as by Article 16 TFEU. Given
the importance of the
processing of personal datafor
the work of law enforcement in
general, and for the support
provided by Europol in
particular, this Regulation
includes enhanced safeguards,
democratic oversight and
accountability mechanisms, to
ensure that the activities and
tasks of Europol are carried
out in full compliance with
fundamental rights as enshrined
in the Charter, notably the
rights to equality before the
law, to non-discrimination,
and to an effective remedy
before the competent national
court against any of the

principles recognised in particul ar
by the Charter of Fundamental
Rights of the European Union, in
particular the right to the protection
of personal data and the right to
privacy as protected by Articles 8
and 7 of the Charter, aswell as by
Article 16 TFEU. Given the
importance of the processing of
personal datafor the work of law
enforcement in general, and for the
support provided by Europol in
particular, this Regulation includes
effective safeguards to ensure full
compliance with fundamental rights
as enshrined in the Charter of
Fundamenta Rights. Any
processing of personal data under
this Regulation islimited to what is
strictly necessary and proportionate,
and subject to clear conditions,
strict requirements and effective
supervision by the EDPS.
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measures taken pursuant to
this Regulation. Any
processing of personal data
under this Regulation islimited
to what is strictly necessary and
proportionate, and subject to
clear conditions, strict
requirements and effective
supervision by the EDPS.

78 (47) Regulation (EVU) (47) Regulation (EU) 2016/794
2016/794 should therefore be should therefore be amended
amended accordingly, accordingly,

79 HAVE ADOPTED THIS HAVE ADOPTED THIS
REGULATION: REGULATION:

80 Article 1 Article 1

81 Regulation (EU) 2016/794 is Regulation (EU) 2016/794 is
amended as follows: amended as follows:

82 Q) Article 2 isamended as Q) Article 2 isamended as
follows: follows:

83 (@) points (h) to (k) and points (@ points (h) to (k) and points (m), | TM on 12/11/2021: Provisionally

(m), (n) and (0) are deleted;

(n) and (o) are deleted;

agreed to also delete Art. 2(d) -
definition of “‘Union body’ as the
definition of “‘Union bodies and
institutions” under Regulation (EU)
2018/1725 applies
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Agreed text:

(@) points (d), (h) to (k) and points
(m), (n) and (o) are deleted;

NB: referencesto ‘Union body’ are
to be updated across the text.

84 (b) point (p) isreplaced by the (b) point (p) isreplaced by the
following: following:

85 “(p)  ‘administrative AM 47 “(p)  ‘administrative personal TM 28/10/2021: provisionally
personal data” means all ( . : data’ means all personal data agreed - use CSL text:

9)] administrative personal
Eersona;l datatﬁc)rocwd gty o data’ means all personal data proc?w alby Europ;jl dap;a.r:[’.from (p) administrative personal data’
d utr(?BO gpart from operation processed by Europol apart operalional personal data, -, means all personal data processed
ata,”, from operational personal data; by Europol apart from operationa
personal data;
. . . AM 48 . . . .

86 (c) thefollowing point () is (c) thefollowing point (q) is added:
added: (© the following points are

added:

87 “(q) ‘“investigative case file’ | AM 49 “(q)__ ‘investigative data easefle’ | TM 26/11/2021: CSL explained
means a dataset or multiple G S .1, | means data adataset-emultiple that investigative case file could be
datasets that a Member State, Ercwl)eans a'ggtgssettjf‘ggtrl \:ﬁuﬁs; :Ie dlatasets that a Member State, the misunderstood as judicial casefile;
the EPPO or athird country datasets that a Member State EPPO or athird country aeguired is | MS use different terminol ogy;

acquired in the context of an
on-going criminal
investigation, in accordance
with procedural requirements

the European Public
Prosecutor’s Office (‘the
EPPQO’), Eurojust or athird
country acquiresin the context

authorised to processin the
eentextef an on-going criminal
investigation related to one or
more Member States, in

might cover data from different
cases, important for COM: link
between data and authorisation to
process datain national law; EP to
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and safeguards under the
applicable national criminal
law, and submitted to Europol
in support of that criminal
investigation.”

of an on-going criminal
investigation, in accordance
with procedural requirements
and safeguards to respect
fundamental rights, under the
applicable law and submits to
Europol in support of that
criminal investigation

accordance with procedural
requirements and safeguards under
the applicable Union law or
national ermaiaal law, apethat it
submitted to Europol in support of
that criminal investigation and that
contains personal data outside the
categories of data subjectslisted
in Annex 1”

check internally and propose a
compromise

83 AM 51 ™ (;7/1]]2021): CSL positive
(gb)  ‘terrorist content’ scrutiny of EP text
means terrorist content as (gb)  “terrorist content’” means
defined in Article 2(7) of terrorist content as defined in
Regulation (EU) 2021/784 of Article 2(7) of Regulation (EU)
the European Parliament and 2021/784 of the European
of the Council*?; Parliament and of the Council'?;
la Regulation (EU) 2021/784 1a Regulation (EU) 2021/784 of the
of the European Parliament European Parliament and of the
and of the Council of 29 April Council of 29 April 2029 on
2029 on addressing the addressing the dissemination of
dissemination of terrorist terrorist content online (OJ 172,
content online (OJ 172, 17.5.2021, p. 79).
17.5.2021, p. 79).

89 AM 52 TM_12/11/2021: EP can accept
(o)  “child sexual abuse COM compromise proposal; CSL:

material’ means material
constituting child pornography
as defined in point (c) of
Article 2 of Directive
2011/93/EU of the European

positive scrutiny (depends on
whether CSL can finally accept Art.
26b)
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Parliament and of the
Council'? or pornographic
performance as defined in
point (e) of Article 2 of that
Directive

1a Directive 2011/93/EU of the
European Parliament and of
the Council of 13 December
2011 on combating the sexual
abuse and sexual exploitation
of children and child
pornography, and replacing
Council Framework Decision
2004/68/JHA (OJ L 335,
17.12.2011, p. 1).

COM compromise proposal
08/11/2021:

’online child sexual abuse material’
means material constituting child
pornography as defined in point (c)
of Article 2 of Directive 2011/93/EU
of the European Parliament and of
the Council! or pornographic
performance as defined in point (€)
of Article 2 of that Directive

90 (c bis) the following point (r) is
added:
AM 50 WO\ €1 . . _
91 (r) ‘online crisis situation TM 26/11/2021: ok for EP, CSL

(ga) crisis situation’ means
an ongoing or recent real-
world event that islinked to a
terrorist crime, where online
material is created depicting
harm to life or to physical
integrity or callsfor imminent
harm to life or physical
integrity and aimsto, or has
the effect of serioudly
intimidating a population and
where thereis an anticipated

means the dissemination of online
content that islinked to or
suspected asbeing carried out in
the context of terrorism or violent
extremism stemming from an
ongoing or recent real-world
event, which depicts harm to life
or physical integrity or callsfor
imminent harm to life or physical
integrity, and wheretheonline
content aims at or_hasthe effect
of serioudy intimidating a

positive scrutiny - tbc at political
trilogue

COM compromise  proposal
22/11/2021: to be read in
conjunction  with  compromise

proposalson Art. 4(u) inline 108 and
on Art. 26a(1) inline

‘online crisis situation’ means the
dissemination of online content
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potential of exponential
multiplication and virality
across multiple online
Sservices.

population, and wherethereisan

stemming from an ongoing or

anticipated potential for
exponential multiplication and
virality across multiple online
service providers."

recent real-world event which
depicts harm to life or to physical
integrity or calls for imminent
harm to life or_physical integrity
and aims to, or has the effect of
seriously intimidating a population,
wherethereisalink or areasonable
suspicion of a link to terrorism or
violent extremism and where there
is an anticipated potential of
exponential multiplication and
virality across multiple online
SErvices;

TM 17/11/2021: EP can accept
reference to VE in the spirit of
compromise but ‘suspected as being
carried out in the context of terrorism
or VE’ is too broad; need for further
work on the wording

COM compromise proposal
08/11/2021:

‘online crisis situation’ means the
dissemination of online content that
is linked to or _suspected as being
carried out in the context of
terrorism__or__violent _extremism
stemming from an ongoing or
recent real-world event, which
depicts harm to life or to physical
integrity or callsfor imminent harm
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tolifeor physical integrity and aims
to, or has the effect of serioudly
intimidating a population and
where there is an anticipated
potential of exponential
multiplication and virality across
multiple online services.

92 (c ter) thefollowing point (s) is
added:
AM 53 " . . -
93 (s) _ ‘category of transfers of TM 17/11/2021: provisionaly

(qd) category of transfers of
personal data’ means a group
of transfers of personal data
which relatesto the samereal-
wold event involving harm to
life or to physical integrity and
which consists of the same
categories of personal data
and data subjects.

personal data’ means a group of
transfers of personal data which
all relate to the same specific
situation, and which consist of the
same categories of personal data
and the same categories of data

subjects.”

agreed: CSL wordingin
combination with recital 24 for
which EP will propose slight
rewording

COM compromise proposal
(15/11/2021): accept CSL wording;
explain situations in accompanying
recital 24 (line 45)

"(s) __ ‘category of transfers of
personal data’ means a group of
transfers of personal data which
all relate to the same specific
situation, and which consist of the
same categories of personal data
and the same categories of data

subjects.”
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TM 28/10/2021: EP and CSL text
seem to be compatible; COM to
suggest compromise wording

9 2 Article 4 isamended as 2 Article 4 isamended as
follows: follows:

95 () paragraph 1 is amended as () paragraph 1 is amended as
follows: follows:

96 (i) point (h) isreplaced by the (i) point (h) isreplaced by the
following: following:

97 “(h)  support Member “(h)  support Member States TM (26/11/2021): provisionaly
States’ cross-border cross-border information exchange | agreed to use CSL text
information exchange activities, operations and v .
activities, operations and investigations, as well asjoint csg)ss-bcijggczrr:f':)ﬂr?nqloignséifmge
investigations, aswell asjoint investigation teams—ane-special activities, operations and
investigation teams, and Hatervention-units; including by investigations, aswell as joint
specia intervention units, providing operational, technical and investigation teams.ane-special
including by providing financial support; intervention-units; including by
o_peratl_onal, technlcal and providing operational, technical and
financial support;”; financial support;”

98 (h bis) support Member States’ TM (26/11/2021): provisionally

special intervention units as
referred toin Council Decision
2008/617/JHA by providing
administrative and financial

support.”;

agreed to use CSL text

accept CSL AMs on lines 97/98 as
specia intervention units by virtue
of Art. 3(3) of Council Decision
2008/617/JHA do not hold
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competence to conduct operations
in the host MS, only assist
authorities of that MS.

h bis) support Member States’
special intervention units as
referred toin Council Decision
2008/617/JHA by providing
administrative and financial

support.”;

99 (i) point (j) is replaced by the (i) point (j) is replaced by the
following: following:

100 | “(J)  cooperate with the AM 54 “(G)  cooperate with the Union TM (26/11/2021): provisionaly
Union bodies established on 0 cooperate with the bodies established on the basis of agreed to merge EP/CSL texts:
EPISEstsgf Tlttrie()\inFthe q Union bodies established on the (T)'SE'\:/ of thT\ITlgEU. and Vt\."thl “(J)  cooperate with the Union

ancwiti an basis of Title V of the TFEU, an » 1N particuiar bodiies established on the basis of

ENISA, in particular through aswell aswith OLAE and through exchanges of information Title V of the TEEU and with
Exchangz_s of tlrr:formgilhon and ENISA, in particular through angl bycr;rowdl ngtthert?lwnh that OLAF and ENISA, in particular

y providing them wi exchanges of information and analytical support in the areg,s,. through exchanges of information
analytical support in the areas by providing them with fall within their competence;”; and by providing them with
that faltl W'tr_',',r‘ their analytical support in areas analytical support in the areas that
competence, -, falling within their fall falling within their

competences, competences”

101 (iii) point (m) is replaced by (iii) point (m) is replaced by the
the following: following:

102 “(m) support Member AM 55 “(m) support Member States’ TM 26/11/2021: EP wantsto align
States’ actions in preventing (M) support Member States’ actionsin preventing and combating | ii. with Art. 14 TCO Regulation;

and combating forms of crime

actions in and combating forms

forms of crimelisted in Annex |

will present new wording;
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listed in Annex | which are
facilitated, promoted or
committed using the internet,
including, in cooperation with
Member States, the
coordination of law
enforcement authorities’
response to cyberattacks, the
taking down of terrorist
content online, and the making
of referrals of internet content,
by which such forms of crime
are facilitated, promoted or
committed, to the online
service providers concerned
for their voluntary
consideration of the
compatibility of the referred
internet content with their own
terms and conditions;”;

of crimelisted in Annex |
which are facilitated, promoted
or committed using the
internet, including, in
cooperation with Member
States, support the coordination
of Member States law
enforcement authorities’
response to cyberattacks, the
taking down of terrorist content
online and child sexual abuse
material, and the referral of
online content to the online
service providers concerned for
their voluntary consideration of
the compatibility of the referred
internet content with their own
terms and conditions, while
respecting the right to privacy
and the protection of personal
data;

which are facilitated, promoted or
committed using the internet,
including, in cooperation with
Member States and upon their
request, the ecerdination-ef
assistance totaw-enforcement
competent authorities’ response to
cyberattacks of suspected criminal
origin, the taking-dewn-of
coordination of removal orders
for terrorist content online by
Member States authoritiesin
accordance with Art. 14 of
Regulation 2021/... [the TCO-
Regulation], and the making of
referrals of internet content, by
which such forms of crime are
facilitated, promoted or committed,
to the online service providers
concerned for their voluntary
consideration of the compatibility
of the referred internet content with
their own terms and conditions;”;

COM compromise proposal
(15/11/2021).

support Member States’ actions,
while respecting theright to
privacy and the protection of
personal data, in preventing and
combating forms of crimelisted in
Annex | which are facilitated,
promoted or committed using the
internet, including by:

I.  upon their request,
assisting competent
authorities’ response to
cyberattacks of suspected
criminal origin,

ii.  cooperating-+r-cooperation
with Member States
regarding;-coerdinating
removal ordersfor terrorist
content online by Member
States authoritiesin
accordance with Art. 14 of
Requlation (EU) 2021/784,
and

iii.  making referras of online
content to the online service
providers concerned for
their voluntary consideration
of the compatibility of the
referred internet content
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with their own terms and

conditions,
“I."Ie ' eﬁeel tl”'g the |g_||t teﬁ

103 (iv) the following points (g) to | AM 56 (iv) the following points (q) to (r)

(r) are anded: (iv) thefollowing points(q) | &€ added:
to (ub) are added:

104 | “(q) support Member States | AM 57 “(q) support Member Statesin TM (26/11/2021): EP/CSL to check
in identifying persons whose @) support Member States identifying persons whose merger of EP/CSL texts:
|n_\$|_vetrg1ent n crl;nEes falllln,g in identifying persons :czl\?plvemteﬁft |rt1hser|ous Crf' mes “(q) support Member Statesin
wi g;t € 5‘3'92;’. f\”’po f’ suspected of crimes falling c 'ng ‘I’Y' In detsc‘)p‘f.‘; o identifying persons linkedto
manst't Gt}’ ashl_ h _ISr;(fnnex * | within the scope of Europol’s Auropol S mag_tate, ai.' h 'slknf serious crimes falling within the
con !tu ead :cg 'Ir'ltat or. t mandate, aslisted in Annex I, nne'>§ ,COQfI L.JI.E,E; gt ;' or scope of Europol’s mandate, as
secug_ yatéergi %C' " etj.ggé’ and that constitute a high risk secug_ yatéergi %C' " etj.ggé’ listed in Annex |, and constituting a
?000;'.” " and prioriti for security, and facilitate joint, ?000;'.” " an p”ogl'. ! h high risk for security, and facilitate
Investigations, coordinated and prioritised inv |g. 1ons regarding tnose joint, coordinated and prioritised

investigations, DErsons, investigations regar ding those
persons,

105 | (n) enter datainto the AM 58 COM compromise proposal

Schengen Information System,
in accordance with Regulation
(EU) 2018/1862 of the
European Parliament and of
the Council*, following
consultation with the Member
States in accordance with
Article 7 of this Regulation,
and under authorisation by the

() enter alertsinto the
Schengen Information System,
in accordance with Regulation
(EV) 2018/1862 of the
European Parliament and of the
Council®?, following
consultation with the Member
States in accordance with

(26/11/2021):

(N enter alerts data into the
Schengen Information System, in
accordance with Regulation (EU)
2018/1862 of the European
Parliament and of the Council*,
fellewing upon request by at least
one Member State, following
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Europol Executive Director,
on the suspected involvement
of athird country national in
an offence in respect of which
Europol is competent and of
which it is aware on the basis
of information received from
third countries or international
organisations within the
meaning of Article 17(1)(b);

Article 7 of this Regulation,
which did not resultin a
reasoned objection by a
Member State or in a Member
State expressing its intention
to enter an alert on itsown
behalf and under authorisation
by the Europol Executive
Director, on the suspected
involvement of athird country
national in an offence in
respect of which Europol is
competent and of whichitis
aware on the basis of
information received from third
countries or international
organisations which fulfil one
of the conditions|listed in
Article 25(1) of this
Regulation or athird country
which does not fulfil one of
the conditionslisted in Article
25(1) of this Regulation,
provided that the information
has been confirmed by a third
country which fulfils those
conditions or provided that the
information relatesto a
terrorist offence or organised
crime;

la Regulation (EU) 2018/1862

consultation with the Member States
in accordance with Article 7 of this
Regulation, which did not result in
areasoned objection by a Member

State or in a Membe State

expressing itsintention to enter an

pport Member

alert on its own behalf, and under

Statesin processing data
transmitted by third countries or
international organisationsto
Europol on personsinvolved in
terrorism or in serious and
organised crime and proposethe
possible entry by the Member
States, at their discretion and
subject to their verification and

authorisation by the Europol
Executive Director, on the suspected
involvement of a third country
national in an offence in respect of
which Europol is competent and of
which it is aware on the basis of
information received from third
countries which fulfil one of the
conditionslisted in Article 25(1) of

analysis, of information alertsin

this Regulation or a third country

theinterest of the Union into the

which does not fulfil one of the

Schengen I nfor mation System, in

conditionslisted in Article 25(1) of

accor dance with Regulation (EU)

this Requlation, provided that the

2018/1862 of the European
Parliament and the Council. A
periodic reporting mechanism
shall be put in placein order to
inform other Member States and
Europol on the outcome of the
verification and analysis and on

information _has been confirmed
by a third country which fulfils
those conditions or international
organisations within the meaning of
Article 17(1)(b). Europol shall
inform_all Member States on
inserting such alertsin the SIS;

whether or not the data has been
inserted in the SIS, within a
period of 12 monthsfrom the
communication by Europol of its
information to the M ember
States; The Management Board

1a Regulation (EU) 2018/1862 of
the European Parliament and of
the Council of 28 November 2018
on the establishment, operation
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of the European Parliament
and of the Council of 28
November 2018 on the
establishment, operation and
use of the Schengen
Information System (SIS) in
thefield of police cooperation
and judicial cooperation in
criminal matters, amending
and repealing Council
Decision 2007/533/JHA, and
repealing Regulation (EC) No
1986/2006 of the European
Parliament and of the Council
and Commission Decision
2010/261/EU (OJ L 312,
7.12.2018, p. 56).;

shall further specify thecriteria
on the basis of which Europol
issues proposalsfor possible entry
of alertsinto the Schengen

I nformation System. M ember
States shall inform Europol of
any information alert issued and
of any hit on such information
alerts, and may inform, through
Europol, thethird country or
international organisation from
which the information leading to
thealert originates on hitson
such alerts, in accordance with
the procedure set out in
Regulation (EU) 2018/1862 of the
European Parliament and the
Council.;

and use of the Schengen
Information System (SIS) in the
field of police cooperation and
judicial cooperation in criminal
matters, amending and repealing
Council Decision 2007/533/JHA,
and repealing Regulation (EC) No
1986/2006 of the European
Parliament and of the Council and
Commission Decision
2010/261/EU (OJ L 312, 7.12.2018,
p. 56).;

106

(9 support the
implementation of the
evaluation and monitoring
mechanism under Regulation
(EU) No 1053/2013 within the
scope of Europol’s objectives
asset out in Article 3;

AM 59

(9 support the
implementation of the
evaluation and monitoring
mechanism under Regulation
(EVU) No 1053/2013 within the
scope of Europol’s objectives
as set out in Article 3 through
the provision of expertise and
analyses, whererelevant;

(9 support the implementation
of the evaluation and monitoring
mechanism under Regulation (EU)
No 1053/2013 within the scope of
Europol’s objectives as set out in
Article 3;

TM 26/11/2021: provisionally
agreed to use EP text

(9 support the implementation
of the evaluation and monitoring
mechanism under Regulation (EU)
No 1053/2013 within the scope of
Europol’s objectives as set out in
Article 3 through the provision of
expertise and analyses, where
relevant;
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107 (® proactively monitor
and contribute to research and
innovation activities relevant
to achieve the objectives set
out in Article 3, support
related activities of Member
States, and implement its
research and innovation
activities regarding matters
covered by this Regulation,
including the devel opment,
training, testing and validation
of algorithmsfor the
development of tools.

AM 60

) proactively monitor and
contribute to research and
innovation activities relevant to
achieving the objectives set out
in Article 3 by supporting
related activities of Member
States and implementing its
research and innovation
activities regarding matters
covered by this Regulation,
including projects for the

devel opment, training, testing
and validation of agorithms for
the development of specific
toolsfor the use of law
enforcement.

® proactively monitor and
contribute to research and
innovation activities relevant to
achieve the objectives set out in
Article 3, support related activities
of Member States, ard-implement
its research and innovation
activities regarding matters covered
by this Regulation, including in the
development, training, testing and
validation of algorithmsfor the
development of tools, and
disseminate the results of these
activitiesto the Member Statesin
accordance with Article 67, and
contributeto the coordination of
activities of Union agencies
established on the basisof TitleV
of the TFEU in thefield of
resear ch and innovation within
thelr mandatesin close

cooper ation with Member_States.

TM 26/11/2021: new COM
proposal; Positive scrutiny by CSL
and EP - COM to suggest wording
to clarify link between lines
107+117

(t) proactively monitor and
contribute to research and
innovation activities relevant to
achieving the objectives set out in
Article 3 by supporting related
activities of Member States and
implementing its research and
innovation activities regarding
matters covered by this Regulation,
including projects for the
development, training, testing and
validation of algorithmsfor the
development of specific tools for
the use of law enforcement, and
disseminate the results of these
activitiesto the Member Statesin
accordance with Article 67, and
contribute to creating synergies
between the research and
innovation activities of Union
bodies and agenciesthat are
relevant for Europol’s objectives as
set out in Article 3 in close
cooperation with Member States.”

TM 17/11/2021:
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EP proposal to delete last part of the
compromise proposal (‘[...] and
contribute to the coordination [...]
in close cooperation with MS’ as
this cooperation is already
happening despite not being
provided for in legidlation; CSL to
check

TM 12/11/2021.

EP: tbd together with line 117,
against new task ‘coordination of
agency activities’

COM: coordination task is not new
but codification of existing Europol
innovation hub

CSL compromise proposal
10/11/2021:

(t) proactively monitor and
contribute to research and
innovation activities relevant to
achieveachieving the objectives set
out in Article 3;-suppert by
supporting related activities of
Member States-and-Hrplerment and
implementing its research and
innovation activities regarding
matters covered by this Regulation,
including projects for the
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devel opment, training, testing and
validation of agorithmsfor the
development of specific tools for
the use of law enforcement, and
disseminate the results of these
activitiesto the Member Statesin
accordance with Article 67, and
contribute to the coordination of
activities of Union agencies
established on the basis of TitleV
of the TFEU in thefield of
research and innovation within
their mandatesin close
cooperation with Member States.

108

(u) support Member
States’ actions in preventing
the dissemination of online
content related to terrorism or
violent extremismin crisis
situations, which stems from
an ongoing or recent
real-world event, depicts harm
to life or physical integrity or
callsfor imminent harmto life
or physical integrity, and aims
at or has the effect of seriously
intimidating a population, and
where there is an anticipated
potential for exponential
multiplication and virality
across multiple online service
providers.

AM 61
deleted

(u) support, upon their
request, Member States’ actions in
preventing the dissemination of
online content.in an onlinecrisis
situation, in particular by
providing private partieswith the
information necessary to identify

TM 26/11/2021: EP would liketo
replace ‘preventing’ by
‘addressing’; CSL to check and
come back during the political
trilogue; COM isfine

Updated COM proposal
(26/11/2021):

(u) support, upon their request,
Member  States’  actions in
addressing preventing—the
online crisis situations, in

particular by providing private
parties with the information
necessary to identify relevant
online content.
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Updated COM compromise
proposal (22/11/2021): linked to
updated proposals for ‘online crisis
situation’ (line 91) and Art. 26a(1)
to split the task into two points,
namely (u) dealing with online
crisis situations and (ua) dealing
with CSAM

(u) support, upon their request,
Member States’ actions in
preventing—the—dissemination—of
enlnecontent online crisis
situations, as—well—as——the
sexual abuse material in

particular by providing private
parties with the information
necessary to identify relevant
online content.

COM compromise proposal
08/11/2021:

support, upon their request,
Member States’ actions in
preventing the dissemination of
online content in an onlinecrisis
situation, aswell asthe
dissemination of online child
sexual abuse material, in
particular by providing private
parties with the information
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necessary to identify relevant
online content.

108a

TM (26/11/2021): CSL to confirm
during pol. trilogue together with
Art. 26b

Updated COM compromise
proposal (22/11/2021): linked to
updated proposals for ‘online crisis
situation’ (line 93) and Art. 26a(1)
to split the task into two points,
namely (u) dealing with online
crisis situations and (ua) dealing
with CSAM

(ua) support Member States’
actionsin preventing dissemination
of online child sexual abuse
material.

109

AM 62

(ua) cooperatewith
Financial Intelligence Units
(FIUs), through the Europol
national unit or, if allowed by
the relevant Member State, by
means of direct contact
between the FIUs and
Europoal, in particular through

TM 26/11/2021: provisionally
agreed; CSL proposal to add
reference to Directive 2019/1153;

(ua) cooperate, in accordance
with Article 12 of Directive
2019/1153, with Financial

I ntelligence Units (FIUs), through
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exchanges of information and
the provision of analytical
support to support cross-
border investigations by
Member Statesinto the money
laundering activities of
transnational criminal
organisations and terrorism
financing;

the Europol national unit or, if
allowed by the relevant Member
State, by means of direct contact
between the FIUs and Europoal, in
particular through exchanges of
information and the provision of
analytical support to support cross-
border investigations by Member
States into the money laundering
activities of transnational criminal
organisations and terrorism
financing;

110

AM 63

(ub)  monitor, analyse and
appraisered alerts, published
by Interpol at the request of
third countries, and notify
Member States, the European
External Action Service, and
the Commission in the case of
reasonable suspicion that an
alert wasissued in violation of
Article 3 of the Interpol
constitution.”

TM 12/11/2021: to berevisited at
alater stage
EP insists on necessity to task

Europol with the monitoring of red
alerts; CSL/COM oppose addition

TM 28/10/2021: CSL explained
that MS are not in favour of
including this new task; took note of
EP explanations;

COM sees the necessity to prevent
politically motivated aerts; Interpol
has set up an internal ex ante
control system which is more useful
than ex post control; serious doubts
regarding compliance of this task

Page 94 of 252




26/11/2021

COM (13908/20 + COR 1)

EP (A9-9999/2021)

Council

Provisional agreement

with Europol’s role as defined in the
Treaty; will provide an information
note

111 | * Regulation (EU) 2018/1862 * Regulation (EU) 2018/1862 of the
of the European Parliament European Parliament and of the
and of the Council of 28 Council of 28 November 2018 on
November 2018 on the the establishment, operation and use
establishment, operation and of the Schengen Information
use of the Schengen System (SIS) in the field of police
Information System (SIS) in cooperation and judicial
the field of police cooperation cooperation in criminal matters,
and judicial cooperation in amending and repealing Council
crimina matters, amending Decision 2007/533/JHA, and
and repealing Council repealing Regulation (EC) No
Decision 2007/533/JHA, and 1986/2006 of the European
repealing Regulation (EC) No Parliament and of the Council and
1986/2006 of the European Commission Decision 2010/261/EU
Parliament and of the Council (OJ L 312,7.12.2018, p. 56).”;
and Commission Decision
2010/261/EU (OJ L 312,

7.12.2018, p. 56).”;

112 (b) in paragraph 2, the second (b) in paragraph 2, the second
sentence is replaced by the sentence is replaced by the
following: following:

113 | “Europol shall also assist in “Europol shall also assist in the

the operational
implementation of those
priorities, notably in the
European Multidisciplinary

operational implementation of those
priorities, notably in the European
Multidisciplinary Platform Against
Criminal Threats, including by
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Platform Against Criminal
Threats, including by
facilitating and providing
administrative, logistical,
financial and operational
support to Member States-led
operational and strategic
activities.”;

facilitating and providing
administrative, logistical, financia
and operational support to Member
States-led operational and strategic
activities.”;

114 (c) in paragraph 3, the (c) in paragraph 3, the following
following sentence is added: sentence is added:

115 | “Europol shall also provide “Europol shall also provide threats | TM 26/11/2021: EP positive
threats assessment analysis assessment analysis based on the scrutiny concerning CSL wording;
supporting the Commission information it holdson criminal | to check internally
and the Member Statesin phenomena and trendsto
carrying out risk supportiag supporting the
assessments.”; Commission and the Member States

in carrying out risk assessments.”;

116 (d) the following paragraphs (d) the following paragraphs 4a and
4aand 4b areinserted: 4b are inserted:

117 “4a.  Europol shall assist the | AM 64 “4a.  Europol shall assist the TM 26/11/2021: EP positive

Commission in identifying key
research themes, drawing up
and implementing the Union
framework programmes for
research and innovation
activities that are relevant to
achieve the objectives set out
in Article 3. When Europol
assists the Commissionin
identifying key research

da. Europol shall assist the
Commission in identifying key
research themes, drawing up
and implementing the Union
framework programmes for
research and innovation
activitiesthat are relevant to
achieve the objectives set out in
Article 3. Where Europol plays

Member States and the
Commission in identifying key
research themes;. Europol shall
assist the Commission in drawing
up and implementing the Union
framework programmes for
research and innovation activities
that are relevant to achieve the
objectives set out in Article 3.
When Europol assists the

scrutiny; CSL scrutiny reservation;

Updated COM compromise
proposal (post TM 26/11/2021):

“Europol shall assist the Member
States _and the Commission in
identifying key research themes.
Europol shall assist the
Commission_in drawing up and
implementing the Union framework
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themes, drawing up and
implementing a Union
framework programme, the
Agency shall not receive
funding from that programme.

arolein thedesign or
implementation of aUnion
framework programme, it shall
not receive funding from that
programme. Where
appropriate, Europol may
consult the Joint Research
Centre when defining and
conceptualising research and
innovation activities regarding
matters covered by this
Regulation. Europol shall take
all necessary measuresto
avoid conflicts of interest.

Commission in identifying key
research themes, drawing up and
implementing a Union framework
programme, the Agency shall not
receive funding from that
programme._Eur opol may engage
with relevant projects of such
Union framework programmesin

accordance with Article 4(1)(t).

progranmes for research and
innovation activitiesthat arerelevant
to achieve the objectives set out in
Article 3.

Where relevant, Europol shall
disseminate the results of these
activitiesaspart of itscontribution
to creating synergies between the
research and innovation activities
of Union bodies and agencies in
accordance with Article 4(1)(t).

Europol shall take all necessary
measures to avoid conflicts of
interest, and whereit playsarolein
the design and ef implementation
of aUnion framework programme, it
shall not receive funding from that
programme implementation of a
Union framework programme, it
shall not receive funding from that
programme.

Where appropriate, Europol may
consult the Joint Research Centre
when defining and conceptualising
research and innovation activities
regarding matters covered by this
Regulation.”

TM 17/11/2021: CSL explained
that this task - which corresponds to
Europol’s activity carried out by the
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Innovation Lab - hasto be
construed as being without
prejudice to Europol’s participation
in projects pursuant to Article
4(2)(t), that isin the broader
framework of the Innovation Hub;

compromise wording to be slightly
redrafted to make it clear that Art.
4(t) refers to the Innovation Hub
and Art. 4(4a) to the innovation lab

Council informal reaction (15
November): clarification of the
second subpar agr aph:

Without prejudice to Europol’s
tasks pursuant to Article 4(1)(t),
where Europol plays a role in the
design or implementation of a
Union framework programme, it
shall take all necessary measuresto
avoid conflicts of interest and shall
not recelve funding from that
programme.

EP compromise proposal
12/11/2021

Europol shall assist the Member
States and the Commission in
identifying key research themes.
Europol shall assist the
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Commission in drawing up and
implementing the Union framework
progranmes for research and
innovation activitiesthat arerelevant
to achieve the objectives set out in
Article 3.

Europol shall take all necessary
measures to avoid conflicts of
interest, and where Euroepel it plays
a role in the design or
implementation of a Union
framework programme, it shall not
receive  funding from  that
programme where it contributes to
projects in accordance with Article

4)(1).

Where appropriate, Europol may
consult the Joint Research Centre
when defining and conceptualising
research and innovation activities
regarding matters covered by this
Regulation.
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AM 65

TM 26/11/2021: CSL - notinline

118 tﬁgscrezgirr?g (;Ifizltlziﬁf Egsrztas 4b. Eur.op'ol shall support Gre s with the Treaty; EP would like to
of foreign direct investments the Co_mmlsson an_d Member orelgn-dire keep the text
into the Union under Stat?‘. in the screening of .

Regulation (EU) 2019/452 of | SPecific cases of foreign direct

the European Parliament and investments |r!to the Union

of the Council* that concern under Regulation (EU)

undertakings providing 2019/ 452 of the European 1a

technologies used or being Parliament and of the_CouncH

developed by Europol or by that concern undertqkl ngs

Member States for the provi d! ng technologies, .

prevention and investigation of mcludlng.software or critical

crimes covered by Article 3 on technolog €S that COUIC! be

the expected implications for used to facilitate terrorism,

security. used by Europol or b)_/ Member
States for the prevention and
investigation of crimes covered
by Article 3 on the expected
implications for security.
1a Regulation (EU) 2019/452
of the European Parliament
and of the Council of 19
March 2019 establishing a
framework for the screening
of foreign direct investments
into the Union (OJ L 791 ,
21.3.2019, p. 1).

119 | * Regulation (EU) 2019/452 * Regulation (EU) 2019/452 of the

of the European Parliament
and of the Council of 19
March 2019 establishing a

European Parliament and of the
Council of 19 March 2019
establishing aframework for the
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framework for the screening of
foreign direct investments into
the Union (OJ L 79I,
21.3.2019, p. 1).”

screening of foreign direct
investments into the Union (OJ L
791, 21.3.2019, p. 1).”

120 (e) in paragraph 5, the
following sentence is added:
121 “Europol staff may assist the “Europol shall not apply coercive TM 26/11/2021: CSL AM aimsto

competent authorities of the
Member States, at their request
and in accordance with their
national law, in the taking of
investigative measures.”

measures in carrying out its tasks.
Europol staff may provide
operational support to assist the
competent authorities of the
Member States during
investigative measures, at their
request and in accordance with their
nationa law, inparticular by
facilitating cross-bor der
information exchange, providing
forensic and technical support
and being present when
investigative measures aretaken

have the power to execute
investigative measures.”

ensure that Europol does not have
any executive powers,; EP to check
internally

Rapporteur’s proposal

(29/11/2021):

“Europol shall not apply coercive
measures in carrying out its tasks.
Europol staff may__support the
competent authorities of the Member
States during investigative
measures, at their request and in
accordance with their national law,
in_particular by facilitating cross-
border_information exchange and
by providing operational _and
technical support. Europ(ol staff
may be present when investigative
measures _are taken by the
competent authorities  of the
Member States but shall not have
the power to executethem.”
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122 AM 66

(ea) thefollowing
paragraph 5a is added:

“5a. Europol shall respect the . -
123 fundamental rights and TM 26/11/2021: provisionally

freedoms enshrined in the IES BN SR
Charter in the performance of Europol shall respect the
its tasks.” fundamental rights and freedoms

enshrined in the Charter in the
performance of itstasks.”

124 3 in Article 6, paragraph | AM 67 3 inArticle 6, paragraph 1 is
1 isreplaced by the following: deleted replaced by the following:

125 | “L In specific cases where | deleted “1. In specific cases where
Europol considersthat a Europol considersthat a criminal
criminal investigation should investigation should beinitiated
be initiated into a crime falling into a crime falling within the scope
within the scope of its of its objectives, it shall request the
objectives, it shall request the competent authorities of the
competent authorities of the Member-State-er Member States
Member State or concerned viathe national unitsto
Member States concerned via initiate, conduct or coordinate such
the national unitsto initiate, acriminal investigation.”

conduct or coordinate such a
criminal investigation.”

126 AM 68

(-3) In Article 6, the following
paragraph laisinserted
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“la. Without prgjudiceto
paragraph 1, where Europol
considersthat a criminal
investigation should be
initiated into a specific crime
which affects a common
interest covered by a Union
policy but is not of a cross-
border nature, it shall request
the competent authorities of
the Member State concerned
via the national unit to initiate,
conduct or coordinate such
criminal investigation.”

128

AM 69

(3a) In Article6, paragraph
2 isreplaced by the following:

129

2. The national units shall
inform Europol without delay
of the decision of the
competent authorities of the
Member States concerning any
request made pursuant to
paragraphs 1 and la.

130

AM 70

(3b) InArticle6(3), the
introductory part isreplaced

Provisional agreement
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131

"3. If the competent authorities
of aMember State decide not
to accede to a request made by
Europol pursuant to
paragraphs 1 and 1a, they
shall inform Europol of the
reasons for their decision
without undue delay, preferably
within one month of receipt of
the request. However, the
reasons may be withheld if
providing them would:”

132

AM 71

(3c) In Article6, paragraph
4 isreplaced by the following:

133

"4. Europol shall immediately
inform Eurojust and, where
relevant, the EPPO, of any
request made pursuant to
paragraphs 1 and 1a and of
any decision of a competent
authority of aMember State
pursuant to paragraph 2;”

Provisional agreement
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134 (4) InArticle 7, paragraph 4) In Article 7, paragraph 8 is
8 isreplaced by the following: replaced by the following:

135 | “8. Member States shall AM 72 “8. Member Statesshall ensure | TM _ 12/11/2021:  provisionally
ensure that their financial that their financia intelligence units | agreed - Use CONS text:
intelligence units established Shsure t'\rfa??r?e?; ﬁtfaﬁz%“a” established pursuant to Directive
pursuant to Directive (EU) intelligence units established (EU) 2015/849-2005/60/EC of the
2015/849 of the European DursuaT: 1o Directive (EU) European Parliament and of the 8. Member States shall ensure
Parliament and of the 2015/849 of the European Council are entitled to reply to that their financial intelligence units
Council* are allowed to Parliament and of the Goungil*. | Guly iustified requests made by established pursuant to_Directive
cooperate with Europol in e s i e g | Europol in accordance with Article | (EU) 2015/849 of the European
accordance with Article 12.0f | 5\ ey oy iests made by 12 of Directive (EU) 2019/1153 of | Parliament and of the Council_are
Directive (EU) 2019/1153 of Europol in accordance with the European Parliament and the entitled to reply to duly justified
the European Parliament and : L Council, in particular via their requests made by Europol in

e . .| Article 12 of Directive (EU) . : , . : :
the Council**, in particular via | 5419/1153 of the European national unit or, if provided for by | accordance with Article 12 of
their national unit regarding | 5o S o C Soineij++ | thenational law of that Member | Directive (EU) 2019/1153 of the
financial information and A e | State, by direct contacts between | European  Parliament and  the
o o viatheir national unit or, if . o E——TT . 0o : : :
analyses, within the limits of thefinancial intelligence unit and | Council, in particular__via their
: allowed by that Member State, = . : : - -
their mandate and competence. e e s Europol, regarding financial national unit or, if provided for by
reqarding financial information information and analyses, within the national law of that Member
egarding -1l NAON | +1a limits of their mendate and State, by direct contacts between the
and analyses, within the limits . fi el el : d
of their mandate and competence and subject to Inanci int |ge_nce Un.ll' a!‘l
competence.” national procedural safequards. | Europol,  regarding  financia
P ' information and analyses, within the
limits of their mandate and
competence and subject to national
procedural safeguards.
136
137 | * Directive (EU) 2015/849 of | . Directive (EU) 2015/8490f |, i oriyie (EU) 2015/849 of the

the European Parliament and

the European Parliament and of

European Parliament and of the
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of the Council of 20 May 2015
on the prevention of the use of
the financial system for the
purposes of money laundering
or terrorist financing,
amending Regulation (EU) No
648/2012 of the European
Parliament and of the Council,
and repealing Directive
2005/60/EC of the European
Parliament and of the Council
and Commission Directive
2006/70/EC (OJ L 141,
5.6.2015, p. 73).

the Council of 20 May 2015 on
the prevention of the use of the
financial system for the
purposes of money laundering
or terrorist financing, amending
Regulation (EU) No 648/2012
of the European Parliament and
of the Council, and repealing
Directive 2005/60/EC of the
European Parliament and of the
Council and Commission
Directive 2006/70/EC (OJ L
141, 5.6.2015, p. 73).

Council of 20 May 2015 on the
prevention of the use of the
financial system for the purposes of
money laundering or terrorist
financing, amending Regulation
(EU) No 648/2012 of the European
Parliament and of the Council, and
repealing Directive 2005/60/EC of
the European Parliament and of the
Council and Commission Directive
2006/70/EC (OJL 141, 5.6.2015, p.
73).

** Directive (EU) 2019/1153

138 | ** Directive (EU) 2019/1153 . ** Directive (EU) 2019/1153 of the
of the European Parliament of the Europgan Parliament and European Parliament and of the
and of the Council of 20 June of t_he Counil of 20 J_u_ne .2019 Council of 20 June 2019 laying
2019 laying down rules laying dowp ruIe§ ecifiting down rules facilitating the use of
facilitating the use of financial _the use O.f financidl and oth_er financial and other information for
and other information for the '”fo”‘f‘a“ on for t.he preventlon, the prevention, detection,
prevention, detection, detect|or_1, eIz noner investigation or prosecution of
investigation or prosecution of prosecution of EEnEln cr|m|nal. certain criminal offences, and
certain criminal offences, and offe_nc_:&, and repealing Council repealing Council Decision
repealing Council Decision | Decision 2000/642/0HA (QJ L | 5000/642/3HA (0J L 188,
2000/642/JHA (OJ L 186, 186, 11.7.2019, p. 122). 11.7.2019, p. 122).”

11.7.2019, p. 122).”
139 AM 73
(4a) InArticle11(1), point

(a) isreplaced by the
following:
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140

" (a) adopt each year, by a
majority of two-thirds of its
members and in accordance
with Article 12, asingle
programming document in
accordance with Article 32 of
Commission Delegated
Regulation (EU) 2019/715%2
and the related Commission
guidelinesfor thesingle
programming document
containing Europol's
multiannual programming and
its annual work programme for
the following year.

1a Commission Delegated
Regulation (EU) 2019/715 of
18 December 2018 on the
framework financial
regulation for the bodies set
up under the TFEU and
Euratom Treaty and referred
toin Article 70 of Regulation
(EU, Euratom) 2018/1046 of
the European Parliament and
of the Council (OJ L 122,
10.5.2019, p. 1).”

141

AM 74
(4b) In Article 11(1)the
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following point (ua) is added:

“(ua) appoint a Fundamental

142 Rights Officer who shall be
functionally independent in
the performance of hisor her
duties”

143 AM 75
(4c) InArticle12,
paragraph 1 isreplaced by the
following:

144 "1. The Management Board

shall, by 30 November each
year, adopt asingle
programming document
containing Europol's
multiannual programming and
annua work programme, based
on adraft put forward by the
Executive Director, taking into
account the opinion of the
Commission and, as regards the
multiannual programming,
after having consulted the
JPSG. If the Management
Board decides not to takeinto
account elements of the
opinion of the Commission, it
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shall provide a thorough
justification. The same
obligation shall apply to the
elementsraised by the JIPSG

in accordance with point (c) of
Article 51(2). The Management
Board shall forward the final
single programming document
to the Council, the Commission
and the JPSG.

145 AM 76
(4d) In Article 12(2), the
first subparagraph is replaced
by the following:

146 The multiannual programming

shall set out the overal
strategic programming,
including the objectives,
expected results and
performance indicators. It shall
also set out the resource
planning, including the
multiannual budget and staff. It
shall include the strategy for
relations with third countries
and international organisations
and its planned research and
innovation activities.
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147

AM 77

(4e) InArticle 14,
paragraph 4 isreplaced by the
following:

148

4. The Management Board may
invite any person whose
opinion may be relevant for the
discussion to attend its meeting
as anon-voting observer. Two
representatives of the JPSG
shall beinvited to all meetings
of the Management Board as
observers without voting
rights.

149

AM 78

(4f)  InArticle 16,
paragraph 3 isreplaced by the
following:

150

3. The Council and the JPSG
may invite the Executive
Director to report on the
performance of his or her
duties.
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151
(4g) In Article 16(5), point
(d) isreplaced by the following

152 (d) preparing the draft single

programming document
containing the multiannual
programming and annual work
programmes and submitting it
to the Management Board, after
having consulted the
Commission and the JPSG,;

153 (4 bis) In Article 16(5), a new
point (o bis) is added:

154 " (0 bis) informing the
Management Board regarding
the memoranda of under standing
signed with private parties;”

155 | (5)  Article 18 isamended (5)  Article18isamended as

asfollows: follows:

156 | (&) paragraph 2 isamended as (8) paragraph 2 isamended as

follows: follows:

157 (i) point (d) is replaced by the (i) point (d) isreplaced by the

following wording:

following wording:
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158 | “(d) facilitating the “(d) facilitating the exchange of
exchange of information information between
between Member States, Member States, Europol, other
Europol, other Union bodies, Union bodies, third countries,
third countries, international international organisations and
organisations and private private parties;”
parties;”

159 (i), the following points (e) (i), the following points (e) and (f)
and (f) are added: are added:

160 | “(e) researchand AM 80 “(e) research and innovation TM on 17/11/2021: provisional
innovation regarding matters : - regarding matters covered by this agreement to use EP proposal
covered by this Regulation for E)er)oj ectst r egar%lri]na:gn?nQP ;\éanon Regulation for the development, below; to be confirmed by CSL
:gz_devel %pm alehéétt_ral n ?g’ covered by this Regulation for ';Iral nl_r:% testing and validation of (e) research and innovation projects
a |qgt;han ]y Ith 'on o the development, training, gol fl rg for oth h regarding matters covered by this
q go; ms ?r ; te Is testing and validation of - art1_ o (t)' .f.r reselearc taP Regulation for the development,

evelopment of 1oofs, algorithms for the devel opment |n?]9va '3}” a%.'v' t'.&‘r S;'ant 10 training, testing and validation of
of specific toolsfor the use of th!e?/e?,. € ObjEcliVes sel out In algorithms for the development of
law enforcement; arlicle o, specific tools and for ether specific
research and innovation activities
relevant to achieve the objectives set
out in Article 3 in accordance with
the conditions set out in Article 33a
for the development of tools;
161 (f)  supporting Member AM 81 ()] supporting Member States, TM 17112021 S

States in informing the public
about suspects or convicted
individuals who are wanted
based on anational judicial
decision relating to acriminal
offence in respect of which

(f) supporting Member
States in informing the public
about suspects or convicted
individuals who are wanted,
based on a national judicial
decision relating to a criminal

upon their request, ininforming
the public about suspects or
convicted individuals who are
wanted based on anational judicial
decision relating to acriminal
offence in respect of which Europol

agreement to use EP’s proposal
below to merge EP/CSL texts:

(f)  supporting Member States,
upon their reguest, ininforming
the public about suspects or
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Europol is competent, and
facilitate the provision of
information by the public on
these individuals.”

offence in respect of which
Europol is competent, and

facilitating the provision of
information, to the Member
States and Europol, by the
public on these individuals.

is competent, and facilitate the
provision of information by the
public on these individuals.”

convicted individuals who are
wanted, based on anational judicial
decision relating to acriminal
offence in respect of which Europol
is competent, and facilitating the
provision of information, to the
Member States and Europol, by the
public on these individuals.

162 (b) the following (b) the following paragraph
paragraph 3aisinserted: 3aisinserted:
163 | “3a. Processing of personal | AM 82 “3a. |f necessary toreach the TM 17/11/2021: provisional

data for the purpose of
research and innovation as
referred to in point (e) of
paragraph 2 shall be
performed by means of
Europol’s research and
innovation projects with
clearly defined objectives,
duration and scope of the
personal data processing
involved, in respect of which
the additional specific
safeguards set out in Article
33a shall apply.”

3a. Processing of personal
datafor the purpose of research
and innovation asreferred to in
point (e) of paragraph 2 shall
be performed by means of
Europol’s research and
innovation projects with clearly
defined purposes and
objectives, and shall be subject
to the additional specific
safeguards set out in Article
333, in respect of the duration
and scope of the personal data
processing.

objectives of Europol’s research
and innovation projects,
Pprocessing of personal datafor the
purpose of research and innovation
asreferred to in point (e) of
paragraph 2 shall be performed
only by means of Europol’s
research and innovation projects
with clearly defined objectives,
duration and scope of the personal
data processing involved, in respect
of which the additional specific
safeguards set out in Article 33a
shall apply.”

agreement to use CSL compromise
text of 10/11/2021 merging both
texts

| f necessary toreach the objectives
of Europol’s research and
innovation projects, processing of
personal data for the purpose of
research and innovation as referred
toin point (e) of paragraph 2 shall be
performed only by means of
Europol’s research and innovation
projects with clearly defined
purposes and objectives, duration

and—scope—of the personal—data
processing—nveolved—and shall be
subject to the additional specific

safeguards set out in Article 33a, in
respect of which—the—additional
i af I ; "
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33a-—shal—apphy-the duration and

scope of the personal data
processing.

164 (c) paragraph 5 is replaced by (c) paragraph 5 is replaced by the
the following: following:
165 | “5. Without prejudice to AM 83 “B. Without prejudice to Article | TM 17/11/2021: COM compromise

Article 8(4) and Article 183,
categories of personal data and
categories of data subjects
whose data may be collected
and processed for each
purpose referred to in
paragraph 2 are listed in
Annex 11.”

5. Without prejudice to
Article 8(4), Article 18(2)(e)
and Article 18a, categories of
personal data and categories of
data subjects whose data may
be collected and processed for
each purposereferredto in
paragraph 2 are listed in Annex
.

8(4) and Article 18a, categories of
personal data and categories of data
subjects whose data may be
collected and processed for each
purpose referred to in points (a) to
(d) and (f) of paragraph 2 are listed
in Annex Il. In accordance with
Article 73 of Regulation (EU)
2018/1725, Europol shall, where
applicable and asfar aspossible,
make a clear distinction between
the operational personal data of
these different categories of data

subjects.”

proposal to amend par. 5 and add a
new par. 5bis acceptable for EP;
COM to propose wording to ensure
that Art. 26(6b) is only covered
when Europol acts as a processor
and has no access to the data; CSL
to check internally

COM compromise proposal
26/11/2021):

5. Without prejudice to Article 8(4),
Article 18(2)(e) and Article 183,
and without prejudice to data
processing pursuant to Article
26(6b) where Europol’s
infrastructureis used for bilateral
exchanges and Europol hasno
access to the content of the data,
categories of personal data and
categories of data subjects whose
data may be collected and processed
for each purpose referred toin
paragraph 2 are listed in Annex 1.
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New paragraph 5bis:

5. Once Europol establishes that
data it collects and processes falls
under one of the categories of
personal data and categories of data
subjectslisted in Annex 11 or when it
processes data under Article 18(2)(e)
and Article 18a, Europol shall, in
accordance with Article 73 of
Regulation (EU) 2018/1725, where
applicable and as far as possible,
make a clear distinction between
the operational personal data of
these different categories of data
subjects.

166 (d) the following paragraph 5a | AM 84 (d) the following paragraph 5ais TM 17/11/2021: provisiona
isinserted: deleted inserted: agreement to move wording down
to par. 6a(new) - merge CSL/EP
text (line 173)
167 “ba.  Prior tothe processing | deleted “ba.  Prior to the processing of TM 17/11/2021: provisiona

of data under paragraph 2 of
this Article, Europol may
temporarily process persond
data received pursuant to
Article 17(1) and (2) for the
purpose of determining
whether such data comply
with the requirements of
paragraph 5 of this Article,
including by checking the data

data under paragraph 2 of this
Article, and where necessary for
the purpose of determining
whether personal data complies
with the requirements of
paragraph 5 of thisArticle,
Europol may temporarily process
personal data received pursuant to
Article 17(1) and (2) for thethat
purpo terming-whethe

agreement to move wording down
to par. 6a(new) - merge CSL/EP
text (line 173)
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against al datathat Europol
aready processesin
accordance with paragraph 5.

data against all data that Europol
already processes in accordance

with paragraph 5.

168 | The Management Board, deleted The Management Board, actingon | TM 17/11/2021: provisional
acting on a proposal from the aproposal from the Executive agreement to move wording down
Executive Director and after Director and after consulting the to par. 6a(new) - merge CSL/EP
consulting the EDPS, shall EDPS, shall further specify the text (line 173)
further specify the conditions conditions relating to the provision
relating to the processing of and processing of such data.
such data.

169 Europol may only process deleted Europol may only process personal | TM 17/11/2021: provisional

personal data pursuant to this
paragraph for a maximum
period of one year, or in
justified cases for alonger
period with the prior
authorisation of the EDPS,
where necessary for the
purpose of this Article. Where
the result of the processing
indicates that personal datado
not comply with the
requirements of paragraph 5 of
this Article, Europol shall
delete that data and inform the
provider of the data
accordingly.”

data pursuant to this paragraph for a
maximum period of eneyear 18
months, or in justified cases for a
longer period with the prior
authorisation of the EDPS, where
necessary for the purpose of this
Article. Such personal data shall
be functionally separated from
other data. Where the result of the
processing indicates that personal
data do not comply with the
requirements of paragraph 5 of this
Article, Europol shall delete that
data and inform the provider of the
data accordingly whererelevant.”

agreement to move wording down
to par. 6a(new) - merge CSL/EP
text (line 173)
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170 AM 85 (e) Paragraph 6 isamended as TM 17/11/2021: provisional
(5a) paragraph 6 isreplaced follows: agreement to use EP wording
by the following: (5a) paragraph 6isreplaced by
the following:
171 6. Europé)l m:ty t?]mporarlly ; "6. Europol may temporarily TM 17/11/2021: provisional
groc&s_: ata Or: t he purpﬁsde 0 process data for the purpose of agreement to use EP wording for
etermining whether such data. | yeser i ng whether such dataare | thefirst sentence, second sentence
aerdevant toitstaksand, it |\ o ot 1o jtstasks and, if so, for | covered in new paragraph 6b (line
ng’ foredwthl (.:h of the purr]pgs_ﬁ] which of the purposesreferredtoin | 175a) = Wordingin line 175a to
Ir\/l erredtoin gara%rap < 1he paragraph 2. The Management be amended in order to clarify
anagesr;ept 0"’;: 'EaCt' hg on Board, acting on a proposal from that the 6 months deadline
gﬁr:crzgr an(;c:frt]etr gon);ejtlijgve the Executive Director and after doesn’t apply to paragraph 6a
the EDPS. <hall further spegfy consylti ng the EIIDIPS, shall .further
the conditi onsrelating to the specify the_condltl ons relali g 0 i
, gto the processing of such data, in 6. Europol may temporarily process
prog ng qthUCh data, in particular with respect to accessto | datafor the purpose of determining
parti %U ar W::t hmiped to a‘3e<|3|e$ and use of the data, aswell astime | whether such dataare relevant to its
toan useq tf N ﬁta’ asw limits for the storage and deletion of | tasks and, if so, for which of the
astimelimitsfor thestorage | ype yata \hich may not exceed six | purposes referred to in paragraph 2.
and deletion of th_e data, which months, having due regard to the
?;%nngogﬁéﬁzzda%ﬁ(;ntﬁgths’ principlesreferred to in Regulation
principlesreferred to in Article (EU) 2018/1725A+ere-28.
71 of Regulation
(EU)2018/1725 .”
172 AM 86 TM 17/11/2021: provisiondl

da. thefollowing
paragraph 6aisinserted:

agreement to create new par.
6a(new) (moved down from par. 5a)
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173 ;6? ' Prig r'to the prOﬁszsi?%r?f Prior to the processing of dataunder | COM compromise _ proposal
ata under paragraph = o this paragraph 2 of this Article, and 26/11/2021:

Article, Europol may
exceptionally temporarily
process personal data received
pursuant to Article 17(1) and
(2) for the sole purpose of
determining whether such
data comply with the
requirements of paragraph 5
of this Article, including by
checking the data against all
data that Europol already
processes in accordance with
paragraph 5.

wher e necessary for the purpose
of determining whether personal
data complieswith the
reqguirements of paragraph 5 of
this Article, Europol may
temporarily process personal data
received pursuant to Article 17(1)
and (2) for e that purpose ef

including by checking the aata
against al datathat Europol aready
processes in accordance with

paragraph 5.

“Prior to the processing of data under
paragraph 2 of this Article, and
where strictly necessary for the
purpose of determining whether
personal data complies with the
requirements of paragraph 5 of
this __ Article, Europol  may
Fexeeptionalhy} temporarily process
personal data received pursuant to
Article 17(1) and (2) for that sole
purpose, including by checking the
data against all data that Europol
aready processesin accordance with
paragraph 5.”

TM 17/11/2021: EP proposal to
merge CSL/EP texts, leave
‘exceptionally’ for later; Council
suggestion to replace the word
[exceptionnally] by “where strictly
necessary”; to be confirmed by the
Council and EP

Prior to the processing of data under
paragraph 2 of this Article, and
wherestrictly necessary for the
pur pose of deter mining whether
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per sonal data complieswith the
requirements of paragraph 5 of
this Article, Europol may
Fexceptionally} temporarily process
personal data received pursuant to
Article 17(1) and (2) for that sole
purpose, including by checking the
data against all data that Europol
already processes in accordance

with paragraph 5.
174 Th_e M anagementglo?rd, th The Management Board, actingon | TM 17/11/2021: provisional
Eﬁ(tleggt?\?e%?rrgggr anzjo;?tere aproposal from the Executive agreement
consulting the EDPS, shall Director and after consul_tl ng the Deleted and moved to paragraph 6b
furth it th ’ diti EDPS, shall further specify the (line 175q)
urther specity the conditions |- congitions relati ng to the provision
relating to the temporary and processing of such data,
processing of such data. -
175 Europol may only process Europol may only process personal | COM compromise proposal

personal data pursuant to this
paragraph for a maximum
period of one year, which may
be extended once by up to six
monthsin duly justified cases
where proportionate and
necessary for the purpose of
this Article. Europol shall
inform the EDPS of any
extension of the maximum
processing period. Where the
temporary processing isno
longer proportionate and

data pursuant to this paragraph for a
maximum period of ereyear 18
months, or in justified cases for a
longer period with the prior
authorisation of the EDPS, where
necessary for the purpose of this
Article. Such personal data shall
be functionally separated from
other data. Where the result of the
processing indicates that personal
data do not comply with the
requirements of paragraph 5 of this
Article, Europol shall delete that

26/11/2021.

Europol may only process personal
data pursuant to this paragraph for a
maximum period of ereyear 18
months, or in justified cases for a
longer period with the prior
authorisation of the EDPS, where
necessary for the purpose of this
Article. Such personal data shall
be functionally separated from
other data. Where the result of the
processing indicates that personal
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necessary for the purpose of
this Article, and in any case
after the end of the maximum
processing period, Europol
shall permanently delete the
personal data that does not
comply with the requirements
of paragraph 5 of thisArticle
and the results of the
processing, and inform the
provider of the data
accordingly.

data and inform the provider of the
data accordingly wher e relevant.

data do not comply with the
requirements of paragraph 5 of this
Article, Europol shall delete that
data and inform the provider of the
data accordingly wher e relevant.

175a

TM 17/11/2021: EP/CSL
provisionally agree to insert new
para 6b to cover similar provisions
previously set out in lines 171 and
174; EP asked for clarification on
addition of ‘provision’ by CSL;
wording to be confirmed by the
Council;

6b. The Management Board, acting
on a proposal from the Executive
Director and after consulting the
EDPS, shall further specify the
conditions relating to the processing
of such data pursuant to
paragraphs 6 and 6a, in particular
with respect to the provision, access
to and use of the data, as well as
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time limits for the storage and
deletion of the data, which may not
exceed six months, having due
regard to the principles referred to
in Article 71 of Regulation

(EU)2018/1725.
176 (6) The following Article (6) Thefollowing Article 18ais
18aisinserted: inserted:
177 “Article 18a “Article 18a
178 I nformation processing in AM 87 I nformation processing in TM 26/11/2021: provisionally
support of a criminal Processing of personal data in support of a criminal agreed to use EP text
Investigation support of acriminal Investigation Processing of personal data in
investigation support of acrimina investigation
179 1. Where necessary for AM 88 1. Where necessary for the TM 26/11/2021: provisionally
the support of a specific 1 Where necessary for the support of a specific criminal agreed to merge EP/CSL texts

criminal investigation, Europol
may process personal data
outside the categories of data
subjectslisted in Annex |1
where:

support of an ongoing specific
criminal investigation, Europol
may process persona data
outside the categories of data
subjectslisted in Annex Il
where:

investigation within the scope of
Europol's objectives as set out in
Article 3, Europol may process
personal data outside the categories
of data subjectslisted in Annex Il
where:

1. Where necessary for the
support of a specific ongoing
criminal investigation within the
scope of Europol's objectives as
set out in Article 3, Europol may
process personal data outside the
categories of data subjectslisted in
Annex Il where:
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180 (a) aMember State or the AM 89 (8) aMember State or the EPPO TM 26/11/2021: provisionally
EPPO provides an @ aMember State. the provides an investigative data ease | agreed to merge EP/CSL text
investigative case file to EPPO or Eurojust prov’ideﬁ an the to Europol pursuant to point (a) (a) aMember State, the EPPO or
Europpl pursuant to point (g) investigative casefileto or point (b) of A_rtlcle 17(1) for_ the Eurojust provides an investigative
of Article 17(1) f(_)r the .| Europol pursuant to points (a) purpose of operatlona_\l a“?" ysisin data easefiHe to Europol pursuant
purpose of operatlonal' a_lnalyss and (b) of Article 17(2) support Of. that ?P?C'f'c criminal to points (a) or_(b) of Article 17(1)
In support of th_at Spec'f'.c . requesting Europol to support Investigation within th? mandate of requesting Europol to support that
criminal investigation within that ongoing specific criminal Eur.opol pursuant to point (c) of ongoing specific criminal
the mandate of Europol | ;e vation within the Article 18(2), or in exceptional |y eetigation within the mandte of
pursuant to point (c) of Article mandate of Europol pursuant to and duly justified cases, upon Europol
18(2); and point (c) of Article 18(2); and request by a that Member State, _ _ _

’ for_cross-checking pursuant to () by way of operational analysis

point (a) of Article 18(2); and pursuant to point (c) of Article 18(2),
or
(ii) in exceptional and duly
justified cases, by way of cross-
checking pursuant to point (a) of
Article 18(2);
181 (b) Europol assessesthat itis | AM 90 (b) Europol assessesthat it is not TM 26/11/2021: provisionally

not possible to carry out the
operational analysis of the
investigative case file without
processing personal data that
does not comply with the
requirements of Article 18(5).
This assessment shall be
recorded.

(b) Europol concludes that
itisnot possibleto carry out
the operational analysis of the
investigative case file without
processing persona data that
does not comply with the
requirements of Article 18(5).
This assessment shall be
recorded and sent to the EDPS
for information.

possible to carry out the operational
anaysis or_cross-checking s&the
Havestigativecasefile in support of

the specific criminal investigation
without processing personal data
that does not comply with the
requirements of Article 18(5). This
assessment shall be recorded.

agreed to merge EP and CSL text

(b) Europol assesses that it is not
possible to carry out the operational
analysis or_cross-checking ef-the
Hvestigative-easefie in support
of the specific criminal
investigation without processing
personal data that does not comply
with the requirements of Article
18(5). This assessment shall be
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recorded and the EDPS shall be
informed.

182 AM 91 TM 26/11/2021: provisionally
(ba) aMember Stateor a wdel et.e =7l a
Union body requests a strategic analys_ls does not j_ustlfy
strategic analysis within the processing of big data provided in

the context of criminal

mandate of Europol purstant investigations (rather the outcome
to point (b) of Article 18(2). of operational analysis):

183 la. The Member Stateproviding | TM 26/11/2021: EP would like to

theinvestigative data to Europol
shall inform Europol when its
authorisation to process that data
in the specific criminal
investigation in accordance with
procedural requirements and
safeguards under its applicable
national law has ceased to exist.
When the EPPO provides
investigative data to Europol, the
EPPO shall inform Europol when
the authorisation to process that
datain the specific criminal
investigation in accordance with
procedural requirementsand
safeguards under the applicable
Union law and national law has
ceased to exist.

make it explicit that Europol hasto
delete the data by adding the
following sentence at the end.

2. The Member State providing
theinvestigative data to Europol
shall inform Europol when its
authorisation to process that data
in the specific criminal
investigation in accordance with
procedural requirements and
safeguards under its applicable
national law has ceased to exist.
When the EPPO or Eurojust
provideinvestigative data to
Europol, they the EPPO shall
inform Europol when the
authorisation to process that data
in the specific criminal
investigation in accordance with
procedural requirements and
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safeguards under the applicable
Union law and national law has
ceased to exist.

184 2. Europol may process AM 92 TM 26/11/2021: provisionally
personal data contained in an 2 Euronol may process bersonal-dal alnedHh-a agreed merge EP/CSL text
Investigative case for aslong persona datg contglyngd inan investigative data easefe in 3. Europol may process personal
as it supports the on-going investigative case file for as accor dance with Article 18(2) for data-contained-in-an investigative
specifip crimi F‘a' in\{&eti.gation long as it supports the on-going as ang & .it sjppprtsth_e or_l-goi N9 | data casefilein accordance with
for thl' chthei ”Vﬁ'e%aﬂ"e specific criminal investigation Spﬁc':l' fhc”.m';:'. ”;‘t’.&‘“gai' onfor  “Article 18(2) for aslong asit
(l\:/lase kl) e‘g’gi provtlh Epgg' for which the investigative case gc einv deélgb |veMa_abease supports the on-going specific

ember Stale or the N1 file was provided by a Member was provided Dy a Viember criminal investigation for which the
accordance with paragraph 1, State, the EPPO or Eurojust in St'ate or the EPPO in accoraance investigative data easefile was
and only for the_ purpose Qf accordance with paragraph 1, with paragraph 1, a_\nd only for the provided by a Member State, the
supporting that investigation. and only for the purpose of purpose OT supporting that EPPO or Eurojust in accordance
supporting that investigation. Investigation. with paragraph 1, and only for the
purpose of supporting that
investigation.

185 The Management Board, AM 93 The Management Board, actingon | TM 26/11/2021: provisionally
acting on a proposal from the Deleted aproposal from the Executive agreed
Executive Director and after Director and after consulting the c
consulting the EDPS, shall EDPS, shall further specify the E)glért]zxigiersgeeed | méhlg? fellgv?/’
further specify the conditions conditions relating to the provision '
relating to the processing of and processing of such data.
such data.

186 | Without prejudice to the AM 94 Without prejudice to the processing | TM 26/11/2021: provisionally.
processing of personal data Deleted of personal data under Article agreed

under Article 18(5a), personal
data outside the categories of
data subjects listed in Annex |1
shall be functionally separated

18(54), personal data outside the
categories of data subjectslisted in
Annex Il shall be functionally
separated from other data and may

CSL text to be merged with lines
185, 190 and 191, seeline 191
below
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from other data and may only only be aseessed processed where
be accessed where necessary necessary and proportionate for
for the support of the specific the support of the ongoing specific
criminal investigation for criminal investigation for which
which they were provided. they were provided, including for
the purpose of ensuring the
ver acity, reliability and
traceability of the criminal
intelligence process.
187 AM 95 TM 26/11/2021: provisionally
2a.  Where Europol reaches agreed IEGHEIEIUNERSE
the conclusion that thereare
preliminary indications that
such data is disproportionate
or collected in violation of
fundamental rights, Europol
shall permanently delete it
without processing. When the
processing period for the
personal data ends, the
personal data shall be
permanently del eted.
188 | 3. Upon request of the AM 96 3. Upon request of the Member | TM 26/11/2021: provisionally
Member State or the EPPO 3 Upon request of the State or the EPPO that providedaa | agreed merge EP/CSL text
that grlcnv;deg an m;/&etlgatlvte Member State that provided an :Envestlgiatlve sttateas%#e toh 1 4. Where a Member State, the
fgsear' er 0 h lirogj)roplglsfni: investigative casefileto Eﬂ:gpgl Er:ﬂws?gre?h?iangvr:gti a’tive EPPO, or Eurojust that provided aa
sto?e ;gatﬁvéti ati\?e casey Europol pursuant to paragraph data%%f:{e and the outcome? of Investigative data ease fite to
file and the outcgme of its 1, or upon request of the 1S DI OCesSIN ‘ Europol pursuant to par_agraph 1,_
operational analysis beyond EPPO or Eurojust, as beyp—gon d the storage perlo d set out N Europol may store that investigative
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the storage period set out in
paragraph 2, for the sole
purpose of ensuring the
veracity, reliability and
traceability of the criminal
intelligence process, and only
for aslong asthejudicial
proceedings related to that
criminal investigation are on-
going in that Member State.

appropriate, Europol may store
that investigative case fileand
the outcome of its operational
analysis beyond the processing
period set out in paragraph 2,
for the sole purpose of ensuring
the veracity, reliability and
traceability of the criminal
intelligence process, and only
for aslong asthejudicia
proceedings related to that
criminal investigation are
ongoing in that Member State
or within the EPPO or
Eurojust.

paragraph 2, for the sole purpose of
ensuring the veracity, reliability and
traceability of the criminal
intelligence process, and only for as
long asthejudicia proceedings
relatecte concerning that criminal
investigation are on-going in that
Member State or by the EPPO.

data easefile and the outcome of
its pr ocessing-eperational-analysis
beyond the sterage processing
period set out in paragraph 2, upon
the request of the provider of that
investigative data, and for the sole
purpose of ensuring the veracity,
reliability and traceability of the
criminal intelligence process, and
only for aslong as the judicial
proceedings concerning the
criminal investigation are on-going
for which that data was provided.

189

That Member State may also
request Europol to store the
investigative case file and the
outcome of its operational
analysis beyond the storage
period set out in paragraph 2
for the purpose of ensuring the
veracity, reliability and
traceability of the criminal
intelligence process, and only
for aslong asjudicia
proceedings following a
related criminal investigation
are on-going in another
Member State.

AM 97

That Member State, the EPPO
or Eurojust may also request
Europol to store the
investigative case file and the
outcome of its operational
analysis beyond the storage
period set out in paragraph 2
for the purpose of ensuring the
veracity, reliability and
traceability of the criminal
intelligence process, and only
for aslong asjudicial
proceedings following arelated
criminal investigation are
ongoing in another Member

That Member State or the EPPO,

TM 26/11/2021: provisionally

or, with their agreement, another

agreed merge EP/CSL text

Member Statein which judicial
proceedings are ongoing with
respect to arelated criminal
investigation, may also request
Europol to store the investigative
easefHe data and the outcome of
its operational analysis beyond the
storage period set out in paragraph
2 for the sole purpose of ensuring
the veracity, reliability and
traceability of the criminal
intelligence process, and only for as
long asjudicia proceedings
foellewing concerning arelated

That Member State, the EPPO,
Eurojust, or, with their
agreement, another Member
State in which judicial
proceedings ar e ongoing with
respect to arelated criminal
investigation, may also request
Europol to store the investigative
data easefile and the outcome of
its operational analysis beyond the
sterage processing period set out in
paragraph 2 for the sole purpose of
ensuring the veracity, reliability and
traceability of the criminal
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State. criminal investigation are on-going | intelligence process, and only for as
in that arother Member State. long asjudicial proceedings
fellewing concerning arelated
criminal investigation are ongoing
inthat other anether Member
State.

190 | The Management Board, AM 98 The Management Board, actingon | TM 26/11/2021: provisionally
acting on a proposal from the deleted aproposal from the Executive agreed merged with lines 185, 186
Executive Director and after Director and after consulting the and 191; seeline 191 below
consulting the EDPS, shall EDPS, shall further specify the
further specify the conditions conditions relating to the processing
relating to the processing of of such data. Such personal data
such data. Such personal data shall be functionally separated from
shall be functionally separated other data and may only be
from other data and may only accessed where necessary for the
be accessed where necessary purpose of ensuring the veracity,
for the purpose of ensuring the reliability and traceability of the
veracity, reliability and criminal intelligence process.
traceability of the criminal
intelligence process.

191 AM 99 TM 26/11/2021: provisionally

32 TheManagement agreed merged with CSL text in

Board, acting on a proposal
from the Executive Director
and after consulting the
EDPS, shall further specify
the conditionsrelating to the
processing of personal datain
accordance with paragraphs 2
and 3, in particular regarding
the scale and complexity of the

lines 185, 186 and 190 (par. 5+6)

5. Without prejudice to the
processing of personal data under
Article 18(6a), persona data outside
the categories of data subjects listed
in Annex 1l shall be functionally
separated from other data and may
only be aceessed processed where
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processing and the type and
importance of the
investigations. Such personal
data shall be functionally
separated from other data.
Data processed in accordance
with paragraph 2 shall be
accessed only where necessary
for the specific criminal
investigation for which they
were provided and for the
purpose of ensuring the
veracity, reliability and
traceability of the criminal
intelligence process and shall
be kept in accordance with
paragraph 3.

necessary and proportionate for
the purposes of paragraphs 3 and 4
of thisArticle.

6. The Management Board, acting
on aproposal from the Executive
Director and after consulting the
EDPS, shall further specify the
conditions relating to the provision
and processing of personal datain
accordance with paragraphs 3 and
4, in particular regarding the scale
and complexity of the processing
and the type and importance of the
investigations.

192 | 4. Paragraphs 1 to 3 shall
also apply where Europol
receives persona datafrom a
third country with which there
is an agreement concluded
either on the basis of Article
23 of Decision 2009/371/JHA
in accordance with point (c) of
Article 25(1) of this
Regulation or on the basis of
Article218 TFEU in
accordance with point (b) of
Article 25(1) of this
Regulation, or which isthe
subject of an adequacy

AM 100

4. Paragraphs 1 to 3a shall
also apply to personal data
contained in an investigative
case file provided to Europol

by a third country asreferred
toin points (a), (b) and (c) of
Article 25(1) for operational
analysis that supports a specific
criminal investigation in one or
more Member States that
Europol supports, provided that
the third county acquired the
data in the context of a
criminal investigation in

4, Paragraphs 1 to 3 shall aso
apply where Europol receives
personal data from athird country
with which there is an agreement
concluded either on the basis of
Article 23 of Decision
2009/371/JHA in accordance with
point (c) of Article 25(1) of this
Regulation or on the basis of Article
218 TFEU in accordance with point
(b) of Article 25(1) of this
Regulation, e+ which is the subject
of an adequacy decision asreferred
toin point (a) of Article 25(1) of
this Regulation, or_in the case of

TM 26/11/2021: CSL has an issue
with EDPS information; tbc: part of
package on EDPS

7. Paragraphs 1 to 5 shall also apply
where Europol receives personal
data from athird country with
which there is an agreement
concluded either on the basis of
Article 23 of Decision
2009/371/JHA in accordance with
point (c) of Article 25(1) of this
Regulation or on the basis of Article
218 TFEU in accordance with point
(b) of Article 25(1) of this
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decision asreferred to in point
(a) of Article 25(1) of this
Regulation, and such third
country provides an
investigative case file to
Europol for operational
analysis that supports the
specific criminal investigation
inaMember Stateor in
Member States that Europol
supports. Where athird
country provides an
investigative case file to
Europol, the EDPS shall be
informed. Europol shall verify
that the amount of personal
datais not manifestly
disproportionate in relation to
the specific investigation in a
Member State that Europol
supports, and that there are no
objective elements indicating
that the case file has been
obtained by the third country
in manifest violation of
fundamental rights. Where
Europol, or the EDPS, reaches
the conclusion that there are
preliminary indications that
such datais disproportionate
or collected in violation of
fundamental rights, Europol
shall not processit. Data

accordance with procedural
requirements and safeguards
applicable under its national
criminal law. Where athird
country provides an
investigative casefileto
Europol, the EDPS shall be
informed. Europol shall verify
that the amount of persona
datais not manifestly
disproportionate in relation to
the specific investigation in a
Member State that Europol
supports, and that there are no
objective elements indicating
that the case file has been
obtained by the third country in
manifest violation of
fundamental rights. Where
Europol reaches the conclusion
that there are preliminary
indications that such datais
disproportionate or collected in
violation of fundamental rights,
Europol shall not processit and
delete the data. Personal data
processed pursuant to this
paragraph may only be
accessed by Europol where
necessary for the support of the
specific criminal investigation
in one or more Member States
for which it was provided. It

which appropriate safeguards
with regard to the protection of
operational personal data exist or
areprovided for in alegally
binding instrument in accordance

Regulation, or which is the subject
of an adequacy decision asreferred
toin point (a) of Article 25(1) of
this Regulation,_or in the case of
which appropriate safeguards

with Article 25(4a) of this
Regulation, and such third country
provides aa investigative data ease
fle to Europol for operational
analysis that supperts contributes

with regard to the protection of
operational personal data exist or
areprovided for in alegally
binding instrument in accordance
with Article 25(4a) of this

to the specific criminal
investigation in one or several a
Member States or in Member States
that Europol supports. WHaerea

of data shall take placein

accor dance with paragraphs5, 8
and 9 of Article 23. Where
Europol-etheEBRS; reaches the
conclusion that there ake

Regulation, and such third country
provides an investigative data ease
fle to Europol for operational
analysis that supperts contributes
to the specific criminal
investigation in one or more
several-a Member Statesor in
Member States that Europol
supports, provided that the third
country acquired the data in the
context of a criminal investigation
in accordance with procedural
requirements and safeguards
applicable under its national
criminal law. Where athird country
provides an investigative data ease
fHle to Europol, the EDPS shall be
informed. Europol shall verify that
the amount of personal datais not
manifestly disproportionatein
relation to the specific investigation
in aMember State that Europol
supports. Where Europol-er-the
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processed pursuant to this
paragraph may only be
accessed by Europol where
necessary for the support of
the specific criminal
investigation in a Member
State or in Member States. It
shall be shared only within the
Union.”;

shall be shared only within the
Union or, where necessary,
with international
organisationsasreferredtoin
points (b) and (c) of Article
25(1).

preliminary is any indications that

EDPS-reaches the conclusion that

such data is disproportionate or
collected in obvious violation of
fundamental rights, Europol shall
not process it. Data processed
pursuant to this paragraph may only
be accessed by Europol where
necessary for the support of the
specific criminal investigation in a
Member State or in Member States.
It shall be shared only within the
Union.”;

therearepreliminary-is an
indications that such datais
manifestly disproportionate or was
collected in obvious violation of
fundamental rights, Europol shall
not process it and delete the data.
Personal data processed pursuant to
this paragraph may only be
accessed by Europol where
necessary for the support of the
specific criminal investigation in
one or more aMember-State-or-+h
Member States for which it was
provided. It shall be shared only
within the Union.

193 (6 bis) In Article 19, paragraphs | TM 26/11/2021: provisionally
1 and 2 are amended as follows: agreed to use CSL text
194 "1, A Member State, a Union TM 26/11/2021: provisiona

body, athird country or an
international organisation providing
information to Europol shall
determine the purpose or purposes
for which it isto be processed, as
referred to in Article 18. If it has
not done so, Europoal, in agreement
with the provider of the information
concerned, shall process the
information in order to determine
the relevance of such information as
well as the purpose or purposes for
which it isto be further processed.

agreement to use CSL text

A Member State, a Union body, a
third country or an international
organisation providing information
to Europol shall determine the
purpose or purposes for which it is
to be processed, asreferred toin
Article 18. If it has not done so,
Europol, in agreement with the
provider of the information
concerned, shall process the
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Europol may process information
for a purpose different from that for
which information has been
provided only if authorised so to do
by the provider of the information.
nformation provided for the
purposesreferred to in points (a)
to (d) of Article 18(2) may also be
processed by Europol for the
purpose of Article 18(2)(e) in
accordance with the procedures

information in order to determine
the relevance of such information as
well as the purpose or purposes for
which it isto be further processed.
Europol may process information
for a purpose different from that for
which information has been
provided only if authorised so to do
by the provider of the information.
Information provided for the
purposesreferred to in points (a)

laid down in Article 33a.

to (d) of Article 18(2) may also be
processed by Europol for the
purpose of Article 18(2)(e) in
accordance with the procedures
laid down in Article 33a.

195

2. Member States, Union
bodies, third countries and
international organisations may
indicate, at the moment of
providing information to Europol,
any restriction on access thereto or
the use to be made thereof, in
genera or specific terms, including
asregardsitstransfer,
transmission, erasure or
destruction. Where the need for
such restrictions becomes apparent
after the information has been
provided, they shall inform Europol

Written procedur e (25/11/2021):
provisional agreement to accept
CSL text

2. Member States, Union
bodies, third countries and
international organisations may
indicate, at the moment of providing
information to Europol, any
restriction on access thereto or the
use to be made thereof, in general or
specific terms, including as regards
its transfer, transmission, erasure
or destruction. Where the need for
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accordingly. Europol shall comply
with such restrictions.”

such restrictions becomes apparent
after the information has been
provided, they shall inform Europol
accordingly. Europol shall comply
with such restrictions.”

196 ) Article 20 is amended ) Article 20 is amended as
asfollows: follows:

197 (@) the following paragraph 2a (a) the following paragraph 2ais
isinserted: inserted:

198 | “2a.  Intheframework of AM 101 “2a.  Intheframework of Written procedure (25/11/2021):
conducting dedicated 2. Inthe framework of | SeReket Hag-dedieated operational provisional agreement to merge

operational analysis projects as
referred to in Article 18(3),
Member States may determine
information to be made
directly accessible by Europol
to selected other Member
States for the purpose of
enhanced collaboration in
specific investigations, without
prejudice to any restrictions of
Article 19(2).”;

conducting dedicated
operational analysis projects as
referred to in Article 18(3) and
subject to therulesand
safeguards for personal data
processing set out in this
Regulation, Member States
may determine information to
be made directly accessible by
Europol to selected other
Member States for the purpose
of enhanced collaboration in
specific investigations, without
prejudice to any restrictions of
Article 19(2).

anaysis projects asreferred to in
Article 18(3), Member States may
determine information to be made
directly accessible by Europol to
selected other Member States for

analysisin specific investigations,
without prejudice to any restrictions
of Article 19(2)_and following
proceduresto be set out in the
guidelinesreferred toin Article

18(7).”;

EP/CSL wording

In the framework of esrducting
dedieated operational analysis
projects as referred to in Article
18(3) and subject to therulesand
safeguards for personal data
processing set out in this
Regulation, Member States may
determine information to be made
directly accessible by Europol to
selected other Member States for

analysis in specific investigations,
without prejudice to any restrictions
of Article 19(2)_and following
proceduresto be set out in the
guidelinesreferred toin Article

18(7).”;
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199 (b) in paragraph 3, the (b) in paragraph 3, the introductory
introductory phraseis replaced phrase is replaced by the following:
by the following:

200 | “3. In accordance with “3. In accordance with national | Written procedure (25/11/2021):
national law, the information law, the information referred toin provisional agreement to use CSL
referred to in paragraphs 1, 2 paragraphs 1, and-2 and 2a shall be | text
and 2a shall be accessed and accessed and further processed by

“3. In accordance with national

further processed by Member Member States only for the purpose | |4 the information referred to in
States only for the purpose of of preventing, detecting, paragraphs 1, ane-2 and 2ashall be
preventing and combating, and investigating and prosecuting ard e ’ essed

for judicial proceedings related orbattngrand-terfudicial Mo s o fot o

Member States only for the purpose

of preventing, detecting,
investigating and pr osecuting ard

to:™;

201 (c) the following paragraph 5

is added:
202 | “5.  When national law AM 102
allows for Europol staff to 5 When national

provide evidence which came
to their knowledge in the

performance of their duties or
the exercise of their activities,

procedural law allowsfor
Europol staff to provide
evidence that has come to their

: knowledge in the performance
only Europol staff authorised of their duties or the exercise of

by the Executive Director to : o
: their activities, only Europol
do so shall be able to give such staff authorised by the

evidenceinjudicia
proceedings in the Member
States.”;

Executive Director to do so
shall be able to give such
evidencein criminal
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proceedings in the Member
States.;

203 (8 The following Article (8 The following Article 20ais
20aisinserted: inserted:

204 “Article 20a “Article 20a

205 Relations with the European Relations with the European
Public Prosecutor’s Office Public Prosecutor’s Office

206 1. Europol shall establish 1. Europol shall establish and
and maintain aclose maintain a close relationship with
relationship with the European the European Public Prosecutor’s
Public Prosecutor’s Office Office (EPPO). In the framework of
(EPPO). In the framework of that relationship, Europol and the
that relationship, Europol and EPPO shall act within their
the EPPO shall act within their respective mandate and
respective mandate and competences. To that end, they
competences. To that end, they shall conclude aworking
shall conclude aworking arrangement setting out the
arrangement setting out the modalities of their cooperation.
modalities of their
cooperation.

207 2. Europol shall actively | AM 103 2. Upon request by the EPPO | TM 17/11/2021: provisionally

support the investigations and
prosecutions of the EPPO and
cooperate with it, in particular
through exchanges of
information and by providing
analytical support.

2. Proceeding a request
by the EPPO, Europol shall
actively support the
investigations of the EPPO and
cooperate with it, in particular
through exchanges of
information and by providing
analytical support, until the

in accordance with Article 102 of
Regulation (EU) 2017/1939,
Europol shall aetively support the

investigations are-proesecytions of
the EPPO and cooperate with |t n

partiedlar
providing information and Iay

previdiag analytical support.

agreed:

2. Upon request by the EPPO
in accordance with Article 102 of
Regulation (EU) 2017/1939,
Europol shall astively support the

investigations angpresecutions of
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moment it determines whether the EPPO and cooperate with it, #a

to prosecute or otherwise particdlar

dispose of the case. providing information and by
providiag analytical support, until
the moment the EPPO determines
whether to prosecute or otherwise
dispose of the case.

208 | 3. Europol shall take all AM 104 3. In order to provide TM 26/11/2021: CSL cannot accept

appropriate measures to enable
the EPPO to have indirect
access to information provided
for the purposes of points (a),
(b) and (c) of Article 18(2) on
the basis of a hit/no hit system.
Article 21 shall apply mutatis
mutandis with the exception of

its paragraph 2.

3. Europol shall take al
appropriate measures to enable
the EPPO to have indirect
access to information provided
for the purposes of points (a),
(b) and (c) of Article 18(2) on
the basis of a hit/no hit system.
Article 21 shall apply mutatis
mutandis with the exception of
its paragraphs 2 and 8.

information to the EPPO under
paragraph 2, Europol shall take all
appropriate measures to enable the
EPPO to have indirect accessto
datarelated to offences within #s
the EPPO's mandate, te
Hafermatien provided for the
purposes of points (a), (b) and (c) of
Article 18(2)
hitsystem, without pre udlceto
any restrictionsindicated in
accordance with Article 19(2) by
the Member State, Union body,
third country or international

or ganisation which provided the
information in questlon #FH%%

deletion of reference to third
countries and international
organisations

TM 17/11/2021: EP requests
deletion of third countries and
international organisations given
that they have no legal obligation to
provide relevant information to
EPPO, otherwise OK with COMP;
CSL to check internally

In order to provideinformation
to the EPPO under paragraph 2,
Europol shall take al appropriate
measures to enable the EPPO to
have indirect accessto data related
to offences within #sthe EPPO's
mandate, te-Hrfermatien provided
for the purposes of points (a), (b)
and (c) of Article 18(2) on the basis
of a hit/no hit system, without
preudiceto any restrictions

Page 135 of 252




26/11/2021

COM (13908/20 + COR 1)

EP (A9-9999/2021)

Council

Provisional agreement

indicated in accordance with
Article 19(2) by the M ember
States or Union bodys=third

ereanisatien Which provided the
information in question. Axticle21

209

4, Europol shall without
undue delay report to the
EPPO any criminal conduct in
respect of which the EPPO
could exerciseits
competence.”

4, Europol shall without undue
delay report to the EPPO any
criminal conduct in respect of
which the EPPO could exercise its
competence in accor dance with
Article 22, Article 25(2) and (3) of
Regulation (EU) 2017/1939 and
without prejudiceto any
restrictionsindicated in
accordance with Article 19(2) of
this Regulation by the Member
State, Union body, third country
or_international organisation
providing theinformation in
question. Europol shall notify the
Member States concerned

without delay.”

TM 26/11/2021: CSL cannot accept
deletion of reference to third
countries and international
organisations

TM 17/11/2021: EP requests
deletion of third countries and
international organisations given
that they have no legal obligation to
provide relevant information to
EPPO, otherwise OK with COMP;
CSL to check internally

4, Europol shall without undue
delay report to the EPPO any
criminal conduct in respect of
which the EPPO could exercise its
competence in accordance with
Article 22, Article 25(2) and (3) of
Regulation (EU) 2017/1939 and
without prejudiceto any
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restrictionsindicated in
accordance with Article 19(2) of
this Regulation by the Member
State; or Union bodysthird

erganisatien providing the
information in question. Europol
shall notify the Member_States
concerned without delay.”

Where theinformation concerning
criminal conduct in respect of
which the EPPO could exerciseits
competence has been provided to
Europol by a Member State that
indicated restrictions on the use of
such information in accordance
with Article 19(2), Europol shall
notify the EPPO of the existence of
that restriction and refer the matter
to the Member State concerned
which shall engage directly with
the EPPO in order to comply with
its obligations pursuant to Article
24(1) and (4) of Council
Regulation (EU) 2017/1939.

210

9 In Article 21, the
following paragraph 8 is
added:

9 In Article 21, the following
paragraph 8 is added:
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211 “8. If during information- | AM 105 “8. If during information- \F/)Y(;:/E;?gn[; (;;?g;;irgtzfé 101(; rzn%zlﬁ)e
processing activitiesin respect | o If during information- processing activities in respect of an EP/CSL text

of an individual investigation
or specific project Europol
identifies information relevant
to possibleillegal activity
affecting the financial interest
of the Union, Europol shall on
its own initiative without
undue delay provide OLAF

processing activities in respect
of a specific investigation or
project Europol identifies
information relevant to possible
illegal activity affecting the
financia interest of the Union,
Europol shall without undue

individual investigation or specific
project Europol identifies
information relevant to possible
illegal activity affecting the
financial interest of the Union,
Europol shall onitsown initiative
without undue delay provide OLAF
with that information without

If during information-processing
activities in respect of a specific
investigation or project Europol
identifies information relevant to
possibleillegal activity affecting the

ith that inf tion.” delay provide OLAF with that udicet etrict financial interest of the Union,
wi at Information. information _prde_|u tlecdsbo ?EVI(/I “l;; 'ogtst Europol shall without undue delay
Indicated by the Member SIales | qyide OLAF with that information
in accordance with Article 19(2). without prejudiceto any restrictions
Europal shall notif\_/theMember indicated by the Member States in
States concerned without delay. accordance with Article 19(2).
Europol shall notify the Member
States concerned without delay.
212 AM 106 (9bis) In Article 23, paragraph 7
(@) InArticle23, isreplaced by the following:
paragraph 7 isreplaced by the
following:
213 7. Onward transfers of persondl "7. Onward transfers of Written procedure (25/11/2021).

data held by Europol by
Member States, Union bodies,
third countries, international
organisations and private
parties shall be prohibited,
unless Europol has given its
prior explicit authorisation.

personal data held by Europol by
Member States, Union bodies, third
countries, and international
organisations and private parties
shall be prohibited, unless Europol

provisional agreement (EP/CSL
texts areidentical)

"7. Onward transfers of
personal data held by Europol by
Member States, Union bodies, third
countries, and internationa
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has given its prior explicit
authorisation."
214 (9 bis) Thetitle of Section 2is ritten procedure (25/11/2021):

amended as follows:

215 TRANSMISSION, TRANSFER AND ritten procedure (25/11/2021):

EXCHANGE OF PERSONAL DATA

216 (10) Article24 isreplaced (10) Article 24 isreplaced by the
by the following: following:
217 “Article 24 “Article 24

TM 12/11/2021:

TM 12/11/2021:
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(3) and without prejudice to
Article 67, Europol shall only
transmit operational personal
data to another Union
institution, body, office or
agency if the dataare
necessary for the legitimate
performance of tasks of the
other Union institution, body,
office or agency

2018/1725 and subject to any
further restrictions pursuant to
this Regulation, in particular
pursuant to Article 19(2) and
(3) and without prejudice to
Article 67, Europol shall only
transmit personal datato
another Union institution,
body, office or agency if the
personal data are necessary
and proportionate for the
legitimate performance of tasks
of the other Union institution,
body, office or agency.

Article 67, Europol shall only
transmit operational persona data
to another Union institution, body,
office or agency if the dataare
necessary for the legitimate
performance of tasks of the other
Union institution, body, office or

agency

71(2) of Regulation (EU)
2018/1725 and subject to any
further restrictions pursuant to this
Regulation, in particular pursuant to
Article 19(2) and (3) and without
prejudice to Article 67, Europol
shall only transmit personal datato
another Union institution or body;
office-or-ageney if the personal data
are necessary and proportionate for
the legitimate performance of tasks
of the other Union institution or

body;-effice-or-ageney-

NB: ‘Union institution, body, office
or agency’ was replaced by “‘Union
institution or body’ in line with
agreement to drop definition of
“Union body’ in Art. 2 and apply
the definition of Union institutions
or bodies’ from EUDPR.

220

2. Where the operational
personal data are transmitted
following a request from
another Union institution,
body, office or agency, both
the controller and the recipient
shall bear the responsibility for
the lawfulness of that
transmission.

AM 109

2. Following arequest for
the transmission of personal
data from another Union
institution, body, office or
agency, Europol shall verify
the competence of the other
Union ingtitution, body, office
or agency. If doubtsarise asto
this necessity of the
transmission of the personal

TM 12/11/2021: provisionally
agreed

2. Following arequest for the
transmission of personal data from
another Union institution, body,
office or agency, Europol shall
verify the competence of the other
Union institution or body;-effice-er
ageney . If doubts arise asto this
necessity of the transmission of the
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M 12/11/2021:

M 12/11/202
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M 12/11/2021:

(11) Article 25 is amended (11) Article 25 isamended as
asfollows: follows:

(-a) In paragraph 1, the 12/1112021
introductory phrase and point (a
arereplaced by the following:

M 12/11/2021:
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M 17/11/2021:

@ adecision of the
Commission adopted in accordance
with Article 36 of Directive

(EU) 2016/680, finding that the
third country or aterritory or a
processing sector within that third
country or the international
organisation in question ensures an
adequate level of protection
(‘adequacy decision’) or_in the
absence of such adecision,
appropriate safeguar ds have been
provided for or exist in
accordance with paragraph 4a of
this Article_or in the absence of
both an adequacy decision and of
such appropriate safeguards, a
derogation applies pursuant to
paragraph 5 or 6 of thisArticle,"

228 AM 112
(-a) paragraph 3isdeleted

TM 26/11/2021: CSL positive
scrutiny; to check internally
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229 AM 113 (-abis) A new paragraph 4a. is TM 17/11/2021: provisionally
(-aa) thefollowing paragraph | inserted agreed only if CSL insists to keep
daisinserted: 43

(-aa) thefollowing paragraph 4ais
inserted:

230 4a. In the apsgnce of an "4a. Intheabsenceof an TM 17/11/2021: provisionaly
adeguacy decision, Europol | 2500130y decision, the agreed only if CSL insists to keep
may transfer personal data to M anagement Board may 4a; otherwise EP would be ready to
a third qountry oran authorise Europol to transfer consider dropping par. 4aand
i/\r;rt]erngtlonal organisation operational personal datato a replace it by par. 6 as proposed by

&e competent authority of athird COM - wording below tbc by CSL
country or to an int.ernational 4a. | n the absence of an adequacy
organisation where: decision, the M anagement Board

may authorise Europol to transfer
eperational personal datatoa
competent authority of athird
country or to an international
organisation where:

231 (q) appropriate safeguard_s (a appropriate safequar ds TM 17/11/2021: provisionally
V\?th regartlalttjotthe protect'ldogd with regard to the protection of agreed
?Orﬁirzore% allil/ %i?]r;r%ov' opergtional p_ersonal data_are_

. ) provided for in alegally binding

Instrument; or instrument: or () appropriate safequards
with regard to the protection of
eperatienal personal dataare
provided for in alegally binding
instrument; or

232 Eg)eltz:ﬁr:ﬁ?r(?lstgﬁ(s::sm all (b) _ Europol has ass&sed_ all TM 17/11/2021: provisionally
surrounding the transfer of the circumstances surrounding agreed
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personal data and has
concluded that appropriate
safeguards exist with regard to
the protection of personal
data.

Europol shall inform the
EDPS about categories of
transfers under point (b) of
paragraph 1. When a transfer
is based on point (b) of this
paragraph, such atransfer
shall be documented and the
documentation shall be made
available to the EDPS on
request. The documentation
shall include a record of the
date and time of the transfer
and information about the
receiving competent authority,
thejustification for the
transfer and the personal data
transferred.”

thetransfer of operational
personal data and has concluded
that appropriate safequards exist
with regard to the protection of
oper ational personal data."

(b)  Europol has assessed all
the circumstances surrounding
thetransfer of operational
personal data and has concluded
that appropriate safequards exist
with regard to the protection of
eperational personal data.”

233 (@) In paragraph 5, the (@) In paragraph 5, the introductory
introductory phraseis replaced phraseis replaced by the following:
by the following:
234 "By way of derogation from AM 114 "By way of derogation from TM 17/11/2021: provisionally

paragraph 1, the Executive
Director may authorise the
transfer or categories of
transfers of personal datato
third countries or international

By way of derogation from
paragraph 1, the Executive
Director may exceptionally
authorise the transfer or a
category of transfers of

paragraph 1, the Executive Director
may authorise the transfer or a
categoryies of transfers of personal
datato a competent authority of a
third countryies or to an

agreed

By way of derogation from
paragraph 1, the Executive Director
may, in duly justified cases,
authorise the transfer or a category
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organisations on a case-by-
case basisif thetransfer is, or
therdated transfers are:”;

personal datato third countries
or international organisations
on a case-by-case basisif the
transfer is, or the related
transfers are:

international organisationson a
case-by-case basisif the transfer
is";

of transfers of personal datato a
competent authority of athird
country or to an international
organisation on a case-by-case basis
if the transfer is, or the related
transfers are:

235 (abis) In paragraph 5, TM 17/11/2021: provisionally
point (b) isamended asfollows: agreed to use CSL text
(abis) In paragraph 5, point (b)
isamended asfollows:
236 "(b)  necessary to safeguard TM 17/11/2021: provisional
legitimate interests of the data agreement to use CSL text
Subject . (b)  necessary to safeguard
' legitimate interests of the data
237 TM 17/11/2021: provisional

agreement not to change par. 6
since CSL insists on keeping par.
43, and therefore no amendments to
par. 6 as per the Commission’s
suggestion should be considered.

COM compromise proposal
(08/11/2021):

Page 146 of 252




26/11/2021

COM (13908/20 + COR 1)

EP (A9-9999/2021)

Council

Provisional agreement

(abis) Paragraph 6 isreplaced by
the following:

By way of derogation from
paragraph 1, the Management
Board may, in agreement with the
EDPS, authorisefor-a-period-not

i e
aecordance a set of transfers of
personal data to third countries or
international organisations for one
of the objectives listed in with
points (a) to () of paragraph 5,
taking into account the existence of
adequate safeguards with respect to
the protection of privacy and
fundamental rights and freedoms of
individuals. Such authorisation shall
be for a fixed period, which shall
normally not exceed one year but
can belonger if necessary. This
period can be renewed/further
extended in agreement with the
EDPS. Such authorisation shall be
duly justified and documented.

238

(b) In paragraph 8, the
following sentence is del eted:

AM 115

(b paragraph 8 is replaced
by the following

(b) Paragraph 8is
replaced by the following:
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Where atransfer is based on

239 “Where a transfer is based on h h “8. Europol shall informthe | TM 17/11/2021: provisional
paragraph 5, such atransfer paragfrap sh:l? gr g such a od EDPS about categories of agreement - use CSL text
shall be documented and the transier © oc_;ument transfers under point (b) of
documentation shall be made and the dqcumentatlon shall be paragraph 4a. Where atransfer is
available to the EDPS on made available to the EDPSon | ooy o paragraph 4aor 5, sucha | 8. Europol shall inform the
request. The documentation ;%L:eﬂ ITZIG docum%ntaftl ﬁn transfer shall be documented and EDPS about categories of
shall include arecord of the ot 'ng ude a:cechor 0 ; e the documentation shall be made transfersunder point (b) of
date and time of the transfer, eandtimeor thetransier, | 4 4japle to the EDPS on request. | Paragraph 4a. Where atransfer is
and information about the and information about the The documentation shall includea | based on paragraph 4a or 5, such a
reciving competent authority, | [20¢Vi1d COTBEET a;‘th‘mty' record of the date and time of the | transfer shall be documented and
about the justification for the tra(r)ll;fer ;J]g aIbIO?Jt Lﬁg Orthe 1 transfer, and information about the | the documentation shall be made
transfer and about the onerational bersonal deta receiving competent authority, available to the EDPS on request.
operational personal data P sferred P about the justification for the The documentation shall include a
transferred.” transferred. transfer and about the operational record of the date and time of the
personal data transferred.” transfer, and information about the
receiving competent authority,
about the justification for the
transfer and about the operational
persona datatransferred.
240 (12) Article 26 isamended (12) Article 26 isamended as
asfollows: follows:
241 (-a) In paragraph 1, point (c) is (-a) In paragraph 1, point (c) is
amended asfollows: amended asfollows:
242 "(c) anauthority of athird TM 17/11/2021: provisional

country or an international
organisation which is the subject of
an adequacy decision asreferred to
in point (a) of Article 25(1) of this
Regulation, et with which the
Union has concluded an

agreement to use CSL text;
consequential alignment with
25(4a):
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international agreement pursuant to
Article 218 TFEU or_in the case of
which appropriate safeguards
with regard to the protection of
operational personal data exist or
areprovided for in alegally
binding instrument in accordance
with Article 25(4a) of this

Regulation.”

"(¢) an authority of a third
country or an internationa
organisation which is the subject of
an adequacy decision as referred to
in point (a) of Article 25(1) of this
Regulation, et with which the Union
has concluded an internationa
agreement pursuant to Article 218
TFEU or_in_the case of which
appropriate  safequards __ with
regard to the protection of
operational personal data exist or
are provided for in_a legally
binding instrument in accordance

with Article 25(4a) of this
Requlation.”
243 (a) paragraph 2 isreplaced by (a) paragraph 2 is replaced by the
the following: following:
244 | “2. Europol may receive AM 117 2. Europol may receive personal TM 17/11/2021: provisional
personal datadirectly from 2. Where Europol receives | data directly from private parties agreement to merge EP/CSL text:

private parties and process
those personal datain
accordance with Article 18 in
order to identify al national
units concerned, as referred to
in point (a) of paragraph 1.
Europol shall forward the
personal data and any relevant
results from the processing of
that data necessary for the
purpose of establishing
jurisdiction immediately to the

personal datadirectly from
private parties, it may process
those personal datain
accordance with Article 18 in
order to identify the national
units concerned, as referred to
in point (a) of paragraph 1.
Europol shall forward the
persona data and any relevant
results from the necessary
processing of that data for the
purpose of establishing

and process those personal datain
accordance with Article 18 in order
to identify all national units
concerned, as referred to in point
(a) of paragraph 1. Europol shall
forward the personal data and any
relevant results from the processing
of that data necessary for the
purpose of establishing jurisdiction
immediately to the nationa units
concerned. Europol may forward
the personal data and relevant

Euroepel-may-receiveWhere

Europol receives personal data
directly from private parties, it may
and process those personal datain
accordance with Article 18 in order
to identify aHthe national units
concerned, asreferred to in point (a)
of paragraph 1. Europol shall
forward the personal data and any
relevant results from the necessary

processing of that—data-recessary
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national units concerned.
Europol may forward the
personal data and relevant
results from the processing of
that data necessary for the
purpose of establishing
jurisdiction in accordance with
Article 25 to contact points
and authorities concerned as
referred to in points (b) and (c)
of paragraph 1. Once Europol
has identified and forwarded
the relevant personal datato
al the respective national units
concerned, or it is not possible
to identify further national
units concerned, it shall erase
the data, unless a national unit,
contact point or authority
concerned resubmits the
personal datato Europol in
accordance with Article 19(1)
within four months after the
transfer takes place.”

jurisdiction immediately to the
national units concerned.
Europol may forward the
personal data and relevant
results from the necessary
processing of that data for the
purpose of establishing
jurisdiction, in accordance with
Article 25 to contact points and
authorities concerned, as
referred to in points (b) and (c)
of paragraph 1. Once Europol
has identified and forwarded
the relevant personal datato al
the respective national units
concerned, or it is not possible
to identify further national units
concerned, it shall erase the
data, unless anational unit,
contact point or authority
concerned resubmits the
persona datato Europol in
accordance with Article 19(1)
within four months after the
transmission or transfer takes
place.

results from the processing of that
data necessary for the purpose of
establishing jurisdiction in
accordance with Article 25 to
contact points and authorities
concerned as referred to in points
(b) and (c) of paragraph 1. Gree | f
Europol cannot identify any
national units concerned, or_has
alr eady Eurepothasidentified-and
forwarded the relevant personal
datato all theidentified respective
national units concerned=ex and it
isnot possible to identify further
national units concerned, it shall
erase the data, unless the national
unit, contact point or authority
concerned resubmits the personal
datato Europol in accordance with
Article 19(1) within four months
after the transfer takes place.
Criteria asto whether the
national unit of the Member State
of establishment of the relevant
private party constitutes a
national unit concerned shall be
set out in the quidelinesreferred
toin Article 18(7).”

data for the purpose of establishing
jurisdiction immediately to the
national units concerned. Europol
may forward the personal data and
relevant results from the necessary
processing of that data recessary
for the purpose of establishing
jurisdiction, in accordance with
Article 25 to contact points and
authorities concerned, as referred to
in points (b) and (c) of paragraph 1.
If Europol cannot identify any
national units concerned, or has
alr eady-Onee Edropel-has
dentified-and forwarded the
relevant personal datato al the
identified respective national units
concerned;-er and it is not possible
to identify further national units
concerned, it shall erase the data,
unlessa the national unit, contact
point or authority concerned
resubmits the personal datato
Europol in accordance with Article
19(1) within four months after the
transmission or transfer takes
place. Criteria asto whether the
national unit of the Member State
of establishment of the relevant
private party constitutes a
national unit concer ned shall be
set out in theguidelinesreferred
toin Article 18(7)."
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245 (abis) thefollowing paragraph 2a | TM 12/11/2021: provisional
isadded: agreement to use CSL text
(a bis) thefollowing paragraph 2a
isadded:
246 "2a. __Any cooperation of TM 12/11/2021: provisional
Europol with private parties shall | agreement to use CSL text
neither duplicate nor interfere :
: = 2a. Any cooper ation of
with ttle_actlv[tle_s of M ember . Europol with private parties shall
States’ financial intelligence units neither duplicate nor interfere
established pursuant to Directive - R
(EU) 2015/849 of the E with the activities of Member
: O NS = NG geel States’ financial intelligence units
Parliament and of the Council, established pursuant to Directive
and shall not concer n infor mation (EU) 2015/849 of the Eur opean
that isto be provided to financial Sarllee Al @ e Col e
intelliqen_ce “F‘“Sfor the pur poses and shall not concern infor mafion
of that Dir ective. that isto be provided to financial
intelligence unitsfor the purposes
of that Directive.
247 (b) paragraph 4 is replaced by (b) paragraph 4 isreplaced by the
the following: following:
248 “4. If Europol receives AM 118 “4. If Europol receives personal TM 17/11/2021: provisionally
personal datafrom aprivate 4. If Europol receives datafrom aprivate party in athird agreed — use Council compromise

party in athird country,
Europol may forward those
data only to a Member State,
or to athird country concerned
with which an agreement on
the basis of Article 23 of
Decision 2009/371/JHA or on
the basis of Article 218 TFEU

persona datafrom aprivate
party in athird country,
Europol may forward those
data and the result of its
analysis and verification only
to aMember State or to athird
country concerned with which
an agreement on the basis of

country, Europol may forward those
dataonly to aMember State, or to a
third country concerned with which
an agreement on the basis of Article
23 of Decision 2009/371/JHA or on
the basis of Article 218 TFEU has
been concluded e¢ which isthe
subject of an adequacy decision as

suggestion below without
“international organisations” as EP
opposed)

If Europol receives personal data
from a private party in athird
country, Europol may forward those
data and the result of itsanalysis
and verification only to a Member
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has been concluded or which
is the subject of an adequacy
decision asreferred to in point
(a) of Article 25(1) of this
Regulation. Where the
conditions set out under
paragraphs 5 and 6 of Article
25 are fulfilled, Europol may
transfer the result of its
anaysis and verification of
such data with the third
country concerned.”

Article 23 of Decision
2009/371/JHA or on the basis
of Article 218 TFEU has been
concluded or which isthe
subject of an adequacy decision
asreferred to in point (a) of
Article 25(1) of this
Regulation. Where the
conditions set out under
paragraphs 5 and 6 of Article
25 arefulfilled, Europol may
transfer the result of its analysis
and verification of such datato
the third country concerned.

referred to in point (a) of Article
25(1) of this Regulation or_in the
case of which appropriate

safequardswith regard to the

protection of operational personal

data exist or areprovided for in a

legally binding instrument in
accor dance with Article 25(4a) of
this Requlation. Where the
conditions set out under paragraphs
5 and 6 of Article 25 are fulfilled,
Europol may transfer the result of
itsanalysis and verification of such
datawith to the third country
concerned.”

State, or to athird country
concerned with which an agreement
on the basis of Article 23 of
Decision 2009/371/JHA or on the
basis of Article 218 TFEU has been
concluded-er- which isthe subject
of an adequacy decision asreferred
to in point (a) of Article 25(1) of
this Regulation or in the case of
which appropriate safeguards
with regard to the protection of
operational personal data exist or
areprovided for in alegally
binding instrument in accordance
with Article 25(4a) of this
Regulation. Where the conditions
set out under paragraphs 5 and 6 of
Article 25 are fulfilled, Europol
may transfer the result of its
analysis and verification of such
datawith to thethird country
concerned.

N.B.: consequential amendments
would be needed under point 186
for Article 26a(2) and under point

191m for article 26b(2)
249 (c) paragraphs 5 and 6 are (c) paragraphs 5 and 6 are replaced
replaced by the following: by the following:
250 | “5. Europol may transmitor | AM 119 “5. Europol may transmit or transfer | TM 12/11/2021: provisionally
transfer persona datato 5. Europol shall not persona datato private partieson a | agreement to use EP wording

private parties on a case-by-
case basis, whereit is strictly

transmit or transfer personal
data to private parties, except

case-by-case basis, whereitis
strictly necessary, and subject to
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necessary, and subject to any
possible restrictions stipul ated
pursuant to Article 19(2) or (3)
and without prgjudice to
Article 67, in the following
Cases:

where, on a case-by-case basis,
it is strictly necessary and
proportionate, and subject to
any possible restrictions
stipulated pursuant to Article
19(2) or (3) and without
prejudice to Article 67, in the
following cases:

any possible restrictions stipulated
pursuant to Article 19(2) or (3) and
without prejudiceto Article 67, in
the following cases:

5. Europol shall not transmit or
transfer personal data to private
parties, except where, on a case-by-
casebasis, it isstrictly necessary and
proportionate, and subject to any
possible  restrictions  stipulated
pursuant to Article 19(2) or (3) and
without prejudice to Article 67, in
the following cases:

251 () the transmission or transfer (a) the transmission or transfer is TM 17/11/2021: provisional
isundoubtedly in the interests undoubtedly in the interests of the | agreement to use CSL wording
of the data subject, and either data subject, anrd-eithethedata
the data subject has given his Subjecthas-givenhisorh
or her consent; or eonsent; or (a) the transmission or transfer is

undoubtedly in the interests of the

252 (b) the transmission or transfer (b) the transmission or transfer is
is absolutely necessary in the absolutely necessary in the interests
interests of preventing the of preventing the imminent
imminent perpetration of a perpetration of a crime, including
crime, including terrorism, for terrorism, for which Europol is
which Europol is competent; competent; or
or

253 (c) the transmission or transfer | AM 120 (c) the transmission or transfer of TM 12/11/2021: provisional

of personal datawhich are
publicly availableis strictly
necessary for the performance
of the task set out in point (m)
of Article 4(1) and the
following conditions are met:

(c) the transmission or
transfer of personal datathat
are publicly availableis strictly
necessary for the performance
of the task set out in point (M)
of Article 4(1) and the

personal data which are publicly
available is strictly necessary for
the performance of the task set out
in point (m) of Article 4(1) and the
following conditions are met:

agreement to use EP text

(© the transmission or transfer
of personal datathat are publicly
available is strictly necessary for the
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following conditions are met:

performance of the task set out in
point (m) of Article 4(1) and the
following conditions are met:

254 (1) the transmission or (1) the transmission or transfer
transfer concerns an individual concerns an individual and specific
and specific caseg, caseg;

255 (i) no fundamental rights (i) no fundamental rights and
and freedoms of the data freedoms of the data subjects
subjects concerned override concerned override the public
the public interest interest necessitating the
necessitating the transmission transmission or transfer in the case
or transfer in the case at hand, at hand; or
or

256 (d) the transmission or transfer (d) the transmission or transfer of
of personal datais strictly personal datais strictly necessary
necessary for Europol to for Europol to inform that private
inform that private party that party that the information received
theinformation received is isinsufficient to enable Europol to
insufficient to enable Europol identify the national units
to identify the national units concerned, and the following
concerned, and the following conditions are met:
conditions are met:

257 (i)  thetransmission or (i) thetransmission or transfer

transfer follows areceipt
of personal datadirectly
from a private party in
accordance with
paragraph 2 of this
Article;

follows areceipt of personal data
directly from a private party in
accordance with paragraph 2 of this
Article;
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258 (i)  themissing (i) the missing information, which
information, which Europol may refer to in these
Europol may refer to in notifications, has a clear link with
these notifications, has a the information previously shared
clear link with the by that private party;
information previously
shared by that private
party;

259 (iii)  themissing (iii)the missing information, which
information, which Europol may refer to in these
Europol may refer to in notifications, is strictly limited to
these notifications, is what is necessary for Europol to
strictly limited to what identify the national units
is necessary for Europol concerned.
to identify the national
units concerned.

260 6. With regard to points (a), 6. With regard to points (a), (b) and | TM 17/11/2021: provisional

(b) and (d) of paragraph 5 of
this Article, if the private party
concerned is not established
within the Unionorina
country with which Europol
has a cooperation agreement
allowing for the exchange of
personal data, with which the
Union has concluded an
international agreement
pursuant to Article 218 TFEU
or which is the subject of an

(d) of paragraph 5 of this Article, if
the private party concerned is not
established within the Union or ina
country with which Europol has a
cooperation agreement allowing for
the exchange of personal data, with
which the Union has concluded an
international agreement pursuant to
Article 218 TFEU, e=which isthe
subject of an adequacy decision as
referred to in point (a) of Article
25(1) of this Regulation or_in the

agreement to use CSL wording
(consequential alignment with
25(4Q)):

6. With regard to points (a), (b) and
(d) of paragraph 5 of this Article, if
the private party concerned is not
established within the Union or in a
country with which Europol has a
cooperation agreement allowing for
the exchange of personal data, with
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adequacy decision as referred
toin point (a) of Article 25(1)
of this Regulation, the transfer
shall only be authorised by the
Executive Director if the
transfer is:

case of which appropriate

safequardswith regard to the
protection of operational personal
data exist or areprovided for in a
legally binding instrument in
accordance with Article 25(4a) of
this Regulation, the transfer shall
only be authorised by the Executive
Director if the transfer is:

which the Union has concluded an
international agreement pursuant to
Article 218 TFEU, ee=which isthe
subject of an adequacy decision as
referred to in point (a) of Article
25(1) of this Regulation or_in the
case of which appropriate
safeguardswith regard to the
protection of operational personal
data exist or areprovided for in a
legally binding instrument in
accor dance with Article 25(4a) of
this Regulation, the transfer shall
only be authorised by the Executive
Director if the transfer is:

261 (a) necessary in order to (a) necessary in order to protect the
protect the vital interests of the vital interests of the data subject or
data subject or another person; another person; or
or

262 (b) necessary in order to (b) necessary in order to safeguard
safeguard legitimate interests legitimate interests of the data
of the data subject; or subject; or

263 (c) essential for the prevention (c) essential for the prevention of an
of an immediate and serious immediate and serious threat to
threat to public security of a public security of aMember State
Member State or athird or athird country; or
country; or

264 | (d) necessary inindividual AM 121 (d) necessary in individual casesfor | TM 12/11/2021: provisionally

cases for the purposes of the
prevention, investigation,

(d) necessary in individual
cases for the purposes of the

the purposes of the prevention,
investigation, detection or

agreed - use EP text
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detection or prosecution of
criminal offences for which
Europol is competent; or

prevention, investigation,
detection or prosecution of a
specific criminal offence for
which Europol is competent; or

prosecution of criminal offences for
which Europol is competent; or

(d) necessary in individual cases
for the purposes of the prevention,
investigation, detection or
prosecution of a specific criminal
offence for which Europol is
competent; or

265 (e) necessary in individual (e) necessary in individual casesfor
cases for the establishment, the establishment, exercise or
exercise or defence of legal defence of legal claimsrelating to
clams relating to the the prevention, investigation,
prevention, investigation, detection or prosecution of a
detection or prosecution of a specific criminal offence for which
specific criminal offence for Europol is competent.
which Europol is competent.
266 Persona data shall not be AM 122 Persona data shall not be COM compromise proposal

transferred if the Executive
Director determines that
fundamental rights and
freedoms of the data subject
concerned override the public
interest in the transfer referred
to in points (d) and (e).

The EDPS shall beinformed
about the transfer without
undue delay. Persona data
shall not be transferred if the
Executive Director determines
that fundamental rights and
freedoms of the data subject
concerned override the public
interest in the transfer referred
to in points (d) and (e).

transferred if the Executive Director
determines that fundamental rights
and freedoms of the data subject
concerned override the public
interest in the transfer referred toin
points (d) and (e).

26/11/2021: use CSL wording

“Personal data shall not be
transferred if the Executive Director
determines that fundamenta rights
and freedoms of the data subject
concerned override the public
interest in the transfer referred to in
points (d) and (e).”

TM 26/11/2021: not acceptable for
CSL; makeit part of EDPS
package; COM: informing EDPS
about each transfer goes too far;
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TM 12/11/2021: EPinsiststo
inform EDPS about individual
transfers - annual report concerning
transfersis not sufficient; COM
guestions whether this addition is
needed as EDPS has access to all
information in any case and par. 6 is
an additional safeguard to par. 5;

Council to check internally
whether EP text can be accepted.

267 | Transfersshall not be
systematic, massive or

structural.”

AM 123
deleted

Transfers shall not be systematic,
massive or structural.”

TM 17/11/2021: provisionally
agreed - delete and replace by
broader prohibition in line 269, to
be confirmed by CSL

268 (d) the following paragraphs

6a and 6b are inserted:

AM 124

(d) the following
paragraphs -6a, 6a and 6b are
inserted:

(d) the following paragraphs 6a and
6b are inserted:

Written procedure (25/11/2021):
provisional agreement to use EP text

(d  the following paragraphs -
6a, 6a and 6b are inserted:

269

“-6a. Without prejudice to
other Union legal acts,
transfers or transmissions of
personal data under
paragraphs 5 and 6 of this
Article shall not be systematic,
massive or structural.”

TM 17/11/2021: provisionally
agreed - delete 267 and replace by
broader prohibition

6a. Without prejudice to points (a),
(c) and (d) of paragraph 5 and other
Union legal acts, transfers or
transmissions of persona data under
paragraphs 5 and 6 of this Article
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shall not be systematic, massive or
structural.

270

“6a. Europol may request
Member States, viatheir
national units, to obtain
personal datafrom private
parties, which are established
or have alegal representative
in their territory, under their
applicable laws, for the
purpose of sharing it with
Europol, on the condition that
the requested personal datais
strictly limited to what is
necessary for Europol with a
view to identifying the
national units concerned.

AM 125

6a. Europol may send a
request to Member States to
provide it with personal data
from private parties, that are
established or have alegal
representative in their territory.
Such arequest shall be
reasoned and as targeted as
possible. Europol shall make
such requests via Member
States' national units. Such
persona datashall bethe least
sensitive possible and strictly
limited to what is necessary
and proportionate for Europol
for the sole purpose of
identifying the national units
concerned.

“6a. Europol may request Member
States, viatheir nationa units, to
obtain personal data from private
parties, which are established or
have alegal representativein their
territory, irapplica
laws subject to their national
laws, for the purpose of sharing it
with Europol, on the condition that
the requested personal datais
strictly limited to what is necessary
for Europol with aview to
identifying the national units
concerned.

TM 26/11/2021.

EP suggestion - wording in line 184
should be aligned; CSL and EP to
check

6a. Europol may request Member
States, viatheir nationa units, to
obtain, under their national laws,
personal datafrom private parties,
that are established or have alegal
representative in their territory,
applicable national laws, for the
purpose of sharing it with Europol,
on the condition that the requested
personal datais strictly limited to
what is necessary for Europol with
a-view to identifyirg the national
units concerned

TM 17/11/2021: Align with line
284 where both EP/Council texts
are drafted in a similar manner:

PRES suggestion (22/11/2021):

6a. Europol may request Member
States, viatheir nationa units, to
obtain personal data from private
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parties, which are established or
have alegal representativein their
territory, under theirsubjeet-te
their-appheable national laws, for
the purpose of sharing it with
Europol, on the condition that the
requested personal datais strictly
limited to what is necessary for
Europol with aview to identifying
the national units concerned

271 Irrespective of their AM 126 Irrespective of their jurisdiction TM 12/11/2021: provisionally

jurisdiction over the specific Irrespective of their jurisdiction | over the specific crimein relation to | agreed to use EP text

crimein relation to which over the specific crimein which Europol seeksto identify the

Europol seeksto identify the | relation to which Europol seeks | national units concerned, Member . PR

national units concerned, to identify the national units States shall ensure that their g&;ﬁﬁg Is\é)(;é)i];itctlgr?rjnuerlisrjldlrggt)inon .

Member States shall ensure concerned, Member States shall | competent national authorities can which Europol seeks to identify the

that their competent national ensure that their competent lawfully process such requestsin e o

authorities can lawfully national authorities can accordance with their national laws [ trlleir

process such requestsin rawfuthy-process such requests | for the purpose of supplying competent national authorities can

accordance with their national | in accordance with their Europol with the information awkuHy-process such requestsin

laws for the purpose of national laws for the purpose of | necessary for it to fulfil its TR A )

supplying Europol with the supplying Europol with the objectives. for the purpose of supplying

info_rmali on necessary foritto info_rr_natior] necessary foritto Europol with the information

fulfil its objectives. fulfil its objectives. necessary for it to fulfil its
objectives.

272 6b. Europol’s infrastructure | AM 127 6b. Europol’s infrastructure may be | TM 17/11/2021: provisional

may be used for exchanges
between the competent
authorities of Member States
and private partiesin

6b.  Europol’s infrastructure
may be used for exchanges
between the competent
authorities of Member States

used for exchanges between the
competent authorities of Member
States and private partiesin
accordance with the respective

agreement to merge EP and CSL
texts

6b. Europol’s infrastructure may be
used for exchanges between the
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accordance with the respective
Member States’ national laws.
In cases where Member States
use thisinfrastructure for
exchanges of personal data on
crimes falling outside the
scope of the objectives of
Europol, Europol shall not
have access to that data.”

and private partiesin
accordance with the respective
Member States’ national laws.
In cases where Member States
use thisinfrastructure for
exchanges of persona data on
crimes falling outside the scope
of the objectives of Europol,
Europol shall not have access
to that data and shall be
considered to be a “processor’
within the meaning of Article
87 of Regulation (EU)
2018/1725. Europol shall
carry out an assessment of the
possible security risks posed by
the opening of its
infrastructure for use by
private parties and, where
necessary, implement
appropriate preventive and
mitigating measures.

Member States’ national laws, and
those exchanges may also cover
crimesfalling outside the scope of
the objectives of Europol. In cases
where Member Statesusethis
infrastructur e for_exchanges of
personal data on crimesfalling
within the scope of Europols
objectives, they may grant
Europol accessto such data. In
cases where Member States use this
infrastructure for exchanges of
personal dataon crimesfalling
outside the scope of the objectives
of Europol, Europol shall not have
access to that data.”

competent authorities of Member
States and private partiesin
accordance with the respective
Member States’ national laws, and
those exchanges may also cover
crimes falling outside the scope of
the objectives of Europol. In cases
where Member States usethis
infrastructurefor exchanges of
personal data on crimesfalling
within the scope of Europols
objectives, they may grant
Europol accessto such data. In
cases where Member States use this
infrastructure for exchanges of
persona dataon crimesfalling
outside the scope of the objectives
of Europol, Europol shall not have
access to that data and shall be
considered to be a ‘processor’
within the meaning of Article 87 of
Regulation (EU) 2018/1725.
Europol shall carry out an
assessment of the possible security
risks posed by the opening of its
infrastructure for use by private
parties and, where necessary,
implement appropriate preventive
and mitigating measures.

p.m. COM to provide proposal for a
recital to ensure that the exemption
from the Annex Il obligation under
Art. 18(5) only appliesin case
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Europol is aprocessor - Merge EP
and CSL text

273 (e) paragraphs 9 and 10 are

(e) paragraphs 9 and 10 are deleted,;

deleted;
274 (d) anew paragraph 11 isinserted: | TM 17/11/2021: provisionally
agreed - use CSL text
(d) anew paragraph 11 is inserted:
275 "11. Europol shalldrawupan |TM 17/11/2021: provisionally

annual report to the Management
Board on the personal data
exchanged with private parties
pursuant Articles 26 and 26a on
the basis of quantitative and
gualitative evaluation criteria
defined by the M anagement
Board, including specific
examples of cases demonstrating
why thesereguests were
necessary for Europol to fulfil its
objectives and tasks. Thereport
shall take into account the
obligations of discretion and
confidentiality and the examples
shall be anonymized insofar as
personal dataisconcerned. The
annual report shall be sent to the
European Parliament, the
Council, the Commission and
national parliaments."

agreed - use CSL text

"11. Europol shall draw up an
annual report to the Management
Board on the personal data
exchanged with private parties
pursuant Articles 26 and 26a on
the basis of guantitative and
qualitative _evaluation _ criteria
defined by the Management
Board, including specific examples
of cases demonstrating why these
requests were necessary for
Europol to fulfil its objectives and
tasks. The report shall take into
account  the  obligations _ of
discretion and confidentiality and
the examples shall be anonymized
insofar as personal data is
concerned. The annual report
shall be sent to the European
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Parliament, the Council, the
Commission and national
parliaments."
276 (13) the following Article 26a (13) the following Article 26ais
isinserted: inserted:
277 "Article 26a "Article 26a
Written procedure (25/11/2021):
278 Exchanges of personal data Exchanges of personal datawith | provisional agreement to use CSL
with private partiesin crisis private partiesin onlinecrisis text:
situations situations Exchanges of personal data with
private parties in online crisis
situations
279 1. Europol may receive AM 128 1. Europol may receive persona TM 26/11/2021: CSL to check; tbc
personal datadirectly from 1 Europol may receive data directly from private parties during political trilogue

private parties and process
those personal datain
accordance with Article 18 to
prevent the dissemination of
online content related to
terrorism or violent extremism
in crisis situations as set out in
point (u) of Article 4(1).

personal datadirectly from
private parties and process
those personal datain
accordance with Article 18 to
prevent the online
dissemination of terrorist
content in crisis situations as
set out in point (u) of Article
4(1).

and process those personal datain
accordance with Article 18 to
prevent the dissemination of online
content related to terrorism or
violent extremism in onlinecrisis
situations as set out in point (u) of
Article 4(1).

COM compromise  proposal
(22/11/2021): to be read in
conjunction  with  compromise

proposals on lines 91 and 108

1. Europol may receive personal data
directly from private parties and
process those personal data in
accordance with Article 18 te
content related  to - terrorismor
violent—extremism in online crisis
situations as set out in point (u) of
Article 4(1).
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280

2. If Europol receives
personal datafrom aprivate
party in athird country,
Europol may forward those
dataonly to aMember State,
or to athird country concerned
with which an agreement on
the basis of Article 23 of
Decision 2009/371/JHA or on
the basis of Article 218 TFEU
has been concluded or which
is the subject of an adequacy
decision asreferred to in point
(a) of Article 25(1) of this
Regulation. Where the
conditions set out under
paragraphs 5 and 6 of Article
25 are fulfilled, Europol may
transfer the result of its
analysis and verification of
such data with the third
country concerned.

AM 129

2. If Europol receives
persona datafrom aprivate
party in athird country,
Europol may forward those
data only to the Member State,
or to the third country
concerned with which an
agreement on the basis of
Article 23 of Decision
2009/371/JHA or on the basis
of Article 218 TFEU has been
concluded or whichisthe
subject of an adequacy decision
asreferred to in point (a) of
Article 25(1) of this
Regulation. Where the
conditions set out under
paragraphs 5 and 6 of Article
25 of this Regulation are
fulfilled, Europol may transfer
the result of its analysis and
verification of such datato the
third country concerned.

2. If Europol receives personal data
from a private party in athird
country, Europol may forward those
data only to aMember State, or to a
third country concerned with which
an agreement on the basis of Article
23 of Decision 2009/371/JHA or on
the basis of Article 218 TFEU has
been concluded, e=which isthe
subject of an adequacy decision as
referred to in point (a) of Article
25(1) of this Regulation or_in the
case of which appropriate
safeguardswith regard to the
protection of operational personal
data exist or are provided for in a
legally binding instrument in
accor dance with Article 25(4a) of
this Requlation. Where the
conditions set out under paragraphs
5and 6 of Article 25 are fulfilled,
Europol may transfer the result of
itsanalysis and verification of such
datawith to the third country
concerned.

TM  17/11/2021:  provisionaly
agreed to use CSL text and merge
with EP addition:

2. If Europol receives persona data
from a private party in a third
country, Europol may forward those
data only to a Member State, or to a
third country concerned with which
an agreement on the basis of Article
23 of Decision 2009/371/JHA or on
the basis of Article 218 TFEU has
been concluded, e—which is the
subject of an adequacy decision as
referred to in point (a) of Article
25(1) of this Regulation or_in the
case _of which appropriate
safeqguards with regard to the
protection of operational personal
data exist or are provided for in a
legally binding instrument in
accordance with Article 25(4a) of
this _Requlation. Where the
conditions set out under paragraphs
5 and 6 of Article 25 of this
Regulation are fulfilled, Europol
may transfer the result of itsanalysis
and verification of such datawith to
the third country concerned.
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281 3. Europol may transmit or AM 130 3. Europol may transmit or transfer | TM__ 26/11/2021: EP: replace
transfer persona datato 3. Europol may transmit personal datato private parties, on a | “‘preventing’ by ‘addressing’; CSL to
private parties, on a case-by- or transfer personal datato case-by-case basis, subject to any check; tbc during political trilogue;
case basis, subject to any private parties, on a case-by- possible restrictions stipul ated :
possible restrictions stipulated | case basis, subject to any pursuant to Article 19(2) or (3) and C[Z %I\lﬂﬂzoé:i))mpr%mlsse rraéa%posﬁi
pursuant to Article 19(2) or (3) | possiblerestrictions stipulated | without pregjudice to Article 67, conjunction ' with  compromise
and without prejudice to pursuant to Article 19(2) or (3) | where the transmission or transfer proposals on lines 91 and 108
Article 67, where the and without prejudice to Article | of such datais strictly necessary for
transmission or transfer of 67, where the transmission or preventing the dissemination of
such datais strictly necessary | transfer of such dataisstrictly | online content related to terrorism 3. Europol may transmit or transfer
for preventing the necessary for preventing the or violent extremism as set out in personal data to private parties, on a
dissemination of online online dissemination of point (u) of Article 4(1), and no case-by-case basis, subject to any
content related to terrorism or | terrorist content as set out in fundamental rights and freedoms of possble  restrictions  stipulated
violent extremism as set out in | point (u)of Article 4(1), and no | the data subjects concerned override pursuant to Article 19(2) or (3) and
point (u) of Article 4(1), and fundamental rights and the public interest necessitating the | \yithout prejudice to Article 67,
no fundamental rights and freedoms of the data subjects transmission or transfer inthe case | \yhere the transmission or transfer of
freedoms of the data subjects | concerned override the public | at hand. such data is strictly necessary for
concerned override the public | interest necessitating the preventing BRline crisis Sitliations
interest necessitating the transmission or transfer in the the_dissemination-of—online_content
transmission or transfer inthe | case at hand. related—to—terrorism—or—violent
case a hand. extremism as set out in point (u) of

Article 4(1), and no fundamental
rights and freedoms of the data
subjects concerned override the
public interest necessitating the
transmission or transfer in the case at
hand.

282 4. If the private party 4. If the private party concernedis | TM __ 17/11/2021:  provisionally
concerned is not established not established withintheUnionor | agreed to use CSL  text
within the Unionorina in a country with which Europol has | (consequential  alignment  with
country with which Europol acooperation agreement allowing | 25(4a))

has a cooperation agreement

for the exchange of personal data,
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allowing for the exchange of
personal data, with which the
Union has concluded an
international agreement
pursuant to Article 218 TFEU
or which is the subject of an
adequacy decision as referred
toin point (a) of Article 25(1)
of this Regulation, the transfer
shall be authorised by the
Executive Director.

with which the Union has
concluded an international
agreement pursuant to Article 218
TFEU, e=which is the subject of an
adequacy decision asreferred to in
point () of Article 25(1) of this
Regulation or_in the case of which
appropriate safeguards with
regard to the protection of
operational personal data exist or
areprovided for in alegally
binding instrument in accordance
with Article 25(4a) of this
Requlation, the transfer shall be
authorised by the Executive
Director.

4. If the private party concerned is
not established within the Union or
in acountry with which Europol has
a cooperation agreement allowing
for the exchange of personal data,
with which the Union has concluded
an international agreement pursuant
to Article 218 TFEU, ewhich isthe
subject of an adequacy decision as
referred to in point (a) of Article
25(1) of this Regulation or_in the
case _of which appropriate
safequards with regard to the
protection of operational personal
data exist or are provided for in a
legally binding instrument in
accordance with Article 25(4a) of
thisRegulation, thetransfer shall be
authorised by the Executive
Director.

283

4a. Europol shall assist, exchange

TM 26/11/2021: provision goes too

information and cooperate with
the competent authorities with
regard to the transmission or
transfer of personal datato
private parties under paragraphs
3or 4 of thisArticle, in particular
to avoid duplication of effort,
enhance coordination and avoid
interference with investigationsin
different Member States.

far for EP, EP wants concise
wording that stresses avoiding
interference  with investigations;
COM to provide compromise
wording

TM 17/11/2021: CSL to provide
written explanation asto the analogy
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of this safeguard with TCO
Regulation;

TM 12/11/2021: EP in favour of
preventing duplication of work but
CSL AM might lead to unnecessary
burden for Europol if such
cooperation is required in crisis
situations, cooperation in genera
covered by Art. 4(1)(m);

284 | 5. Europol may request
Member States, viatheir
national units, to obtain
personal datafrom private
parties, which are established
or have alegal representative
in their territory, under their
applicable laws, for the
purpose of sharing it with
Europol, on the condition that
the requested personal datais
strictly limited to what is
necessary for Europol for
preventing the dissemination
of online content related to
terrorism or violent extremism
as set out in point (u) of
Article 4(1). Irrespective of
their jurisdiction with regard
to the dissemination of the
content in relation to which
Europol requests the personal

AM 131

5. Europol may request
Member States, viatheir
national units, to obtain
persona datafrom private
parties, which are established
or have alegal representativein
thelir territory, under their
applicable laws, for the purpose
of sharing it with Europol, on
the condition that the requested
persona dataisstrictly limited
to what is necessary for
Europol for preventing the
online dissemination of
terrorist content as set out in
point (u) of Article 4(1).
Irrespective of their jurisdiction
with regard to the
dissemination of the content in
relation to which Europol
reguests the personal data,

5. Europol may request Member
States, viatheir nationa units, to
obtain personal data from private
parties, which are established or
have alegal representativein their
territory, under their appheable
national laws, for the purpose of
sharing it with Europol, on the
condition that the requested
personal datais strictly limited to
what is necessary for Europol for
preventing the dissemination of
online content related to terrorism
or violent extremism as set out in
point (u) of Article 4(1).
Irrespective of their jurisdiction
with regard to the dissemination of
the content in relation to which
Europol requests the personal data,
Member States shall ensure that the
competent national authorities can
lawfully process such requestsin

TM _ 26/11/2021: EP: replace
‘preventing’ by ‘addressing’; CSL to
check; tbc during political trilogue

5. Europol may request Member
States, via their nationa units, to
obtain personal data from private
parties, which are established or
have a legal representative in their
territory, under their appleable
national laws, for the purpose of
sharing it with Europol, on the
condition that the requested personal
data is strictly limited to what is
necessary for Europol for preventing
online crisis dtuations the
related to terrorism  or  violent
extremism as set out in point (u) of
Article 4(1). Irrespective of their
jurisdiction with regard to the
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data, Member States shall
ensure that the competent
national authorities can
lawfully process such requests
in accordance with their
nationa laws for the purpose
of supplying Europol with the
information necessary for it to
fulfil its objectives.

Member States shall ensure that
the competent national
authorities can lawfully process
such requests in accordance
with their national laws for the
purpose of supplying Europol
with the information necessary
for it to fulfil its objectives.

accordance with their national laws
for the purpose of supplying
Europol with the information
necessary for it to fulfil its
objectives.

dissemination of the content in
relation to which Europol requests
the personal data, Member States
shal ensure that the competent
national authorities can lawfully
process such requests in accordance
with their nationa laws for the
purpose of supplying Europol with
the information necessary for it to
fulfil its objectives

285 | 6. Europol shal ensure that AM 132 6. Europol shall ensure that detailed | TM 12/11/2021: provisionally
detailed records of all transfers | 6. Europol shall ensure records of all transfers of personal agreed - use EP wording
of personal data and the that detailed records of all data and the grounds for such
grounds for such transfersare | transfers of personal data and transfers are recorded in accordance :
recorded in accordance with the grounds for such transfers | with this Regulation and Europol snall ensure that detalled
. ) . : : records of al transfers of persona
this Regulation and are recorded in accordance with | communicated upon request to the data.and the grounds for such
communicated upon request to | this Regulation and EDPS pursuant to Article 40. .
. : transfers are recorded in accordance
the EDPS pursuant to Article | communicated upon request to - - :
0 the EDPS 10 Artiq] with this Regulation and
' 396 purstant to Article communi cated upon request to the
a. EDPS pursuant to Article 39a.
286 | 7. If the personal data 7. If the personal datareceived or to
received or to be transferred be transferred affect the interests of
affect the interests of a aMember State, Europol shall
Member State, Europol shall immediately inform the national
immediately inform the unit of the Member State
national unit of the Member concerned.”
State concerned.”
287 AM 133 TM 12/11/2021: CSL positive
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(13a) thefollowing Article scrutiny (tbc);
26b is inserted (13a) thefollowing Article 26b is
inserted:

288 Article 26b - TM 12/11/2021: CSL positive
scrutiny (tbc); EP : to be checked -
reference to ‘point (ua) of Article
4(1)) throughout the article

289 Exchanges of personal data TM 12/11/2021: CSL positive

with private parties to prevent scrutiny (the)
the online dissemination of
child sexual abuse material
290 1. Europol may receive TM 12/11/2021: CSL positive
personal data directly from scrutiny (tbc)
private parties and process
those personal data in
accordance with Article 18 to
prevent the online
dissemination of child sexual
abuse material, as set out in
point (ua) of Article4(1).
201 2. 1 Europol recaives personal TM 12/11/2021: CSL positive
data from a private party in a scrutiny (tbc)
third country, Europol may
forward those data only to the
Member State, or to the third
country concerned with which
an agreement on the basis of
Article 23 of Decision
2009/371/JHA or on the basis
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of Article 218 TFEU has been
concluded or which isthe
subject of an adequacy
decision asreferred to in point
(a) of Article 25(1) of this
Regulation. Where the
conditions set out under
paragraphs 5 and 6 of Article
25 of this Regulation are
fulfilled, Europol may transfer
theresult of itsanalysisand
verification of such datato the
third country concerned.

292 3. EUIOPO] may transmit or TM 12/11/2021: CSL positive
ransier persona data to scrutiny (tbc)

private parties, on a case-by-
case basis, subject to any
possible restrictions stipul ated
pursuant to Article 19(2) or (3)
and without prejudice to
Article 67, wherethe
transmission or transfer of
such data is strictly necessary
for preventing the online
dissemination of child sexual
abuse material asset outin
point (ua) of Article4(1), and
no fundamental rights and
freedoms of the data subjects
concerned override the public
interest necessitating the
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transmission or transfer in the
case at hand.

293

4. 1f the private party
concerned is not established
within the Union or in a
country with which Europol
has a cooperation agreement
allowing for the exchange of
personal data, with which the
Union has concluded an
international agreement
pursuant to Article 218 TFEU
or which isthe subject of an
adequacy decision asreferred
toin point (a) of Article 25(1)
of this Regulation, the transfer
shall be authorised by the
Executive Director.

TM 12/11/2021: CSL positive
scrutiny (tbc)

294

5. Europol may request
Member States, via their
national units, to obtain
personal data from private
parties, which are established
or have a legal representative
in their territory, under their
applicable laws, for the
purpose of sharing it with
Europol, on the condition that
the requested personal datais
strictly limited to what is

TM 12/11/2021: CSL positive
scrutiny (tbc)
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necessary for Europol to
prevent the online
dissemination of child sexual
abuse material, as set out in
point (ua) of Article4(1).

I rrespective of their
jurisdiction with regard to the
dissemination of the content in
relation to which Europol
requests the personal data,
Member States shall ensure
that the competent national
authorities can process such
reguests in accordance with
national law for the purpose of
supplying Europol with the
information necessary for it to
fulfil its objectives.

295

6. Europol shall ensure that
detailed records of all
transfers of personal data and
the groundsfor such transfers
arerecorded in accordance
with this Regulation and
communicated upon request to
the EDPS pursuant to Article
39%a.

TM 12/11/2021: CSL positive
scrutiny (tbc)

296

7. 1f the personal data received
or to betransferred affect the
interests of a Member State,

TM 12/11/2021: CSL positive
scrutiny (tbc)
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Europol shall immediately
inform the national unit of the
Member State concerned.”

297

(13 bis) In Article 27,
paragraphs1 and 2 are amended
as follows;

298

"1 Insofar asis necessary in
order for Europol to perform its
tasks, Europol may receive and
process information originating
from private persons. Persona data
originating from private persons
may only be processed bEuropol on
condition that they are received via:

299

€) anationa unitin
accordance with nationa law;

300

(b) the contact point of a
third country or an international
organisation with which Europol
has concluded, before 1 May 2017,
a cooperation agreement allowing
for the exchange of personal datain
accordance with Article 23 of
Decision 2009/371/JHA; or

301

(c) an authority of a
third country or an international
organisation which is the subject of
an adequacy decision as referred to

TM 17/11/2021 - provisionaly
agreed to use CSL text
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in point (a) of Article 25(1), et with
which the Union has concluded an
international agreement pursuant to
Article 218 TFEU or_in the case of
which appropriate safeguards
with regard to the protection of
operational personal data exist or
areprovided for in alegally
binding instrument in accor dance
with Article 25(4a) of this

Regulation.

(consequential alignment with
25(44))

(© an authority of athird
country or an international
organisation which is the subject of
an adequacy decision as referred to
in point (a) of Article 25(1), e with
which the Union has concluded an
international agreement pursuant to
Article 218 TFEU or in the case of
which appropriate safeguards
with regard to the protection of
operational personal data exist or
areprovided for in alegally
binding instrument in accor dance
with Article 25(4a) of this

Reqgulation.
302 2. If Europol receives TM 17/11/2021 - provisionally
information, including personal agreed to use CSL text

data, from a private person residing
in athird country with which there
isno international agreement
concluded either on the basis of
Article 23 of

Decision 2009/371/JHA or on the
basis of Article 218 TFEU, ef
which is not the subject of an
adequacy decision asreferred to in
point (@) of Article 25(1) of this
Regulation or_in the case of which
appropriate safeguards with

(consequential alignment with
25(44))

2. If Europol receives
information, including personal data,
from a private person residing in a
third country with which there is no
international agreement concluded
either on the basis of Article23 of
Decision 2009/371/JHA or on the
basis of Article 218 TFEU, ef which
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regard to the protection of

oper ational personal data exist or
areprovided for in alegally
binding instrument in accor dance

is not the subject of an adequacy
decision asreferred to in point (&) of
Article 25(1) of thisRegulation or in
the case of which appropriate

with Article 25(4a) of this
Regulation, Europol may only
forward that information to a
Member State or to athird country
concerned with which such an
international agreement has been
concluded.”

safeguards with regard to the
protection of operational personal
data exist or are provided for in a
legally binding instrument in
accordance with Article 25(4a) of
this Requlation, Europol may only
forward that information to a
Member State or to a third country
concerned with which such an
international agreement has been
concluded.”

303 (13 ter) Thetitle of Chapter V1 is Written procedure (25/11/2021):
amended as follows: provisional agreement to use CSL
text
(13ter)The title of Chapter VI is
amended as follows:
304 DATA PROTECTION Written procedur e (25/11/2021):
SAEEGUARDS provisional agreement to use CSL
text
DATA PROTECTION
305 (14) thefollowing Article (14) thefollowing Article 27ais

27aisinserted:

inserted:
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306 “Article 27a “Article 27a
307 Processing of personal data by Processing of personal data by

Europol Europol
308 1. This Regulation, Article 3 1. This Regulation, Article 3 and

and Chapter 1X of Regulation Chapter 1X of Regulation (EU)

(EU) 2018/1725 of the 2018/1725 of the European

European Parliament and of Parliament and of the Council*

the Council* shall apply to the shall apply to the processing of

processing of operational operational personal data by

personal data by Europol. Europol.
309 Regulation (EU) 2018/1725, Regulation (EU) 2018/1725, with

with the exception of its the exception of its Chapter X,

Chapter 1X, shall apply to the shall apply to the processing of

processing of administrative administrative personal data by

personal data by Europol. Europol.

TM 12/11/2021: provisionally

310 2. References to “applicable AM 134 2. References to “‘applicable data agreed - deletion

data protection rules’ in this protection rules’ in this Regulation

Regulation shall be understood | pgjeteq shall be understood as references to

as references to the provisions the provisions on data protection set

on data protection set out in out in this Regulation and in

this Regulation and in Regulation (EU) 2018/1725.

Regulation (EU) 2018/1725.

TM 12/11/2021: provisionally

311 | 3. References to ‘personal AM 135 3. References to ‘personal data’ in | agreed : use EP text

data’ in this Regulation shall 3, References to ‘personal this Regulation shall be understood 3 References to ‘personal

be understood as references to

data’ in this Regulation shall be
understood as references to

as references to ‘operational

data’ in this Regulation shall be
understood as references to
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‘operational personal data’,
unless indicated otherwise.

‘operational personal data’ as
defined in Article 3 of
Regulation (EU) 2018/1725,
unless otherwise provided for
in this Regulation.

personal data’, unless indicated
otherwise.

‘operational personal data’ as
defined in Article 3 of Regulation
(EV) 2018/1725, unless otherwise
provided for in this Regulation.

TM 12/11/2021: provisionally

312 4. Europol shall determine the 4. The Management Board shall agreed - use CSL text
time limits for the storage of adopt rulesto Eurepel-saalt
administrative personal datain determine the time limits for the
its rules of procedure. storage of administrative personal 4. The Management Board shall
data Hts+ules-of-procedure. adopt rulesto Eurepel-shall
determine the time limits for the
storage of administrative personal
data H-ts+ules-of-procedure.
313 | * Regulation (EU) 2018/1725 * Regulation (EU) 2018/1725 of the

of the European Parliament
and of the Council of 23
October 2018 on the
protection of natural persons
with regard to the processing
of personal data by the Union
institutions, bodies, offices and
agencies and on the free
movement of such data, and
repealing Regulation (EC) No
45/2001 and Decision No
1247/2002/EC (OJ L 295,
21.11.2018, p. 39).”

European Parliament and of the
Council of 23 October 2018 on the
protection of natural personswith
regard to the processing of personal
data by the Union institutions,
bodies, offices and agencies and on
the free movement of such data, and
repealing Regulation (EC) No
45/2001 and Decision No
1247/2002/EC (OJ L 295,
21.11.2018, p. 39).”
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314 | (15) Article28isdeleted; (15) Article 28 isdeleted;
315 | (16) Article30isamended (16) Article 30 isamended as

asfollows: follows:
316 (@) in paragraph 2, the first AM 136 (@) in paragraph 2, the first sentence

?slr;toex?ﬁ i s replaced by the @ paragraph 2 is replaced is replaced by the following:

g by the following

317 “2. Processing of personal AM 137 “2. Processing of personal data, by

data, by automated or other o Processing of personal automated or other means,

means, revealing racial or
ethnic origin, politica
opinions, religious or
philosophical beliefs or trade
union membership and
processing of genetic data and
biometric datafor the purpose
of uniquely identifying a
natural person or data
concerning a person’s health
or sex life or sexual orientation
shall be allowed only where
strictly necessary and
proportionate for preventing or
combating crime that falls
within Europol’s objectives
and if those data supplement
other personal data processed
by Europol.”;

data, by automated or other
means, revealing racial or
ethnic origin, political
opinions, religious or
philosophical beliefs, or trade
union membership, and the
processing of genetic data,
biometric datafor the purpose
of uniquely identifying a
natural person, or data
concerning health or
concerning natural persons’
sex life or sexua orientation
shall be allowed only where
strictly necessary and
proportionate for research and
innovation projects pursuant
to Article 33a and for
operational purposes, within
the mandate of Europol, and
only for preventing or

revealing racial or ethnic origin,
political opinions, religious or
philosophical beliefs or trade union
membership and processing of
genetic data and biometric datafor
the purpose of uniquely identifying
anatural person or data concerning
a person’s health or sex life or
sexual orientation shall be allowed
only where strictly necessary and
proportionate for preventing or
combating crime that falls within
Europol’s objectives and if those
data, except biometric data,
supplement other personal data
processed by Europol.”;
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combating crime that falls
within Europol’s objectives as
set out in Article 3. Such
processing shall also be
subject to appropriate
safeguards with regard to the
rights and freedoms of the
data subject, and, with the
exception of biometric data
processed for the purpose of
uniquely identifying a natural
person, shall be allowed only if
those data supplement other
personal data processed by
Europol. Discrimination
against natural personson the
basis of such personal data
shall be prohibited;

318 AM 138
(aa) thefollowing
paragraph 2aisinserted:
319 “2a. The Data Protection

Officer shall be informed
without undue delay in the
case of processing of personal
data pursuant to this Article.”
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320 (b) in paragraph 3, the first (b) #a paragraph 3-thefirstsentence | Written procedure (25/11/2021):
sentenceis replaced by the is replaced by the following: provisional agreement to use CSL
following: text

(b) kA paragraph 3-thefirstsentence
is replaced by the following:

321 “Only Europol shall have “Only Europol shall have direct Written procedure (25/11/2021):
direct access to personal data access to personal data as referred provisional agreement to use CSL
asreferred to in paragraphs 1 to in paragraphs 1 and 2, except text
and 2, except for the cases wher e necessary for the cases “ .
outlined in Article 20 (2a).” outlined in Article 20(1) and axc:)cr!gsltzggr)gcl)rﬂalc};:vaz (rjgffgrcred

_20(2a), or for aresear ch a_md to in paragraphs 1 and 2, except
innovation pr0|ect.|nvolvmq wher e necessary for the cases
specifically authorlsed staff of cillrad A e el A
oo Sac omaey 0. or o et
n . - innovation project involving
eapshetonthe bassof TILeV | gerifically authorised sat of
Article 33a(1)(c). The Executive Memb(_er_ States competent -
Director shall dul.y authorise a autho_rltlesand Unlon.aqenc_les
l[imited number of Europol officials, established i the basis of T|t_IeV
and where relevant also Member * ) of theTFEU in accordancevylth
State officials, to have such access A_rt|cle 33a(1)(c). The Executive
itis necesyar’y for the Director shall duly authorise a
; £ their tasks” limited number of Europol officials,
performance o and whererelevant also Member
State officials, to have such access
if it is necessary for the
performance of their tasks”
322 (c) paragraph 4 is deleted; (c) paragraph 4 is deleted;
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323 (d) paragraph 5 is replaced by (d) paragraph 5 is replaced by the
the following: following:

324 “5. Personal data as referred to | AM 139 “5. Personal data as referred to in TM 17/11/2021: provisionally
in paragraphs 1 and 2 shall not 5 Personal data as paragraphs 1 and 2 shall not be agreed to use EP text
be transmitted to Member réf erred to in paragraphs 1 and transmitted to Member States,
States, Union bodies, or 2 shall not be transmitted to Union bodies, or transferred to third _
transferred to third countries | \'o b o Union bodies. | couUntries and international 5. Personal dataasreferredtoin
and international organisations | too-coc Ut dintries | Organisations unless such paragraphs 1 and 2 shall not be
unless such transmission or and international organisations transmission or transfer is strictly transmitted to Member States,
transfer is strictly necessary unless such transmission or necessary and proportionatein Union bodies, or transferred to third
and proportionate in individual L individual cases concerning crimes | countries and international

) . transfer is strictly necessary o \ o
cases concerning crimesthat | oroportionate in individual that falls within Europol’s organisationsuniesssuch
falls within Europol’s : , objectives and in accordance with | transmission or transfer is strictly
S : cases concerning crimes that . - -
objectives and in accordance | ¢ \yithin Europol’s objectives | ChaPter V.7 TEBESS] e (e U ETE e ]
with Chapter V.”; and in accordance with Chaoter individual cases concerning crimes
N P that fall within Europol’s objectives
T and in accordance with Chapter
V.’

325 (17) Article 32 isreplaced (17) Article 32 isreplaced by the
by the following: following:

326 “Article 32 “Article 32

327 Security of processing Security of processing

328 Europol and Member States Europol and Member States shall Written procedure (25/11/2021):

shall establish mechanismsto
ensure that security measures
referred to in Article 91 of
Regulation (EU) 2018/1725
are addressed across

establish mechanisms to ensure that
security measures referred to in
Article 91 of Regulation (EU)
2018/1725 regarding Europol and
in Article 29 of Directive (EU)
2016/680 regarding the Member

provisional agreement to use CSL
text

Europol and Member States shall
establish mechanisms to ensure that
security measuresreferred toin
Article 91 of Regulation (EU)
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information system
boundaries.”;

States are addressed across
information system boundaries.”;

2018/1725 regarding Europol and
in Article 29 of Directive (EU)
2016/680 regarding the Member
States are addressed across
information system boundaries.”;

329 | (18) Article33isdeleted;

(18) Article33 isdeleted;

330 (19) thefollowing Article
33aisinserted:

(19) thefollowing Article 33ais
inserted:

331 “Article 33a

“Article 33a
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332 Processing of personal data Processing of personal data for
for research and innovation resear ch and innovation
333 AM 140

-1. Europol may process
personal data for the purpose
of itsresearch and innovation
projects asreferred to in point
(e) of Article 18(2), but only
where the following conditions
are met:

TM 17/11/2021: COM compromise
suggestion of 15/11/2021 to be
considered by the Council; EP asked
for clarification of why ‘additional’
was deleted in par. 1(b)

1. Europol may process personal
data for the purpose of its research
and innovation projectsasreferred to
in point (e) of Article 18(2), but-enhy
where the following conditions are
met:

(a) the processing of persona datais
strictly required and duly justified to
achieve the objectives of the project;

(b) as regards special categories of
personal data, processing shall be
only alowed where it is strictly
necessary and accompanied by
appropriate additional safeguards,
which may include
pseudonymisation.

The processing of persona data by
Europol in the context of research
and innovation projects shal be
guided by the principles of
transparency, explainability,
fairness, and accountability.
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334 (a) the processing of personal

dataisstrictly required and
duly justified to achieve the
objectives of the project;

335 (b) as regards special
categories of personal data,
processing shall be only
allowed whereit is strictly
necessary and accompanied by
appropriate additional
safeguards, including
pseudonymisation.

336 The processing of personal
data by Europol in the context
of research and innovation
projects shall be guided by the
principles of transparency,
explainability, fairness, and
accountability.

337 |1 For the 1. For the processing of
processing of personal data persona data performed by means
performed by means of of Europol’s research and
Europol’s research and innovation projects asreferred to in
innovation projects as referred point (e) of Article 18(2), the
toin point (e) of Article 18(2), following additional safeguards
the following additional shall apply:
safeguards shall apply:
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Article  18(2), the following
additional safeguards shall apply:

338

@ any project shall be
subject to prior authorisation
by the Executive Director,
based on a description of the
envisaged processing activity
setting out the necessity to
process persona data, such as
for exploring and testing
innovative solutions and
ensuring accuracy of the
project results, a description of
the personal datato be
processed, a description of the
retention period and conditions
for access to the personal data,
a data protection impact
assessment of the risksto all
rights and freedoms of data
subjects, including of any bias
in the outcome, and the
measures envisaged to address
those risks;

AM 141

@ any research and
innovation project shall be
subject to prior authorisation by
the Executive Director, in
consultation with the Data
Protection Officer and the
Fundamental Rights Officer,
based on a description of the
specific objectives of the
project and the way in which
the project assists Europol or
national law enforcement
authoritiesin itstasks, a
description of the envisaged
processing activity, setting out
the objectives, scope and
duration of the processing and
the necessity and
proportionality to process the
personal data, a description of
the categories of personal data
to be processed, a description
of compliance with the data
protection principleslaid down
in Article 71 of Regulation
(EU) 2018/1725, of the
retention period and conditions
for access to the personal data,

@ any project shall be subject
to prior authorisation by the
Executive Director, based on a
description of the envisaged
processing activity setting out the
necessity to process personal data,
such as for exploring and testing
innovative aew technological
solutions and ensuring accuracy of
the project results, a description of
the personal datato be processed, a
description of the retention period
and conditions for access to the
personal data, a data protection
impact assessment of the risksto all
rights and freedoms of data
subjects, including of any biasin
the outcome, and the measures
envisaged to address those risks;

Written procedure (25/11/2021)
provisionally agreed to use COM
COMP proposd (tbc: FRO)

@ any research and
innovation project shall be subject
to prior authorisation by the
Executive Director, in consultation
with the Data Protection Officer

, based on

i. adescription of the specific
objectives of the project and
the way in which the project
assists Europol or national
law enforcement authorities
in itstasks,

ii. adescription of the
envisaged processing
activity, setting out the
objectives, scope and
duration of the processing
and the necessity and
proportionality to process
the personal data, such asfor
exploring and testing
innovative pew
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a data protection impact
assessment of therisksto all
rights and freedoms of data
subjects, including the risk of
any biasin the personal data to
be used for the training of
algorithms and in the outcome
of the processing, and the
measures envisaged to address
those risks as well asto avoid
violations of fundamental
rights.

339

AM 142

(@aa) anyresearch and
innovation project shall be
subject to an initial assessment

technological solutions and
ensuring accuracy of the
project results,

adescription of the
categories of personal data
to be processed,

a description of compliance
with the data protection
principleslaid down in
Article 71 of Regulation
(EU) 2018/1725, of the
retention period and
conditions for access to the
persona data, and

a data protection impact
assessment, including the
risksto all rights and
freedoms of data subjects,
therisk of any biasin the
personal data to be used for
the training of algorithms
and in the outcome of the
processing, and the
measures envisaged to
address those risks as well
asto avoid violations of
fundamental rights.
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by the Fundamental Rights
Officer based on the
information in point(a).
Europol shall take this
assessment and, where
applicable, recommendations
included therein, into account
before launching the project.

340

(b) (b) the Management
Board and the EDPS shall be
informed prior to the launch of
the project; (c) any personal
datato be processed in the
context of the project shall be
temporarily copied to a
separate, isolated and
protected data processing
environment within Europol
for the sole purpose of
carrying out that project and
only authorised staff of
Europol shall have accessto
that data;

(b) (b ‘ -
and the EDPS shall be informed
prior to the launch of the project;
the Management Board shall be
either consulted or informed
prior to thelaunch of the project,
in accordance with criterialaid
down in theguidelinesreferred to
in article 18(7);

(c) any personal datato be
processed in the context of the
project shall be temporarily copied
to a separate, isolated and protected
data processing environment within
Europol for the sole purpose of
carrying out that project and only
specifically authorised staff of
Europol and, subject to technical
security measur es, specifically
authorised staff of Member
States’ competent authorities and

Provisional agreement

TM 17/11/2021: Provisional
agreement to use CSL text:

EDPS shall be mformed prior to the
launch of the project; the

M anagement Board shall be
either consulted or informed
prior to thelaunch of the project,
in accordance with criterialaid
down in the quidelinesreferred to
in article 18(7)

(c) any personal datato be
processed in the context of the
project shall be temporarily copied
to a separate, isolated and protected
data processing environment within
Europol for the sole purpose of
carrying out that project and only
specifically authorised staff of
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Union agencies established on the
basisof TitleV of the TFEU, shall
have access to that data;

Europol and, subject to technical
security measur es, specifically
authorised staff of Member
States’ competent authorities and
Union agencies established on the
basisof TitleV of the TFEU, shall
have access to that data;

341 (c) (d) any personal data
processed in the context of the
project shall not be
transmitted, transferred or
otherwise accessed by other
parties,

(©) (d) any personal data
processed in the context of the
project shall not be transmitted,
transferred or otherwise accessed by
other parties,

342 (d) (e) any processing of
personal datain the context of
the project shall not lead to
measures or decisions
affecting the data subjects;

(d) (e) any processing of
personal datain the context of the
project shall not lead to measures or
decisions affecting the data
subjects,

343 (e (f) any personal data
processed in the context of the
project shall be deleted once
the project is concluded or the
personal data has reached the
end of itsretention period in
accordance with Article 31;

(e (f) any personal data
processed in the context of the
project shall be deleted erased
once the project is concluded or the
personal data has reached the end of
its retention period in accordance
with Article 31;

TM 17/11/2021: provisionally
agreed to use CSL text

(e (f) any personal data
processed in the context of the
project shall be deleted erased once
the project is concluded or the
personal data has reached the end of
its retention period in accordance
with Article 31;
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344 ()] (g9) the logs of the AM 143 ()] (g) the logs of the TM 26/11/2021: provisionally
processing of personal datain ) the logs of the processing of personal datain the agreed to use COM compromise
the context of the project shall . : context of the project shall be kept | wording
be kept for the duration of the | PrOCeSSING Of personal datain | (5o 4 ovion o the project and

ekeptior theduralion ot the 1 e context of the project shall or the duration of the project an ) (g) the logs of the
project and 1 %e%reifter Itge ¢ be kept for the duration of the 2 yelaaggegfterlge |?r01 eth IS ; processing of personal datain the
5:21 eﬁ: '2;32? zlaJn q O’nTO asy or project and 1 year after the ;ggcoﬁl a’si))n yasor:etc;gjrrp?sf O | context of the project shall be kept
o paspnecessar tor Vyeri tving | Projectisconcluded, solely for | ° iny The acgcurac p’ they for the duration of the project and
the%\ccurac of t}ée outcorr?/e o% the purpose of and qnly aslong outC())/még of the data >;oc n S eIl
the data. pr y in as necessary for verifying the P 9 concluded, solely for the purpose of
processing. accuracy of the outcome of the and only as long as necessary for
data processing, accuracy of verifying the accuracy of the
the outcome of the data outcome of the data processing.
processing, and to allow the
EDPS to conduct supervision
and auditsto ensure that all
the conditions and safeguards
provided for in this Article
have been met.
345 AM 144 TM 17/11/2021: provisionally

la. TheManagement
Board shall establish a
binding general scope for the
research and innovation
projects of Europol. The
document shall be updated
where appropriate. The
document shall be made
available to the EDPS for the

purpose of its supervisory role.

agreed.

3. The Management Board shall
establish abinding general scope
for the research and innovation
projects of Europol. The document
shall be updated where appropriate.
The document shall be made
available to the EDPSfor the
purpose of its supervisory role.
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346 TM 17/11/2021: provisionally
agreed to delete as partly covered
by recital 39 and Art. 33a(1)

347 3. Europol shall keep a AM 145 3. Europol shall keep a Updated COM compromise

complete and detailed
description of the process and
rationale behind the training,
testing and validation of
algorithms to ensure
transparency and for
verification of the accuracy of
the results.”;

2. Europol shall keep a
detailed description of the
process and rationale behind
the training, testing and
validation of agorithmsto
ensure transparency of the
procedure and the algorithms,
including their explainability,
compliance with the
safeguards provided for in this
Article, and to allow for
verification of the accuracy of
the results. Europol shall make
the description availableto the
JPSG upon request.

complete and detailed description of
the process and rationale behind the
training, testing and validation of
algorithms to ensure transparency
and for verification of the accuracy
of the results.”;

proposal post-TM 26/11/2021.:

4. Europol shall keep adetailed
description of the process and
rationale behind the training, testing
and validation of algorithmsto
ensure transparency of the
procedure and the algorithms,
including their explainability;
compliance with the safequards
provided for in this Article, and to
allow for verification of the
accuracy of the results. Eurepel
to-the JPSG-upon-reguest-_Upon
request, Europol shall makethe
description available to interested
parties, including Member States
and the JPSG.

TM 26/11/2021: CSL against
allowing JPSG access to the report;
very technical; part of the
governance package; COM had the
intention that the report will be
made available to those concerned;
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COM to propose wording that those
concerned, incl. MS and JPSG,
should receive this report;
TM 17/11/2021: CSL to consider
COM suggestion to use EP text
without ‘explainability’ as
explainability is one of the
‘safeguards provided for in this
Article’
348 AM 146 TM 17/11/2021: provisional
t to delete thistext as

2a. Europol shall ensure agreemen .

that independent experts carry proposed by COM since these

out an audit before the audits could undermine the role of

deployment of any the EDPS

technological solution

resulting from its research and

innovation projectsinvolving

the processing of personal

data.

349 4. If thedatato beprocessed | Updated COM compromise

for aresearch and innovation
project have been provided by a
Member State, a Union body, a
third country or an international
organisation, Europol shall seek
consent from that Member State,
Union body, third country or
international organisation, unless
the Member State, Union body,

proposal post-TM 26/11/2021.:

5. If the data to be processed for a
research and innovation project have
been provided by a Member State, a
Union body, a third country or an
international organisation, Europol
shall seek consent from that Member
State, Union body, third country or
international organisation  In
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third country or international
organisation has granted its prior

accordance with Article 19(2),
unless the Member State, Union

authorisation to such processing

body, third country or international

for the purpose of Article
18(2)(e), either in general terms

organisation has granted its prior
authorisation to such processing for

or subject to specific conditions.

the purpose of Article 18(2)(e),

Such consent may be withdrawn

either in general terms or subject to

at any time,

specific_conditions. Europol shall
not process data for research and
innovation without the consent of
the Member State, Union body,
third country or international
organisation. Such consent may be
withdrawn at any time.”

TM 26/11/2021: COM to provide
compromise wording stating that
Europol shall not process dataiif it
has not obtained consent and
making reference to Art. 19(2)

TM 17/11/2021: CSL insiststo
keep the text to ensure preservation
of data ownership; EP questioned
the necessity of this provision in
light of Art. 19(1) and Art. 19(2);
CSL to provide awritten
explanation regarding the link
between this provision and the
changes introduced in Article 19(1)
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350 (20) Article 34 is amended as (20) Article 34 is amended as
follows: follows:

351 (a) paragraph 1 isreplaced by (a) paragraph 1 isreplaced by the
the following: following:

352 | “1.Inthe event of a personal | AM 147 “1. In the event of a personal data Written procedure (25/11/2021).
data breach, Europol shall . T breach, Europol shall without undue | provisional agreement to use EP
without undue delay notify the krti o e\é\ggolgteglrfa?gr? %tzou) delay notify the competent text
competent authorities of the 2018/1725. in the event of a authorities of the Member States
Member States concerned, of personal déta breach, Europol concerned, of that breach, in : - _
that breach, in accordance with | - i - oG 2y accordance with the conditionslaid | Without prejudice to Article 92 of
the conditions laid down in notify the competent authorities downin Article 7(5), aswell asthe | Regulation (EU) 2018/1725, in the
Article 7(5), aswell asthe of the Member States provider of the data concerned event of apersonal data breach,
provider of the dataconcerned | . -~ 0 S 4 in unless the personal data breachis | Europol shall without undue delay
unless the personal databreach | _ -~ -t o oo | unlikely to resultin arisk to the notify the competent authorities of
isunlikely to resultinarisk to | |4 qown in Article 7(5), as rights and freedoms of natural the Member States concerned, of
the rights and freedoms of ) ' persons.”; that breach, in accordance with the

. well as the provider of the data . - . -
natural persons.”; concerned unless the personal conditionslaid dovyn in Article 7(5),
data breach is unlikely to result aswell asthe provider of the data
inarisk to the rights and concemed ur.lleﬁsthe personal dgta
freecoms of natural persons: breach is unlikely to result in arisk
’ to the rights and freedoms of natural
persons;

353 (b) paragraph 3 is deleted; (b) paragraph 3 is deleted;

354 (21) Article 35isamended (21) Article 35isamended as
asfollows: follows:

355 () paragraphs 1 and 2 are (a) paragraphs 1 and 2 are del eted;

deleted;
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356 (b) in paragraph 3, the first (b) in paragraph 3, the first sentence
sentence is replaced by the is replaced by the following:
following:

357 | “Without prejudice to Article | AM 148 “Without prejudice to Article 93 of | TM 12/11/2021: provisionaly
93 of Regulation 2018/1725, if : 1 : Regulation 2018/1725, if Europol agreed - use EP text
Europol does not have the Without pre udiceto Article 93 does not have the contact details of

: of Regulation (EU) 2018/1725, : ;
contact details of the data - the data subject concerned, it shall
. . if Europol does not have the :
subject concerned, it shall . request the provider of the datato
: contact details of the data .
request the provider of the data : : communicate the personal data
. subject concerned, it shall :
to communicate the personal : breach to the data subject concerned
data breach to the data subiect request the provider of the data dtoint £ | sbout th
a re:g % ¢ e ¢ asubjeCt | 14 communicate the personal Sn oin toLm “L.JI‘OpO out the
(I‘éoncerr; aban . tr? '3 orm data breach to the data subject ecISion taken.
¢ llJ(rOpf?_ OUL the aeciSion concerned and to inform
aKen., Europol about the decision
taken. Member States
providing the data shall
communicate the breach to the
data subject concerned in
accordance with national law.

358 (b) paragraphs 4 and 5 are (b) paragraphs 4 and 5 are
deleted.”; deleted.”;

359 (22) Article 36 is amended as (22) Article 36 is amended as
follows: follows:

360 () paragraphs 1 and 2 are (a) paragraphs 1 and 2 are del eted;

deleted;
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361 (b) paragraph 3 isreplaced by (b) paragraph 3 isreplaced by the
the following: following:

362 “3. Any data subject wishing | AM 149 “3. Any data subject wishing to TM 12/11/2021: provisionally
to exercise the right of access . g exercise theright of accessreferred | agreed - use EP/CSLtext (identical)
referred to in Article 80 of ;gggii?&tegf&?gg 0 toin Article 80 of Regulation (EU) 3. Any data subject wishing to
Regulation (EU) 2018/1725 10 referred to in Article 80 of 2018172510 persongl deta that exercise the right of access referred
g;sonzl_ g;tathat rjkate to the Regulation (EU) 2018/1725 to relate t;t?e %Zttae?;g:ted mlay make toin Article 80 of Regulation (EU)

a; tj thgagf/fm ' efith N persona datathat relate to the arequ 0 2018/1725 to persona datathat

request to Tect, withou data subject may make a relate to the data subject may make
incurring excessive costs, to request to that effect to the authorlty appoi nted for that purpose arequ&ct to that eff ect-without
the authority appointed for that authority appointed for that in the Member State of hisor her
p;Jrhpose 'rr]‘ thehM embertState purpose in the Member State of chom; or toaljurtopicr)]l. \Iollherg the authorlty appoi nted for that purpose
OFNISOrner choICe, Orto 1 pig o ey choice, or to Europol. request IS made 1o the viemboer in the Member State of hisor her
Europol. Where the requestis Where the request is made to State athority, that authority §twa|l choice, or to Europol. Where the
made i the Member _State the Member State authority, refer the feglizzlig Europol_ without request is made to the Member State
agrthotrrl]ty, thatef;\tu:hcglty Sh?” that authority shall refer the del a¥ﬁ ar]ld in an%/case Bl e authority, that authority shall refer
re t?\r tedrsqu g. Uropo request to Europol without month of receipt., the request to Europol without
Wi th'ou &, at?] |fn any_c?-ig delay, and in any case within delay, and in any case within one
within one month oT receipt-" | 5ne month of recei pt.; month of receipt.

363 (c) paragraphs 6 and 7 are (c) paragraphs 6 and 7 are
deleted(1) deleted(1)

364 (23) Article 37 isamended as (23) Article 37 isamended as
follows: follows:

365 (a) paragraph 1 isreplaced by (a) paragraph 1 isreplaced by the

the following:

following:
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366 | “1. Any data subject wishing “1. Any data subject wishing to
to exercise theright to exercise the right to rectification or
rectification or erasure of erasure of personal data or of
personal dataor of restriction restriction of processing referred to
of processing referred toin in Article 82 of Regulation (EU)
Article 82 of Regulation (EU) 2018/1725 of personal data that
2018/1725 of personal data relate to him or her may make a
that relate to him or her may request to that effect, through the
make arequest to that effect, authority appointed for that purpose
through the authority in the Member State of hisor her
appointed for that purposein choice, or to Europol. Where the
the Member State of his or her request is made to the Member
choice, or to Europol. Where State authority, that authority shall
the request is made to the refer the request to Europol without
Member State authority, that delay and in any case within one
authority shall refer the month of receipt.”;
request to Europol without
delay and in any case within
one month of receipt.”;

367 (b) paragraph 2 is deleted; (b) paragraph 2 is deleted;

368 (c) in paragraph 3, thefirst (c) in paragraph 3, the first sentence
sentence is replaced by the is replaced by the following:
following:

369 “Without prejudice to Article | AM 150 “Without prejudice to Article 82(3) | Written procedur e (25/11/2021):

82(3) of Regulation
2018/1725, Europol shall
restrict rather than erase
personal dataasreferredtoin
paragraph 2 if there are
reasonable grounds to believe

Without prejudice to Article
82(3) of Regulation (EU)
2018/1725, Europol shall
restrict rather than erase
personal dataif there are
reasonable grounds to believe

of Regulation 2018/1725, Europol
shall restrict rather than erase
personal data as+eferredtein

paragraph-2 if there are reasonable

groundsto believe that erasure

provisional agreement to combine
EP/CSL texts and merge Art. 37
and Art. 37a
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that erasure could affect the
legitimate interests of the data
subject.”;

that erasure could affect the
legitimate interests of the data
subject. Restricted data shall
be processed only for the
purpose of protecting the
rights of the data subject or
another natural or legal
person or for the purposeslaid
down in Article 82(3) of that
Regulation.

could affect the legitimate interests
of the data subject.”;

Without prejudice to Article 82(3)
of Regulation (EU) 2018/1725,
Europol shall restrict rather than
erase personal data as+eferredto
Haparagraph-2if there are
reasonabl e grounds to believe that
erasure could affect the legitimate
interests of the data subject.
Restricted data shall be processed
only for the purpose of protecting
the rights of the data subject, when
it is necessary to protect the vital
interest of another Aatural-ortegal
person, or for the purposes laid
down in Article 82(3) of that
Regulation.

370 (c bis) paragraphs 4 and 5are Written procedure (25/11/2021):
amended as follows: provisional agreement to use CSL
text
(c bis) paragraphs 4 and 5are
amended as follows:
371 "4, If personal dataasreferred | Written procedure (25/11/2021):

to in paragraphs 12 and 3 held by
Europol have been provided to it by
third countries, international
organisations or Union bodies, have
been directly provided by private
parties or have been retrieved by
Europol from publicly available
sources or result from Europol's
own analyses, Europol shall rectify,

provisional agreement to use CSL
text

4. If persona data as referred
to in paragraphs 12 and 3 held by
Europol have been provided to it by
third countries, international
organisations or Union bodies, have
been directly provided by private
parties or have been retrieved by
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erase or restrict such data and,
where appropriate, inform the
providers of the data.

Europol from publicly available
sources or result from Europol's
own analyses, Europol shall rectify,
erase or restrict such data and,
where appropriate, inform the
providers of the data.

372 5. If personal dataasreferred | Written procedure (25/11/2021):
to in paragraphs 12 and 3 held by | provisional agreement to use CSL
Europol have been provided to text
Europol by Member States, the
Member States concerned shall > - Il eit O EEIE
if estrict such data to in paragraphs 152 and 3 held by
re(l:llat))/’ czrtgse or{h Er IC su<|: : tha'lm Europol have been provided to
cotlaboration with Europol, W' n Europol by Member States, the
thelr respective competences. e T —
rectify, erase or restrict such datain
collaboration with Europol, within
their respective competences.”
373 (d) paragraphs 8 and 9 are (d) paragraphs 8 and 9 are
deleted.”; deleted.”;
374 (24) the following Article 37a | AM 151 (24) the following Article 37ais Written procedur e (25/11/2021):
isinserted: deleted inserted: provisional agreement to delete Art.
asincluded in Art. 37
“ppti deleted R ] .
375 Article 37a Article 37a Written procedure (25/11/2021):

provisiona agreement to delete Art.
asincluded in Art. 37

Page 198 of 252




26/11/2021

Provisional agreement

ritten procedure (25/11/2021):

COM (13908/20 + COR 1) EP (A9-9999/2021) Council

376 Right to restriction of deleted Right torestriction of processing
processing

377 | Wherethe processing of deleted s

processing 0 Where the processing of personal

personal data has been data has been restricted under
restricted under Article 82(3) Article 82(3) of Regulation (EU)
of Regulation (EU) 2018/1725, such personal data shall
2018/1725, such personal data only be processed for the protection
shall only be processed for the of therights of the data subject or
protection of the rights of the when it isnecessary to protect the
data subject or another natural vital interest of another patural-of
or legal person or for the legal person or for the purposes laid
purposes laid down in Article down in Article 82(3) of that
82(3) of that Regulation.”; Regulation.”;

378 (25) Article38isamended | AM 152 (25) Article 38 isamended as
as follows: (25) Article38isamended [

asfollows:
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definition of Union institutions or
bodies’ from EUDPR.

(a) paragraph 4 isreplaced by

385 (a) paragraph 4 isreplaced by T (a) paragraph 4 isreplaced by the
the following: the following: following:
386 | “4. Responsibility for 4. Responsibility for “4. Responsibility for compliance
compliance with Regulation compliance W'th.Regu@' on with Regulation (EU) 2018/1725 in
(EU) 2018/1725 in relation to (EU). 2.018/ .1725 In relation to relation to administrative personal
administrative personal data aomi TElERE persongl dat_a data and for compliance with this
and for compliance with this and for pompllange W'th.th's Regulation and with Article 3 and
Regulation and with Article 3 Regulation and with Art cl_e : Chapter IX of Regulation (EU)
and Chapter 1X of Regulation and Chapter | X 9f Regu'l ation | 5018/1725 in relation to operational
(EU) 2018/1725 inrelationto | (EY) 2018/1725inrelationto | yoqhny dga shall lie with
operational personal data shall operat!ona}l personal Q?ta Europol.”;
lie with Europol.”: shall lie with Europol.
387 (aa) in paragraph 6, thefirst T™M  12/11/2021:  provisionaly
subparagraph is replaced by agreed - use EP text
the following:
(aa) in paragraph 6, thefirst
subparagraph is replaced by the
following:
“6. In the case of a transfer : L
388 between Europol and a Union Tag'\r/leed 15/;%230%« provisionally
body, the responsibility for the
legality of the transfer shall lie 6. In the case of a transfer

with Europol.”

between Europol and a Union
institution or body, the
responsibility for the legality of the
transfer shall lie with Europol.
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NB: ‘or institution’ was added in line
with agreement to drop definition of
‘Union body” in Art. 2 and apply the
definition of Union institutions or
bodies’ from EUDPR.

389 (b) in paragraph 7 thethird (b) in paragraph 7 the third sentence
sentence is replaced by the isreplaced by the following:
following:

390 | “The security of such “The security of such exchanges
exchanges shall be ensured in shall be ensured in accordance with
accordance with Article 91 of Article 91 of Regulation (EU)
Regulation (EU) 2018/1725; 2018/1725”;

391 (26) Article 39 is amended as (26) Article 39 is amended as
follows: follows:

392 (a) paragraph 1 isreplaced by (a) paragraph 1 isreplaced by the
the following: following:

393 | “1. Without prejudice to “1. Without prejudice to Article 90 | COM _ compromise  proposal

Article 90 of Regulation (EU)
2018/1725, any new type of
processing operations to be
carried out shall be subject to
prior consultation of the EDPS
where special categories of
dataasreferred to in Article
30(2) of this Regulation areto
be processed.”;

of Regulation (EU) 2018/1725,
prior consultation shall not apply
to specific individual operational

aldaYala'e e lalaWalaVa 1dWala O-ho

26/11/2021.

“1. Without prejudice to Article 90
of Regulation (EU) 2018/1725,
prior_consultation shall not apply
to_specific_individual operational
activities that do not include any
new type of processing that would
involve a high risk to the rights
and freedoms of the data subjects.
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TM 12/11/2021: EP/COM cannot
accept CSL  wording; COM
acknowledges that issues might
occasionally arise where a specific
case merits use of new processing
activity for the first time. justified as

rights and freedoms
394 (b) paragraphs 2 and 3 are (b) paragraphs 2 and 3 arer eplaced
deleted; by the following deleted;
395 "2. __Europol may initiate COoOM compromise _ proposal
processing operationswhich are | 26/11/2021:
subject to prior consultation
pursuant to Article 90(1) of
Regulation (EU) 2018/1725 unless | —2. Europol may initiate
the EDPS has provided reasoned | processing operations which are
written advice pursuant to Article | subject to prior _consultation
90(4) of Regulation (EU) pursuant to Article 90(1) of
2018/1725 within thetime periods | Regulation (EU) 2018/1725 unless
stipulated therein. the EDPS has provided reasoned
written advice pursuant to Article
90(4) of Regulation (EU)
2018/1725 within the time periods
stipulated therein.”
TM 12/11/2021: COM considers
this provision acceptable but not
essential
396 3. Iftheenvisaged processng | COM compromise  proposal

has substantial significancefor

Europol’s performance of tasks

26/11/2021: delete CSL wording
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and isparticularly urgent,
Europol may initiate processing
after the consultation has started
but beforethetime period
stipulated in Article 90(4) of
Regulation (EU) 2018/1725 has
expired. In this case, Europol
shall inform the EDPS prior to
the start of processing activities.
Written advice of the EDPS
pursuant to Article 90(4) of
Regulation (EU) 2018/1725 shall
betaken into account in
retrospect, and the way the
processing iscarried out shall be
adjusted where applicable. The
Data Protection officer of
Europol shall beinvolved in
assessing the urgency of such
processing beforethetime limit
for the EDPSto respond to prior
consultation expires. The Data
Protection Officer should oversee
the processing in question."

TM 12/11/2021: COM: this
provision is problematic as Europol
would be allowed to process data
prior to receiving feedback from
EDPS although feedback is needed
to ensure sustainability and
lawfulness of processing

397 (27) Thefollowing Article 39a (27) Thefollowing Article 39ain
in inserted: inserted:

398 | “Article 39a “Article 39a

399 Recor ds of categories of Recor ds of categories of

processing activities

processing activities
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400 1. Europol shall maintain a 1. Europol shall maintain arecord
record of all categories of of all categories of processing
processing activities under its activities under its responsibility.
responsibility. That record That record shall contain the
shall contain the following following information:
information:

401 (a) Europol’s contact details (a) Europol’s contact details and the
and the name and the contact name and the contact details of its
details of its Data Protection Data Protection Officer;

Officer;

402 (b) the purposes of the (b) the purposes of the processing;
processing;

403 (c) the description of the (c) the description of the categories
categories of data subjects and of data subjects and of the
of the categories of operational categories of operational personal
personal data; data;

404 (d) the categories of recipients (d) the categories of recipients to
to whom the operational whom the operational personal data
personal data have been or will have been or will be disclosed
be disclosed including including recipientsin third
recipientsin third countries or countries or international
international organisations, organisations;

405 (e) where applicable, transfers (e) where applicable, transfers of

of operational personal datato
athird country, an
international organisation, or
private party including the
identification of that third

operational personal datato athird
country, an international
organisation, or private party
including the identification of that
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country, international
organisation or private party;

third country, international
organisation or private party;

406 (f) where possible, the (f) where possible, the envisaged
envisaged time limits for time limits for erasure of the
erasure of the different different categories of data;
categories of data;
407 (g) where possible, a genera (g) where possible, a genera
description of the technical description of the technical and
and organisational security organisational security measures
measures referred to in Article referred to in Article 91 of
91 of Regulation (EU) Regulation (EU) 2018/1725;
2018/1725.
408 (h) where applicable, the use of Written procedure (25/11/2021):
profiling. provisional agreement to use CSL
wording
(h) where applicable, the use of
profiling.
409 2. Therecords referred to in 2. Therecords referred to in
paragraph 1 shall bein paragraph 1 shall bein writing,
writing, including in electronic including in electronic form.
form.
410 | 3. Europol shall make the 3. Europol shall make the records
records referred to in referred to in paragraph 1 available
paragraph 1 available to the to the EDPS on request.”;
EDPS on request.”;
411 (28) Article 40 isamended (28) Article40isamended as

asfollows:

follows:
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412 (a) thetitle is replaced by the (a) thetitle is replaced by the
following: following:

413 | “Logging” “Logging”

414 (b) paragraph 1 is replaced by (b) paragraph 1 isreplaced by the
the following: following:

415 “1. Inline with Article 88 of “1. Inline with Article 88 of
Regulation (EU) 2018/1725, Regulation (EU) 2018/1725,
Europol shall keep logs of its Europol shall keep logs of its
processing operations. There processing operations. There shall
shall be no possibility of be no possibility of modifying the
modifying the logs.”; logs.”;

416 (c) in paragraph 2, the first (c) in paragraph 2, the first sentence
sentence is replaced by the is replaced by the following:
following:

417 “Without prejudice to Article “Without prejudice to Article 88 of
88 of Regulation (EU) Regulation (EU) 2018/1725, the
2018/1725, the logs prepared logs prepared pursuant to paragraph
pursuant to paragraph 1, if 1, if required for a specific
required for a specific investigation related to compliance
investigation related to with data protection rules, shall be
compliance with data communicated to the national unit
protection rules, shal be concerned.”;
communicated to the national
unit concerned.”;

418 (29) Article4lisreplaced (29) Article4lisreplaced by the

by the following:

following:
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419 “Article 41 “Article 41

420 Designation of the Data Designation of the Data
Protection Officer Protection Officer

421 1. The Management AM 153 1. The Management Board TM  12/11/2021:  provisionally
Board shall appoint a Data shall appoint a Data Protection agreed - use EP text (deleted second
Protection Officer, who shall :sLHaII ap-lg;gier:t\/l aagﬁgrgrecr;[tez?g;d Officer, who shall be amember of | sentenceis covered in 41a(3):
be a_rpglber of thi:tda;f thi Officer, who shall be amember :E.e staff speulflc;ﬂ ly apfp0| nted forf The Management Board shall
Specitically appoInted Tor this | ¢ yye g4 specifically IS purpose. fn the performance o appoint a Data Protection Officer,
purpose. In the performance of appointed for this purpose. his or her duties, he or she shall act T ] [rae e 6 (e sl
his or her duties, he or she independently and may not receive o - .

: . : specifically appointed for this
shall act independently and any instructions.
| purpose.
may not receive any
instructions.

422 2. The Data Protection AM 154 2. The Data Protection Officer | TM  12/11/2021:  provisionally
Officer shall be selected on the 2 T e B =T o shall be selected on the basis of his | agreed - combine EP/CSL texts:
0a%s Of hus o her PErsonal and | officer shll be selected onthe | O ST Personal andprofessonal 5 he pata Protection Officer
p“’t."” thq“ ! "f and, I hasis of professiona qualities | 942! ;‘f an I’e'(;‘ par f'g‘f ’ te ction | Shall be selected on the bsis of
Ear |c|u edar, ](c-:‘g;per tect and, in particular, the expert lexper dnow i geo q tha gtr)ol t |ton professional qualitiesand, in

ngw ?e 0 deir?r(;\be'(lz'ltor; knowledge of data protection f_Y]Ym praﬁ 'Cis(n de tlh'l yto particular, the expert knowledge of
]?nlf_f)rhgc 'Ceﬁ antagKe ('j' Y10 aw and practices and the le : la't?c‘ or e(rj R Sllmt.er (IIESU) data protection law and practices
tﬁ. 'R 'S?;t. € tascs unaer ability to fulfil the tasks nggm'gg and Regu’ation and the ability to fulfil the tasks
IS Reguiation. referredtoin Article4lbof | S=2=& referred toin Article 41b of this
this Regulation. Regulation and in Regulation (EU)
2018/1725.
423 3. The selection of the Data 3. The selection of the Data

Protection Officer shall not be
liable to result in a conflict of
interests between his or her

Protection Officer shall not be
liable to result in a conflict of
interests between his or her duty as
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duty as Data Protection
Officer and any other officia
duties he or she may have, in
particular in relation to the
application of this Regulation.

Data Protection Officer and any
other officia duties he or she may
have, in particular in relation to the
application of this Regulation.

424 4. The Data Protection AM 155 4. The Data Protection Officer | TM ~ 12/11/2021:  provisionally
Officer shall be designated for S shall be designated for aterm of agreed
aterm of four years and shall four years and shall be éligiblefor | -
be eligible for reappoi ntment. reappointment. The Data Protection textis moved down to Art. 41a
The Data Protection Officer Officer may be dismissed from his
may be dismissed from his or or her post by the Exeeutive
her post by the Executive M anagement Board only with the
Board only with the agreement agreement of the EDPS, if he or she
of the EDPS, if he or she no no longer fulfils the conditions
longer fulfils the conditions required for the performance of his
required for the performance or her duties
of hisor her duties
425 | 5. After hisor her AM 155 S. After hisor her designation, | TM  12/11/2021:  provisionally
designation, the Data S the Data Protection Officer shall be | agreed
Protection Officer shall be registered with the European Data | _ -
registered with the European Protection Supervisor by the 4f; ragraph is moved down to Art.
Data Protection Supervisor by Management Board
the Management Board
426 6. Europol shall publish the 6. Europol shall publish the

contact details of the Data
Protection Officer and
communicate them to the
EDPS.”;

contact details of the Data
Protection Officer and
communicate them to the EDPS.”;
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427 (30) the following Articles 41a (30) the following Articles 41aand
and 41b are inserted: 41b are inserted:

428 “Article 41a “Article 41a

429 Position of the Data Position of the Data Protection
Protection Officer Officer

430 1. Europol shall ensure that 1. Europol shall ensure that the
the Data Protection Officer is Data Protection Officer isinvolved,
involved, properly andin a properly and in atimely manner, in
timely manner, in all issues all issueswhich relate to the
which relate to the protection protection of personal data.
of personal data.

431 2. Europol shall support the AM 157 2. Europol shall support the Data TM 12/11/2021: CSL/COM

Data Protection Officer in
performing the tasks referred
toin Article 41c by providing
the resources and staff
necessary to carry out those
tasks and by providing access
to personal data and
processing operations, and to
maintain his or her expert
knowledge. The related staff
may be supplemented by an
assistant DPO in the area of
operational and administrative
processing of personal data.

2. Europol shall support
the Data Protection Officer in
performing the tasks referred to
in Article 41b by providing the
resources and staff necessary to
carry out those tasks and access
to persona data and processing
operations, and to maintain his
or her expert knowledge. The
staff provided to assist the
Data Protection Officer and to
support Europol in complying
with this Regulation and with
Regulation (EU) 2018/1725
may be supplemented by two
assistant Data Protection
Officers, oneresponsible for

Protection Officer in performing the
tasks referred to in Article 41c by
providing the resources and staff
necessary to carry out those tasks
and by providing access to personal
data and processing operations, and
to maintain his or her expert
knowledge. The related staff may
be supplemented by an assistant
DPO in the area of operationa and
administrative processing of
personal data.

expressed reservations; COM: DPO
function is to be guaranteed and it
should be left to Europol’s
discretion to ensure fulfilment of
tasks;

Agreement to pool this provision
with other governance issuesin EP's
mandate.
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operational processing of
personal data and the other
responsible for administrative
processing of personal data.
The provisions applicable to
the Data Protection Officer
shall apply mutatis mutandis
to the assistant Data
Protection Officers.

432 3. Europol shall ensure that AM 158 3. Europol shall ensure that the TM  12/11/2021: provisionaly
the Data Protection Officer 3 Europol shall ensure Data Protection Officer does not agreed - EP text
.dOS (8 EEENEE T that the Data Protection Officer | '€Ce!Veany instructions regarding 3..  Europol shall ensure that the
instructions regarding the acts independently and does the exercise of those tasks. The I e e e—
EXENCISe of those tas_ks. The not receive any instructions D_ata Protection Officer snall report independently and does not receive
Data Protection Officer shall : : directly to the Management Board. : : :

X regarding the exercise of those ; ; any instructions regarding the
report directly tothe tasks. The Data Protection The Dat_a Pr_otectl on Ofﬁc_:er sndll exercise of those tasks. The Data
ma?sgemercw)tﬁ? oargh;Te Dtaga Officer shall report directly to rl\'/IOt be d'sm'f%ed o(rj ﬁ:)enallsfed bY s Protection Officer shall report
d'o .s;gg 'Cearl. < bnoth € the Management Board. The hi ma%]em;a:g( oard for performing directly to the Management Board.
I\/Ilsml ort|c|)3en :j p Y€ ' Data Protection Officer shall IS Orner > The Data Protection Officer shall not

a][‘age.me”h. Oarh ‘i;sk not be dismissed or penalised be dismissed or pendlised by the
pertorming his or her > by the Management Board for Management Board for performing
performing his or her tasks. his or her tasks.
433 4. Data subjects may contact 4. Data subjects may contact the

the Data Protection Officer
with regard to all issuesrelated
to processing of their personal
data and to the exercise of
thelr rights under this

Data Protection Officer with regard
to all issues related to processing of
their personal data and to the
exercise of their rights under this
Regulation and under Regulation
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Regulation and under
Regulation (EU) 2018/1725.
No one shall suffer pregjudice
on account of a matter brought
to the attention of the Data
Protection Officer alleging that
abreach of this Regulation or
Regulation (EU) 2018/1725
has taken place.

(EU) 2018/1725. No one shall
suffer prejudice on account of a
matter brought to the attention of
the Data Protection Officer alleging
that a breach of this Regulation or
Regulation (EU) 2018/1725 has
taken place.

434 | 5. The Management Board 5. The Management Board shall
shall adopt further adopt further implementing rules
implementing rules concerning concerning the Data Protection
the Data Protection Officer. Officer. Those implementing rules
Those implementing rules shall in particular concern the
shall in particular concern the selection procedure for the position
selection procedure for the of the Data Protection Officer, his
position of the Data Protection or her dismissal, tasks, duties and
Officer, his or her dismissal, powers, and safeguards for the
tasks, duties and powers, and independence of the Data Protection
safeguards for the Officer.
independence of the Data
Protection Officer.

435 | 6. The Data Protection Officer 6. The Data Protection Officer and
and his or her staff shall be his or her staff shall be bound by
bound by the obligation of the obligation of confidentiality in
confidentiality in accordance accordance with Article 67(1).
with Article 67(1).

436 AM 159 TM  12/11/2021:  provisionally

6a. The Data Protection
Officer shall be appointed for

agreed - use EP text (moved down
from41(4))
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Officer shall, in particular,
have the following tasks with

438 Article 41b Article 41b

439 Tasks of the Data Protection Tasks of the Data Protection
Officer Officer

440 1. The Data Protection 1. The Data Protection Officer

shall, in particular, have the
following tasks with regard to
processing of persona data:
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regard to processing of
personal data:

441 @ ensuring in an
independent manner the
compliance of Europol with
the data protection provisions
of this Regulation and
Regulation (EU) 2018/1725
and with the relevant data
protection provisionsin
Europol’s rules of procedure;
this includes monitoring
compliance with this
Regulation, with Regulation
(EU) 2018/1725, with other
Union or national data
protection provisions and with
the policies of Europol in
relation to the protection of
personal data, including the
assignment of responsibilities,
awareness-raising and training
of staff involved in processing
operations, and related audits,;

@ ensuring in an independent
manner the compliance of Europol
with the data protection provisions
of this Regulation and Regulation
(EU) 2018/1725 and with the
relevant data protection provisions
in Europol’s internal rules ef
preeedure; thisincludes monitoring
compliance with this Regulation,
with Regulation (EU) 2018/1725,
with other Union or national data
protection provisions and with the
policies of Europol in relation to the
protection of persona data,
including the assignment of
responsibilities, awareness-raising
and training of staff involved in
processing operations, and related
audits;

Written procedure (25/11/2021):
provisional agreement to use CSL
text

a) ensuring in an independent
manner the compliance of Europol
with the data protection provisions
of this Regulation and Regulation
(EU) 2018/1725 and with the
relevant data protection provisions
in Europol’s internal rules ef
proeeedure; thisincludes monitoring
compliance with this Regulation,
with Regulation (EU) 2018/1725,
with other Union or national data
protection provisions and with the
policies of Europol in relation to the
protection of personal data,
including the assignment of
responsibilities, awareness-raising
and training of staff involved in
processing operations, and related
audits.;

442 b) informing and advising
Europol and staff who process
personal data of their
obligations pursuant to this
Regulation, to Regulation
(EU) 2018/1725 and to other

b) informing and advising Europol
and staff who process personal data
of their obligations pursuant to this
Regulation, to Regulation (EU)
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Union or national data
protection provisions;

2018/1725 and to other Union or
national data protection provisions,

443 | c) providing advice where c) providing advice where requested
requested as regards the data as regards the data protection
protection impact assessment impact assessment and monitoring
and monitoring its its performance pursuant to Article
performance pursuant to 89 of Regulation (EU) 2018/1725;
Article 89 of Regulation (EU)

2018/1725;

444 d) keeping aregister of d) keeping aregister of persona
personal data breaches and data breaches and providing advice
providing advice where where requested as regards the
requested as regards the necessity of anotification or
necessity of a notification or communication of apersonal data
communication of a personal breach pursuant to Articles 92 and
data breach pursuant to 93 of Regulation (EU) 2018/1725;
Articles 92 and 93 of
Regulation (EU) 2018/1725;

445 (e) ensuring that arecord of AM 161 (e) ensuring that arecord of the EP proposal (25/11/2021): use EP
the transfer and receipt of - transfer and receipt of persona data | text
personal data_is kept in gﬁ)e tr an(i:ns?sréin(?nt,q?tar?s;zrcgr?dd iskept i_n accordance with this
accorda_nce_ with this receipt of personal datais kept Regulation;

Regulation; in accordance with this
Regulation;
446 (f) ensuring that data subjects (f) ensuring that data subjects are

are informed of their rights
under this Regulation and

informed of their rights under this
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Regulation (EU) 2018/1725 at Regulation and Regulation (EU)
thelr request; 2018/1725 at their request;

447 (g) cooperating with Europol (g) cooperating with Europol staff
staff responsible for responsible for procedures, training
procedures, training and and advice on data processing;
advice on data processing;
448 (h) cooperating with the AM 162 (h) cooperating with the EDPS; EP proposal (25/11/2021): use EP
EDPS, ) responding to reguests téaét D(;'él)lliqgned with Art. 45(1)(g)
from the EDPS; within the )
sphere of hisor her
competence, cooperating and
consulting with the EDPS, at
the latter’s request or on his or
her own initiative;
449 (i) cooperating with the (i) cooperating with the national
national competent authorities, competent authorities, in particul ar
in particular with the with the appointed Data Protection
appointed Data Protection Officers of the competent
Officers of the competent authorities of the Members States
authorities of the Members and national supervisory authorities
States and national supervisory regarding data protection mattersin
authorities regarding data the law enforcement area;
protection mattersin the law
enforcement area;
450 () acting asthe contact point | AM 163 () acting as the contact point for the | EP_proposal (25/11/2021): use EP

for the European Data
Protection Supervisor on
issues relating to processing,

() acting as the contact
point for the European Data

European Data Protection
Supervisor on issues relating to
processing, including the prior

text asit clarifies that the
consultation is limited to issues

Page 216 of 252




26/11/2021

COM (13908/20 + COR 1)

EP (A9-9999/2021)

Council

Provisional agreement

including the prior
consultation under Articles 39
and 90 of Regulation (EU)
2018/1725, and consulting,
where appropriate, with regard
to any other matter;

Protection Supervisor on issues
relating to processing,
including the prior consultation
under Articles 39 and 90 of
Regulation (EU) 2018/1725,
and consulting, where
appropriate, with regard to any
other matter within the sphere
of hisor her competence;

consultation under Articles 39 and
90 of Regulation (EU) 2018/1725,
and consulting, where appropriate,
with regard to any other matter;

falling within the competences of
the EDPS

451 (K) preparing an annual report (K) preparing an annual report and
and communicating that report communicating that report to the
to the Management Board and Management Board and to the
to the EDPS; EDPS;

452 AM 164 EP proposal (25/11/2021): use EP
(ka) ensuringthat therights téaf(JtD(gI;{gned with Art. 45(1)(h)
and freedoms of data subjects )
are not adversely affected by
processing operations;

453 AM 165 EP proposal (25/11/2021): use EP

la. TheData Protection
Officer may make
recommendations to the
Management Board for the
practical improvement of data
protection and advise on
matters concerning the
application of data protection

text (aligned with Art. 45(2)
EUDPR)
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provisions. Furthermore, the
Data Protection Officer may,
on hisor her own initiative or
at therequest of the
Management Board or any
individual, investigate matters
and occurrences directly
relating to hisor her tasks
which cometo hisor her
notice, and report back to the
person who commissioned the
investigation or to the
Management Board.

454 | 2. The Data Protection 2. The Data Protection Officer
Officer shall carry out the shall carry out the functions
functions provided for by provided for by Regulation (EU)
Regulation (EU) 2018/1725 2018/1725 with regard to
with regard to administrative administrative personal data.
personal data.

455 | 3. In the performance of 3. In the performance of his or

his or her tasks, the Data
Protection Officer and the staff
members of Europol assisting
the Data Protection Officer in
the performance of his or her
duties shall have accessto all
the data processed by Europol
and to al Europol premises.

her tasks, the Data Protection
Officer and the staff members of
Europol assisting the Data
Protection Officer in the
performance of hisor her duties
shall have accessto al the data
processed by Europol and to all
Europol premises.
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456 | 4. If the Data Protection 4, If the Data Protection
Officer considers that the Officer considers that the provisions
provisions of this Regulation, of this Regulation, of Regulation
of Regulation (EU) 2018/1725 (EU) 2018/1725 related to the
related to the processing of processing of administrative
administrative personal data or personal data or the provisions of
the provisions of this this Regulation or of Article 3 and
Regulation or of Article 3 and of Chapter 1X of Regulation (EU)
of Chapter IX of Regulation 2018/1725 concerning the
(EV) 2018/1725 concerning processing of operational personal
the processing of operational data have not been complied with,
personal data have not been he or she shall inform the Executive
complied with, he or she shall Director and shall require him or
inform the Executive Director her to resolve the non-compliance
and shall require him or her to within a specified time.
resolve the non-compliance
within a specified time.
457 If the Executive Director does If the Executive Director does not

not resolve the non-
compliance of the processing
within the time specified, the
Data Protection Officer shall
inform the Management
Board. The Management
Board shall reply within a
specified time limit agreed
with the Data Protection
Officer. If the Management
Board does not resolve the
non-compliance within the
time specified, the Data

resolve the non-compliance of the
processing within the time
specified, the Data Protection
Officer shall inform the
Management Board. The
Management Board shall reply
within a specified time limit agreed
with the Data Protection Officer. If
the Management Board does not
resolve the non-compliance within
the time specified, the Data
Protection Officer shall refer the
matter to the EDPS.”;
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Protection Officer shall refer
the matter to the EDPS.”;

458

AM 166

(30a) the following Article 41c
isinserted

459

“Article 41c

COM compromise proposal

26/11/2021: delete EP wording

460

Fundamental Rights Officer

COM compromise proposal

26/11/2021: delete EP wording

461

1. A Fundamental Rights
Officer shall be appointed by
the Management Board on the
basis of alist of three
candidates. The Fundamental
Rights Officer shall be selected
on the basis of professional
qualitiesand, in particular, the
expert knowledge and
experiencein thefield of
fundamental rights and the
ability to fulfil the tasks
referred to in this Article.

COM compromise proposal

26/11/2021: delete EP wording

462

2. The Fundamental Rights
Officer shall perform the
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following tasks:

463

(a) monitoring Europol's
compliance with fundamental
rights,

464

(b) promoting Europol's
respect of fundamental rights
in the performance of its tasks
and activities,

465

(c) advising Europol where he
or she deemsit necessary or
where requested on any
activity of Europol without
impeding or delaying those
activities; (d) providing
opinions on working
arrangements;

466

(f) informing the Executive
Director about possible
violations of fundamental
rights during activities of
Europol;

467

(g) performing any other
tasks, where provided for by
this Regulation; The
Executive Director shall reply
to the Fundamental Rights
Officer asto how possible
violations of fundamental
rightsasreferred to in point
(f) of thefirst subparagraph
have been addressed.
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468

3. Europol shall ensure that
the Fundamental Rights
Officer acts independently and
does not receive any
instructions regarding the
exercise of those tasks.
Europol shall support the
Fundamental Rights Officer
in performing the tasks
referred to in this Article by
providing the resources and
staff necessary to carry out
those tasks and access to all
information concerning
respect for fundamental rights
in the activities of Europol.

469

4. The Fundamental Rights
Officer shall report directly to
the Management Board and
publish annual reportson his
or her activities, including the
extent to which the activities of
Europol respect fundamental
rights. The Management
Board shall ensurethat action
istaken with regard to
recommendations of the
Fundamental Rights Officer.

470

5. The Fundamental Rights
Officer and the Data
Protection Officer shall
establish, in writing, a
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memorandum of
understanding specifying their
division of tasksand
cooperation.”

471

AM 167

(30 b) thefollowing Article
41d isinserted:

472

“Article 41d

473

Fundamental Rights Training

474

All Europol staff involved in
operational tasksinvolving
personal data processing shall
receive mandatory training on
the protection of fundamental
rights and freedoms, including
with regard to the processing
of personal data. Thistraining
shall be developed and
organised in cooperation with
the FRA and CEPOL.”

475

(31) InArticle42,
paragraphs 1 and 2 are
replaced by the following:

(31) InArticle 42, paragraphs 1
and 2 are replaced by the following:

476

“1. For the purpose of
exercising their supervisory
function the nationa
supervisory authority shall
have access, at the national

“1. For the purpose of exercising
their supervisory function the
national supervisory authority
referred toin Article41 of
Directive (EU) 2016/680 shall have

Written procedure (25/11/2021):
provisional agreement to use CSL
text

.1. For the purpose of exercising
their supervisory function the
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unit or at the liaison officers’
premises, to data submitted by
its Member State to Europol in
accordance with the relevant
national procedures and to
logsasreferredtoin

Article 40.

access, at the national unit or at the
liaison officers’ premises, to data
submitted by its Member State to
Europol in accordance with the
relevant national procedures and to
logs asreferred to in Article 40.

national supervisory authority
referred toin Article 41 of
Directive (EU) 2016/680 shall have
access, at the national unit or at the
liaison officers’ premises, to data
submitted by its Member State to
Europol in accordance with the
relevant national procedures and to
logs asreferred to in Article 40.

477 2. National supervisory 2. National supervisory authorities
authorities shall have accessto shall have access to the offices and
the offices and documents of documents of their respective
their respective liaison officers liaison officers at Europol.”;”.
at Europol.”;”.

478 (32) Article43isamended (32) Article43isamended as
asfollows: follows:

479 (@) in paragraph 1, the first (@) in paragraph 1, the first sentence
sentence is replaced by the is replaced by the following:
following:

480 “The EDPS shall be “The EDPS shall be responsible for

responsible for monitoring and
ensuring the application of the
provisions of this Regulation
and Regulation (EU)
2018/1725 relating to the
protection of fundamental
rights and freedoms of natural
persons with regard to the
processing of personal data by
Europol, and for advising

monitoring and ensuring the
application of the provisions of this
Regulation and Regulation (EU)
2018/1725 relating to the protection
of fundamental rights and freedoms
of natural persons with regard to the
processing of personal data by
Europol, and for advising Europol
and data subjects on all matters
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Europol and data subjects on
all matters concerning the
processing of personal data.”;

concerning the processing of
personal data.”;

481

AM 168

(aa) thefollowing
paragraph laisinserted:

482

“la. The EDPS shall be
provided with the financial
and human resources
necessary for the effective and
efficient performance of hisor
her tasks*.”

COM compromise proposal
26/11/2021.

la. The EDPS shall be provided
with the financial and human
resources necessary for the
effective and efficient performance
of hisor her tasks

483

AM 169

(ab) in paragraph 2, point
(c) isreplaced by the
following:

484

“(c) monitoring and ensuring
the application of this
Regulation and Regulation
(EVU) 2018/1725 relating to the
protection of natural persons
with regard to the processing of
personal data by Europol;”

485

AM 170
(ac) thefollowing
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paragraph 2aisinserted:

486

“2a. The EDPS shall have
access to the operational
personal data processed by
and to the premises of Europol
to the extent necessary for the
performance of hisor her
tasks.”

487

AM 171

(ad) paragraph 3isreplaced
by the following:

488

3. The tasks and powers of the
EDPS as set out in Articles 57
and 58 of Regulation(EU)
2018/1725 shall apply mutatis
mutandisto all personal data
processing by Europol under
this Regulation.;

COM compromise proposal

26/11/2021: use EP wording

489

AM 172

(ae) paragraph 4 isdeleted.

490

(b) paragraph 5 isreplaced by
the following:

(b) paragraph 5 isreplaced by the
following:
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491 “5. The EDPS shall draw up AM 173 “5. The EDPS shall draw up an Written procedure (25/11/2021):
an annual report on his or her 5 The EDPS shall draw annua report on his or her provisional agreement to use EP text
supe_rvisory activitiesin up an annual report on his or supervisory activitiesin relation to 5, The EDPS shall draw up an
relation to Europol. That her supervisory activitiesin Europol. That report shall be part of annual report on his or her
report shall be part of the . the annual report of the EDPS : \ e :

relation to Europol. That report . . supervisory activitiesin relation to
annual report of t_he EDPS shall be part of the annual referred' toin Article 60 of Europol. That report shall be part of
referred_ toin Article 60 of report of the EDPS referred to Regul aion (EU.) 2018/ 1725.' _The the annual report of the EDPS
Regul ation (EV) 20.18/ 1725. in Article 60 of Regulation national SUpervisory authorities referred to in Article 60 of
The national supervisory (EU)2018/1725. The national | Shall be invited to make | Regulation (EU)2018/1725. The
authorltlessha!l be mwtgd to supervisory authorities shall be observations on this report before it national supervisory authorities
make observa_n onson this invited to make observations on becomes part of the annual report. shall beinvited to make
r(?pcr)]rt befogle It becomﬁs Pat | the annual report on the The EDP‘? sﬁal ! gake utmost ” observations on the annual report
of the annual report. The supervisory activities of the account of the observations made on the supervisory activities of the
EDPS Shi” rt]akebutmost_ EDPSin relation to Europol by dngtl ondl super\S/'%OIr ye?uthorltrlles EDPSin relation to Europol before
account of the observations before it becomes part of the and, 1n any case, refertothem | i+ hecomes part of the annual report
made k.)y natlongl SUPEIVISOTY | annual report of the EDPS. The inthe annual report. of the EDPS. The EDPS shall take
authorities and, in any Case, EDPS shall take utmost utmost account of the observations
shall refer to them in the account of the observations made by national supervisory
annual report. made by national supervisory authorities and, shall refer to them

authorities and, shall refer to in the annua report.

them in the annual report.

492 | Thereport shall include The report shall include The report shall include statistical

statistical information
regarding complaints,
inquiries, and investigations,
aswell asregarding transfers
of personal datato third
countries and international
organisations, cases of prior
consultation, and the use of the

statistical information
regarding complaints, inquiries,
and investigations, aswell as
regarding transfers of personal
datato third countries,
including to private parties,
international organisations,
cases of prior consultation, and
the use of the powers laid down
in thisArticle.

information regarding complaints,
inquiries, and investigations, as well
as regarding transfers of personal
data to third countries and
international organisations, cases of
prior consultation, and the use of
the powers laid down in paragraph
3.7
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powers laid down in paragraph
3.7
493 (33) inArticle44, AM 174 (33) inArticle44, paragraph 2 is
]E)alrlagrgph. 2 isreplaced by the (33) Article 44 is amended replaced by the following:
OHOWING: asfollows
484 (a) paragraph 2 isreplaced by
the following:
495 “2. In the cases referred to “2. In the casesreferred to in

in paragraph 1, coordinated
supervision shall be ensured in
accordance with Article 62 of
Regulation (EU) 2018/1725.
The EDPS shall use the
expertise and experience of the
national supervisory
authoritiesin carrying out his
or her dutiesas set out in
Article 43(2). In carrying out
joint inspections together with
the EDPS, members and staff
of national supervisory
authorities shall, taking due
account of the principles of
subsidiarity and
proportionality, have powers
equivalent to those laid down
in Article 43(4) and be bound
by an obligation equivalent to

paragraph 1, coordinated
supervision shall be ensured in
accordance with Article 62 of
Regulation (EU) 2018/1725. The
EDPS shall use the expertise and
experience of the national
supervisory authorities in carrying
out hisor her dutiesas set out in
Article 43(2). In carrying out joint

inspections together with the EDPS,

members and staff of national
supervisory authorities shall, taking
due account of the principles of
subsidiarity and proportionality,
have powers equivalent to those
laid down in Article 43(4) and be
bound by an obligation equivalent
to that laid down in Article 43(6).”;
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that laid down in

Article 43(6).”;
496 (33 bis): in Article44, paragraph | Written procedur e (25/11/2021):
4 isreplaced by the following: provisiona agreement to use the
CSL text
(33 bis): in Article 44, paragraph
4 isreplaced by thefollowing:
497 "4, In cases relating to data Written procedure (25/11/2021):

originating from one or more
Member States, including the cases
referred to in Article 47(2), the
EDPS shall consult the national
supervisory authorities concerned.
The EDPS shall not decide on
further action to be taken before
those national supervisory
authorities have informed the EDPS
of their position, within a deadline
specified by him or her which shall
not be shorter than one month and
not longer than three months. The
EDPS shall take the utmost account
of the respective positions of the
national supervisory authorities
concerned. In cases where the
EDPS intends not to follow the
position of anational supervisory
authority, he or she shall inform
that authority, provide a
justification and submit the matter

provisional agreement to use CSL
text

“4. In cases relating to data
originating from one or more
Member States, including the cases
referred to in Article 47(2), the
EDPS shall consult the national
supervisory authorities concerned.
The EDPS shall not decide on
further action to be taken before
those national supervisory
authorities have informed the EDPS
of their position, within a deadline
specified by him or her which shall
not be shorter than one month and
not longer than three months. The
EDPS shall take the utmost account
of the respective positions of the
national supervisory authorities
concerned. In cases where the
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fer-diseussien-to the European
Data Pr otectlon Board

EDPS intends not to follow the
position of anational supervisory
authority, he or she shal inform that
authority, provide ajustification and
submit the matter fer-diseussien-to
the European Data Protection

498 AM 175 Written procedur e (25/11/2021):
(33a) in paragraph 4, the provisiona agreement to delete this
second subparagraph is line
replaced by the following:

499 Itn cgses v;/k;erfe ltlhe EtIaPS Written procedure (25/11/2021):
Intends not to followthe provisional agreement to delete this
position of a national i
supervisory authority, he or
she shall inform that
authority, provide a
justification and submit the
matter to the EDPB."

500 (34) Articles45and 46 are (34) Articles45and 46 are

deleted; deleted;

501 (35) Article47 isamended (35) Article47 isamended as

asfollows: follows:

502 (a) paragraph 1 isreplaced by (a) paragraph 1 isreplaced by the

the following:

following:
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503 | “1. Any datasubject shall “ 1. Any data subject shall have the
have the right to lodge a right to lodge a complaint with the
complaint with the EDPS if he EDPS if he or she considers that the
or she considers that the processing by Europol of personal
processing by Europol of datarelating to him or her does not
personal datarelating to him comply with this Regul ation or
or her does not comply with Regulation (EU) 2018/ 1725.”;[we
this Regulation or Regulation have to replace the whole
(EU) 2018/ 1725.”;[we have to paragraph][“1. or Regulation (EU)
replace the whole 2018/ 1725.”
paragraph][“1. or Regulation
(EU) 2018/ 1725.”

504 (b) in paragraph 2, the first (b) in paragraph 2, the first sentence
sentence is replaced by the is replaced by the following:
following:

505 “Where acomplaint relatesto | AM 176 “Where a complaint relatesto a Written procedur e (25/11/2021):

adecision asreferred to in
Article 36, 37 or 37aof this
Regulation or Article 80, 81 or
82 of Regulation (EU)
2018/1725, the EDPS shall
consult the national
supervisory authorities of the
Member State that provided
the data or of the

Member State directly
concerned.”;”;

Where acomplaint relatesto a
decision asreferred to in
Article 36 or 37 of this
Regulation or Article 81 or 82
of Regulation (EU) 2018/1725,
the EDPS shall consult the
national supervisory authorities
of the Member State that
provided the data or of the
Member State directly
concerned.”;

decision asreferred to in

Article 36, 37 or 37aof this
Regulation or Article 80, 81 or 82
of Regulation (EU) 2018/1725, the
EDPS shall consult the national
supervisory authorities of the
Member State that provided the
dataor of the Member State directly
concerned.”;”;

Use EP text as consequential
amendment in relation to Article
37/37a

Where acomplaint relatesto a
decision asreferred to in Article 36
or 37 of this Regulation or Article
81 or 82 of Regulation (EU)
2018/1725, the EDPS shall consult
the national supervisory authorities
of the Member State that provided
the data or of the Member State
directly concerned.”;
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506 (c) the following paragraph 5 (c) thefollowing paragraph 5 is
is added: added:
507 “5. The EDPS shall inform the “5. The EDPS shall inform the data
data subject of the progress subject of the progress and outcome
and outcome of the complaint, of the complaint, as well asthe
aswell asthe possibility of a possibility of ajudicial remedy
judicia remedy pursuant to pursuant to Article 48.”;
Article 48.7;
508 (36) Article50 isamended (36) Article50isamended as
asfollows: follows:
509 (a) thetitle is replaced by: (a) thetitle is replaced by:
510 “Right to compensation”; “Right to compensation”;
511 (b) paragraph 1 is deleted; AM 177 (b) paragraph 1 is deleted; TM 26/11/2021: provisionaly
(b) paragraph 1 isreplaced agreed; use EP text
by the following: (b) paragraph 1 is replaced by
the following:
512 “Any person who has suffered TM 26/11/2021: provisionaly

material or non-material
damage as a result of an
infringement of this
Regulation shall have theright
to receive compensation in
accordance with Article 65 of
Regulation 2018/1725 and
national laws transposing
Article 56 of Directive (EU)

agreed; use EP text

“Any person who has suffered
material or non-material damage
asaresult of an infringement of
this Regulation shall have theright
to receive compensation in
accordance with Article 65 of
Regulation 2018/1725 and national
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2016/680.”

laws transposing Article 56 of
Directive (EU) 2016/680.”

513

(c) paragraph 2 is replaced by
the following:

(c) paragraph 2 isreplaced by the
following:
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TM 26/11/2021: provisionally

514 “2.  Any dispute between AM 178 “2. Any dispute between Europol agreed; use EP text
Europol and Member States o Any dispute between and Member States over the
over the ultimate responsibility Europol and Member States ultimate responsibility for “2 Any dispute between
for compensation awarded to a over the ultimate responsibility compensation awarded to aperson Europol and Member States over
person who has suffer_ed for compensation awarded to a who has suffered_materlal ornon- the ultimate responsibility for
material or non-material person  who has  suffered material damage in accordance with compensation awarded to a person
damage in accordance with material o non-material Article 65 of Regulation (EU) T A B [ e powiong
Article 65 of Regulation (EU) damage in accordance with 2018/1725 and national laws material damage in accordance with
2018/1725 and national laws paragraph 1 shall be referred to transposing Article 56 of Directive paragraph 1 shall be referred to the
trgnsppsi ng Article 56 of the Management Board, which (EU) 2016/680 shall be refe_rred to Management Board, which shall
Directive (EU) 2016/680 shall || 41" jecide by a majority of | (e Management Board, which shall |yeiqe by 2 majority of two-thirds
be referregl tothe M anagement | o thirds of  its members, deq deby amay ority of tWO.'th'.rdS of its members, without prejudice to
Board, which shall decideby a | 1ot prejudice to the right to | OF 't members, without prejudice to ypa ot to challenge that decision
majority of two-thirds of its chalenge that decision in the right to challenge that decision s e reaih A el 253
members, without prejudice to accordance with Article 263 in accordance with Article 263 TEEU.”
the right to challenge that TEEU ™ TFEU.”;.” '
decision in accordance with o
Article263 TFEU.”;.”

515 (37) Article51 isamended (37) Article51 isamended as
asfollows: follows:

516 AM 179

(-a) in paragraph 3, point

(c) isreplaced by thefollowing:

Page 234 of 252




26/11/2021

COM (13908/20 + COR 1)

EP (A9-9999/2021)

Council

Provisional agreement

*“(c) the consolidated annual

517 activity report on Europol’s

activities, referred to in point
(c) of Article 11(1), with a
detailed section on Europol’s
activitiesin and results
obtained in processing
complex datasets;

518 (@) in paragraph 3, the (@) in paragraph 3, the following
following points () to (i) are points (f) to (i) are are added:
are added:

519 “(f)  annual information AM 180 “(f)  annual information

about the number of casesin
which Europol issued follow-
up requeststo private parties
or own-initiative requests to
Member States of
establishment for the
transmission of personal data
in accordance with Article 26,
including specific examples of
cases demonstrating why these
requests were necessary for
Europol to fulfil its objectives
and tasks;

(f) annual information
about the number of casesin
which Europol issued follow-
up requests to private parties or
own-initiative requests to
Member States of
establishment for the
transmission of personal datain
accordance with Article26,
relevant details on the private
parties concerned and an
assessment of the effectiveness
of cooperation, and specific
examples of cases
demonstrating why these
reguests were necessary and
proportionate for Europol to
fulfil its objectives and tasks;

pursuant to Article 26(11)abeut

with private parties pursuant to
Article 26 and Article 26a,
including specific examples of
cases demonstrating why these
regquests were necessary for Europol
to fulfil its objectives and tasks;
examples shall be anonymized
insofar_as personal data is

concer ned;
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520 (9) annual information AM 181 (9) annual information about
about the number of cases o) annual information the number of cases where it was
where it was necessary for about the number of cases necessary for Europol to process
Europol to process personal - personal data outside the categories

. ) where it was necessary for . . : .
data outside the categories of Europol to process personal of data subjectslisted in Annex Il in
data subjects listed in Annex |1 data outside the categories of order to support Member Statesin a
in order to support Member data subjects listed in Annex 1 specific criminal investigation in
States in a specific crimina in order to support Member accordance with Article 18a,
investigation in accordance States in a specific criminal including examples of such cases
with Alrti C|? 18a,hi ncluding investigation in accordance demons_trati ng why this data
examples of such cases - : : processing was hecessary;
demons_trati ng why this data mft ;ﬁg{%ﬁ %)?]a:d?leodnugrig in examples shall be anonymized
processing was necessary; and outcomes of the insofar_as personal datais

processing, including examples concer ned;
of such cases demonstrating
why this data processing was
necessary and proportionate;
521 AM 182

(ga) annual information
about transfers of personal
data to third countries and
international organisations
pursuant to Article 25(1)
broken down per legal basis,
and on the number of casesin
which the Executive Director
authorised, pursuant to Article
25(5), the transfer or
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categories of transfers of
personal datarelated to a
specific ongoing criminal
investigation to third countries
or international organisations,
including information on the
countries concerned and the
duration of the authorisation;

522

(h) annual information
about the number of casesin
which Europol issued dertsin
the Schengen Information
System in accordance with
Article 4(2)(r), and the number
of “hits’ these alerts generated,
including specific examples of
cases demonstrating why these
alerts were necessary for
Europol to fulfil its objectives
and tasks;

AM 183

(h) annual information
about the number of casesin
which Europol issued aertsin
the Schengen Information
System in accordance with
Article 4(2)(r) per category of
alert and in aggregate, the
number of ‘hits’ these alerts
generated per category of alert
and in aggregate, including
specific examples of cases
demonstrating why these aerts
were necessary for Europol to
fulfil its objectives and tasks,
the number of objections by
Member Statesto proposals by
Europol toissue an alert, and,
where thisinformation is
available to Europol, the
number of investigations
initiated and convictionsas a

(h) annual information about
the number of casesin which
Europol issued dertsin the
Schengen Information System in
accordance with Article 4(1)(r), and
the number of ‘hits’ these alerts
generated, including specific
examples of cases demonstrating
why these alerts were necessary for
Europol to fulfil its objectives and
tasks, examples shall be
anonymized insofar_as per sonal
data is concerned;
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result of those alerts;

523 () annual information AM 184 () annual information about
about the number of pilot . . - the number of resear ch and
projects in which Europol gk)Jout thaenzﬂikl)g%fnrliggr ch |nnovat|on 9|=I=et proj ectsm%h%h
prqc&ssed pefso”?" datato and innovation projectsin
train, test and validate which Europol processed
gle?/cgllégm;?gﬂiols persona datato train, test and
including Al-based tools, for \dlzlvlgitgrilgn(:rgfhtrg(s)lfsori ;Eleudi ng %@Feemeﬁi undertaken in
law enforcement in accordance | A | _hased tools. for | alw accordance with Article 334,
with Article 33a, including enforcement in, accordance including information on the
information on the purposes of ith Article 18(2)(€), includin purposes of these projects and the
these projects and the law wa - ’ J law enforcement needs they seek to

forcement needs thev seek information on the purposes of dldress™
te(?a ddress &y these projects, the categoriesof | =——
o personal data processed, the
additional safeguards used,
including data minimisation,
the law enforcement needs they
seek to address, the outcome of
the projects and, where the
projectsresulted in law
enforcement tools,
information on the deployment
of thetoolsin the Member
States alongside their
effectiveness;
524 AM 185
(ia) annual information
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about the number of casesin
which Europol made use of
temporary processing in
accordance with Article 18(6a)
and, where applicable, the
number of casesin which the
maximum processing period
was prolonged,

525

AM 186

(ib)  annual information on
the number and types of cases
where special categories of
personal data were processed,
pursuant to Article 30(2);

526

AM 187

(ic) annual information
about the number of casesin
which Europol processed
personal data in accordance
with Article 26a;

527

AM 188

(id)  annual information
about the number of casesin
which Europol processed
personal data in accordance
with Article 26b, including, to
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the extent that this
information is available to
Europol, the number of
children identified and saved
as aresult of the processing of
personal data to prevent the
dissemination of child sexual
abuse material.”;

528

AM 189

(aa) paragraph 5isreplaced
by the following:

529

“5. The JPSG may draw up
summary conclusions on the
political monitoring of
Europol's activities, including
specific recommendationsto
Europol, and submit those
conclusions to the European
Parliament and national
parliaments. The European
Parliament shall forward them,
for information purposes, to the
Council, the Commission and
Europol.”

530

AM 190
(37 a) thefollowing Article
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K2aisinserted

531

“Article 52a

532

Consultative Forum

533

1. A consultative forum shall
be established by Europol to
assist it by providing
independent advicein
fundamental rights matters
upon request. The Executive
Director and the Management
Board, in coordination with
the Fundamental Rights
Officer, may consult the
consultative forum on any
matter related to fundamental
rights.

534

2. Europol shall invite
independent experts, the
European Union Agency for
Fundament Rights and other
relevant organisationsin the
field of fundamental rightsto
participate in the consultative
forum. On the basis of a
proposal from the
Fundamental Rights Officer
that was made after consulting
the Executive Director, the
Management Board shall
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decide on the composition of
the consultative forum, its
working methods and the
terms of the transmission of
information to the consultative
forum.”

535

AM 191

(37 b) Article52b (new) is
inserted:

536

"Article52b

537

Accountability

538

Europol shall be accountable
to the European Parliament,
to the Council and to the
Commission in accordance to
this Regulation.”

539

(38) inArticle57,
paragraph 4 is replaced by the
following:

(38) inArticle57, paragraph 4is
replaced by the following:

540

“4. Europol may benefit from
Union funding in the form of
contribution agreements or
grant agreementsin
accordance with its financial
rulesreferred to in Article 61
and with the provisions of the

AM 192

4. Europol may benefit
from Union funding in the form
of contribution agreements or
grant agreements in accordance
with its financial rulesreferred
toin Article 61 and with the

“4. Europol may benefit from
Union funding in the form of
contribution agreements or grant
agreements in accordance with its
financial rulesreferredtoin
Article 61 and with the provisions
of the relevant instruments
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relevant instruments
supporting the policies of the
Union. Contributions may be
received from countries with
whom Europol or the Union
has an agreement providing
for financial contributionsto
Europol within the scope of
Europol’s objectives and tasks.
The amount of the
contribution shall be
determined in the respective
agreement.”;

provisions of the relevant
instruments supporting the
policies of the Union. Europol
may, within the scope of its
objectives and tasks, receive
contributions from European
Economic Area (EEA)
countries with which it or the
Union has concluded an
agreement on operational
cooperation providing for
financia contributionsin
accordance with point (a) of
Article 20(2) of Commission
Delegated Regulation (EU)
2019/715' or from third
countries which fulfil one of
the conditionslisted in Article
25(1) of this Regulation for
specific projectsin accordance
with point (d) of Article 20(2)
of Commission Delegated
Regulation (EU) 2019/715.
The amount of the contribution
shall be determined in the
respective agreement. The
amount, origin and purpose of
such contributions shall be
included in the annual
accounts of Europol and
clearly detailed in the annual
report on the Europol’s
budgetary and financial
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management referred to in
Article 60(2).”

541

AM 193

(38a) InArticle58,
paragraph 9 isreplaced by the
following:

542

“For any building projects
likely to have significant
implications for Europol's
budget, Commission Delegated
Regulation (EU) 2019/715

shall apply.”

543

AM 194

(38 b) In Article 60,
paragraph 4 isreplaced by the
following:

4. On receipt of the Court of
Auditors observations on
Europol's provisiona accounts
for year N pursuant to Article
246 of Regulation (EU,
Euratom) 2018/1046 of the
European Parliament and of
the Council??, Europol's
accounting officer shall draw
up Europol's final accounts for
that year. The Executive
Director shall submit them to
the Management Board for an
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opinion.”

545

252 Regulation (EU, Euratom)
2018/1046 of the European
Parliament and of the Council
of 18 July 2018 on the
financial rules applicableto
the general budget of the
Union, amending Regulations
(EU) No 1296/2013 (EU) No
1301/2013, (EU) No
1303/2013. (EU)No
1304/2013, (EU) No
1309/2013, (EU) No
1316/2013, (EU) No 223/2014,
(EU) No282/2013, and
Decision No 541/2014/EU and
repealing Regulation (EU) No
996/2012(0J L 122, 10.5.2019,
p.1).”

546

AM 195

(38¢) InArticle60,
paragraph 9 isreplaced by the
following:

547

9. The Executive Director shall
submit to the European
Parliament, at the |atter's
reguest, any information
required for the smooth
application of the discharge
procedure for year N, as laid
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downin Article 106 (3) of
Delegated Regulation (EU)
2019/715.
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548 (39) Article61 isamended (39) Article 61 isamended as
asfollows: follows:

549 (a) Paragraph 1 isreplaced by () Paragraph 1 isreplaced by the
the following: following:

550 | “1. Thefinancid rules “1. Thefinancid rules
applicable to Europol shall be applicable to Europol shall be
adopted by the Management adopted by the Management Board
Board after consultation with after consultation with the
the Commission. They shall Commission. They shall not depart
not depart from Commission from Commission Delegated
Delegated Regulation (EU) No Regulation (EU) No 2019/715
2019/715 unless such a unless such adepartureis
departureis specifically specifically required for the
required for the operation of operation of Europol and the
Europol and the Commission Commission has given its prior
has given its prior consent.” consent.”

551 (b) paragraphs 2 and 3 are (b) paragraphs 2 and 3 are replaced
replaced by the following: by the following:

AM 196 “2. Europol may award grants

552 | “2. Europol may award 2. Europol may award related to the fulfilment of its

grants related to the fulfilment
of its objectives and tasks as
referred to in Articles 3 and
4.,

grants related to the fulfilment
of itstasks asreferred to in
Article4.;

objectives and tasks as referred to in
Articles 3 and 4.”;
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553 3. Europol may award grants | AM 197 3. Europol may award grants
without acall for proposalsto | 3. Europol may award without acall for proposalsto
Member States for grants without a call for Member States for performance of
performance of activities proposals to Member States for | activities falling within Europol’s
falling within Europol’s performance of activities objectives and tasks.”;
objectives and tasks.”; falling within the scope of

Europol’s tasks set out in
Article4.;

554 | (c) thefollowing paragraph 3a (c) the following paragraph 3ais
isinserted: inserted:

555 “3a. Where duly justified for AM 198 “3a. Where duly justified for
operational purposes, financial | 3a.  Where duly justified for | operationa purposes, financial
support may cover the full operational purposes, following | support may cover the full
investment costs of equipment, | authorisation by the investment costs of equipment,
infrastructure or other assets.”; | Management Board, financial | infrastructure or other assets. The

support may cover the full Management Board may specify
investment costs of equipment | the criteria under which financial
and infrastructure.; support may cover the full costs
in thefinancial rulesin
accor dance with paragraph 1”;

556 (40) Article67isreplaced | AM 199
asfollows: deleted

557 “Article 67 deleted

558 | Security ruleson the deleted

protection of classified
information and sensitive non-
classified information
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559

1. The Europol shall adopt its
own security rulesthat shall be
based on the principles and
ruleslaid down in the
Commission’s security rules
for protecting European Union
classified information (EUCI)
and sensitive non-classified
information including, inter
aia, provisionsfor the
exchange of such information
with third countries, and
processing and storage of such
information as set out in
Commission Decisions (EU,
Euratom) 2015/443 (44) and
(EU, Euratom) 2015/444 (45).
Any administrative
arrangement on the exchange
of classified information with
the relevant authorities of a
third country or, in the absence
of such arrangement, any
exceptional ad hoc rel ease of
EUCI to those authorities,
shall be subject to the
Commission’s prior approval.

del eted

560

2. The Management Board
shall adopt the Europol’s
security rules following
approva by the Commission.
When assessing the proposed

deleted
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security rules, the Commission
shall ensure that they are
compatible with Decisions
(EU, Euratom) 2015/443 and
(EU, Euratom) 2015/444.*

561

AM 200

(40a) In Article 68, paragraph
lisreplaced by the following:

562

“1. By... [five years after entry
into force of this Regulation]
and every five years thereafter,
the Commission shall ensure
that an evaluation assessing, in
particular, the impact,
effectiveness and efficiency of
Europol and of itsworking
practicesis carried out. The
evaluation may, in particular,
address the possible need to
modify the structure, operation,
field of action and tasks of
Europol, and the financial
implications of any such
modification.”

563

(41) inArticle68, the
following paragraph 3is
added:

(41) inArticle 68, the following
paragraph 3 is added:

564

“3. The Commission shall,
by [three years after entry into
force of this Regulation],

AM 201
3. The Commission shall,
by [two years after entry into

“3. The Commission shall, by
[three years after entry into force of
this Regulation], submit areport to
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submit areport to the
European Parliament and to
the Council, assessing the
operational benefits of the
implementation of the
competences provided for in
Article 18(2)(e) and (5a),
Article 18a, Article 26 and
Article 26awith regard to
Europol’s objectives. The
report shall cover the impact
of those competences on
fundamental rights and
freedoms as enshrined in the
Charter of Fundamental
Rights.”.

force of this Regulation],
submit areport to the European
Parliament and to the Council,
evaluating and assessing the
operational benefits of the
implementation of the
competences provided for in
this Regulation, in particular
with regard to Article 4(2)(r),
Article 18(2)(e), Article 18(6a),
and Articles 18a, 26, 26a and
26b with regard to Europol’s
objectives as set out in Article
3. Thereport shall assessthe
impact of those competences
on fundamental rights and
freedoms as enshrined in the
Charter. It shall also providea
cost-benefit analysis of the
extension to Europol's
mandate.”.

the European Parliament and to the
Council, assessing the operational
benefits impact of the
implementation of the competences
provided for in Article 18(2)(e) and
(5a), Article 18a, Article 26 and
Article 26a with regard to Europol’s
objectives. The report shall cover
the impact of those competences on
fundamental rights and freedoms as
enshrined in the Charter of
Fundamental Rights.”.

565

Article 2

Article 2

566

This Regulation shall enter
into force on the twentieth day
following that of its
publication in the Official
Journal of the European
Union.

This Regulation shall enter into
force on the twentieth day
following that of its publication in
the Official Journal of the
European Union.
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567 | ThisRegulation shall be
b! ndingin |t§ enti rgty and This Regulation shall be binding in
directly applicablein the its entirety and directly applicable
Member States in accordance in the Member States in accordance
with the Treaties. with the Treaties.
Done at Brussels,
568 Done at Brussels,
569 For the European Parliament For the European Parliament
For the Council For the Council
The President The
President
570 The President
The President
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