
Standard Cor*ractual Clau§e§

FortheDurpqsesolAlticle26(2)otDirectivegs/46/Ectorthetranslerofpersonaldatatoprocessorsestablishedinthirdcountries
whlch d; not ensure an adequate level of data protection'

Name of the data oxporting organisation Universität.Faderbon.... .. . '

Address:

Tel.:

-

..;fax:

rp9.rs.e..r.$e|}9-l99,.9?9..99.P..?qelpgn,.ggrnaLv-

. -...; e-mail:

Other information needed to ldentify the organisation

And

Name ofthe data imponing organisalion: Zoom Video Communications' Inc

Address: 55 Almaden Blvd. Suite 600, San Jose' CA95113

Other inlormatlon needed to identify the organisationi not applicable

each a "partv"; together the parties',

HAVEAGREEDonthefollowingcontractualclauses(theclau§es)inordeltoadduc€adequatesafeguardswithrespecttolhe
orotection ot privacv ano fundamenrat rig;r";;ffiä;;"";I;;i;äuaL tor tne transter ov the data exporter to the data importer

äf the personal data specified in Appendix 1'

Clause 1

Definitions

For the pulPoses of the Clauses:

(a) 'personal data','speoh/ cateeloa'es ol dda" 'processlptoc€ss'hg'' 'conro'lel' 'prcc€ssor" data subiect' and

'supervi§ryautho.,tv' shall n"?;"t# ä;;;^ö ""-in'oi'*ti'" 
ä6/'/m/Ec of the European Paiiament and of the

councilof24octoberlgg5ontheprotectionotindividualswithregardtothepmc€§dngolpersonaldataandonthe
free movement of such data;

(b) 'the data exryier' meÄns the controller who transfers the personal data;

{c) 'ttl data imljtJr.et' means the prccossor who agrees to receNe. from ths dala exporter personal data intended tor

processing on nis betratt atteri#iäi#;," äÄ"ä""* with his inst;dions and the terms ot the clause§ and who i§

not subiect to a thtrd *r*,y,'J',:Ä#;;;ri-nä"o"qu"* p-t".tion within the meaning ot Article 25(1) of Directive

95/46/EC Proces§ol:

(d) 'the subprocessor' means any Focessor engaged by the-data- importer or bv any olher subprocessor ol the data

imponeiwhoagreeslo,ece,vliromtneaatiiriporterorfrom'anyott'ersuupiocäsorotthedataimporterpersonal
data exclu§ively intend"d f., plo"äiü;;ritiä to o" *oi"o ort on b"h"tt'ol th" dut, txporter after the transler in

accordanc€ with his in"tructi#s''-t-nii#s- ot th; Clauses and the terms o' the written subcontract;

iel 'the apticable data Wtectbn law'means the legislation protecting thetundamental rights and freedoms ol individuals

and, in particutar, their rish, äff :ff;iil;#ä-tJnä or**rirg oipersonal datä applicable to a data controller

in the l,,riember State in which the data exporter is eslaDl§neo;

tf,,,technicalandorganizationals*udtymeasures,mean§thosem€asuresaimedatprotectingpeGonaldataagainst
accidental or untawrut aesnJJtän-äi'accioentd ross, arteration, unauthorized disclosure or access, in panicular where

the processing invotves,n" rl#lr|i*iä'äiäääi-iJ* n"t*otL, uno ugainst all other unlav"dul lorms oI processins'
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The details ol the transler and in particular the special categories ol peßond data where applicable are speciried in Appendix 1

which lorms an integral part ol the Clauses.

C/ause 3

Thitd-p,ty boneficbry ctau§€

The data subiect can enforce againsi the data exPorter this Clause, Clause 4(b) to (0, Clause 5(a) to (e), and (g) to 0,
Clause 6(1) and (2), Clause 7, Clause 8(2), and Claus6 9lo 12 as third-party beneficiary

The data subject can enlorce against the data importer lhis clause, clause 5(a) to (e) and (g), clause 6, clause 7,

Clause B(2), and Ctausss I to 12, in cases where the data exporter has factually disappearcd or has ceased to exisl in

law unless any succeqsor entity has assumed the entire legal obligations of the data exporter by contract or by

operation of latr,, as a result of which it takes on the rights and obligations of the data exporter, in which case the data

subiect can enforce them against such entity.

The data subject can enlorce against the subprocessor this clause, clause 5(a) to (e) and (g), clause 6, clause 7,

Ctause 8(a, änd Ctauses I to 12, in cases where both the data expoder and the data importer have factually

disappeared or ceasod to exist in law or have become insolvent, unless any successor entity has assumed the entire

legai obligations o, the data exporter by contract or by operation of law as a resuh of which it takes on the rights and

odligations ol the data exponer, in which case the data subject can enforce them against such entity. Such third-patty

liabiilty ot the subprocessor shall be limited to its own processlng operations under the clauses.

The parties do not object to a data subject being represented by an association or other body if the data subject so

expressly wishes and iI permitt€d by national law.

3.

4

The data exporter agree§ and warrants:

(a) that the processing, including the transler itsdf, of the personal data has been and will continue to be canied out in
' ' 

accordance with th; rebvant provisions of the applicable data prctection law (and, where applicable, has been notified

to the relevant authorities of the Member State where the data exporter is establishso and does not violale the relevant

provisions oI that §ate;

(b) that it has instructed and throughout the duration ol the personal data processing services will instruct the data importer

to process the personal data tänsferred only on the data exporter's behal, and in accordance with the applicable data

proleclion law and the Clauses;

(c) that the data lmporter will provlde sufiicient guarantees in respect of the technical and organisational security measures

specified in Appendix 2 to this contract;

(d) that after assessment of the requiremgnts of the applicable data protection law, the security measures are appropriate

to protect personal data against accidental or unlawful destruction or accidental loss, atteration, unauthorised

disclosure or access, in particular where the processing involves the tran§mbsion ot data over a network' and against

all other unlawful forms ol processing, and lhat these measures ensurE a level of security appropriate to the risks

presented by the proc€sslng and the;ature of the data to be prote.cted having regard to the state ol the art and the

cost ol their implementation;

(e) that it will ensure compliance with the socuriv measures;

(f) that, if the transler invotues special categoies of data, the data subiect has been informed or will be informed before,
' ' 

or as soon as possible aftsr, the transle; that its data could be transmitted to a third country not providing adequate

protection within the meaning ot Directlve 95/46/EC;

(S) fo forward any notilication rec€iv€d from the data importer or any subprocessor pursuant to Clause 5(b) and Clause

A(g) to the aäta proteabn supervisory adhority il the data exporter decides to continue the transler or to lift the

suspension;

(h) to make available to the data subjects upon request a copy of the clauses. with the exception of Appendix 2. and a

summary description of the securiiy measures, as well as a copy of any contract for subprocessing services which has

Clause 4

Obtlgations of the data exporter



(i)

tobemadeinaccordancewiththeClauses,unle§stheClaus€sorthecontractcontaincommercialinformation'in
which case it may remove §uch commercial intormation;

that, in the event of subprocessing, the processing activity is canied out in accordance with Clause 11 by a

subprocessor providing at east the samäieääipäätion ro'r tt 
" 

prrsonaldata and the rights of data subiect as the

data importer under the Clause§; and

(j) that it will ensure compliance with Clause 4(a) to {i)

/.,11€ 6

Obtigatbns of the data lmPoier

(a)

(b)

The data importer agrees and wanants:

(e)

(h)

(0

t)

(c)

(d)

(n

G)

2

C/ause 6

Liability

The parties agree that any dala subiect' who has suflered damage as a result ol anv breach of the obtigations retened

to in ctause 3 or in ctause t t oy any party Jr'äiilä"**iü 
"""tnled 

to receive compensation from the data exponer

for th6 damage suffered.

lladatasubjectisnotabletobringaclaimforcompensationlnaccordance.with-paraqraphlagainstthedataexporter'
arising out o{ a breach oy tne oau rmpoieräit'i" !'Opä"""tt' 

"+ 
any of their ohlloations refered to in clause 3 or ln

ctause 11, because th" oa" u*pon"' njlä;u' il:;-p-;; ;t *ased to exist 
-h 

taw or has become lnsolvent the

to process the peßonal data only on behalf ot the data exporter and in compliance with its ir§tructions and the Clauses;

i, * cannot provide such 
"o.pt,uncu 

,o, iträi"äi.""""1, i "gr""t 
ro inform promptly the data exporter ot its inability

to comply, in whlch case ttre oata exportei i" 
"niitlä1o "'"p"io 

lhe transter of data and/or terminate the contractl

that it has no reason to believe that the tegislation appticable to jt pevents it-trom Iumllinq the instructions received

Irom the data exporter and its obttgatioisir-nä", r-tr. 
"onrr""t "na 

that in the event of a chanqe in this leglslation which

is liketv to have a substantiat aoverse #äi i-riiträ wananties ano obligations pmvidad bv the clauses, it will promplly

notiiv ihe chanqe to th. ar,u 
",pott* 

u"ää'""it l"ä"t"' ' *ni"h äe the data exporter is entitled to suspend the

tra;ter ol data and/o( terminate the contsact;

thatithasimplementedthetechnicalandorganisationalsecuritymeasuresspecifedinAppendix2beloreprocessing
the personal data traflsfened;

that it will promptly notlfy the data exporter about:

{i) any legally binding reqLlesl lor disclosure of the personal data by a law enforcement authority unle6§ otherwise

prohibited, such as a proniortää in-Jer 
"rirnitiui 

rut' to presärve the confidentialitv ol a law enforcement

inve§tigation,

(i) any accidental or unauthorised access' and

fiii) any request received directly from lhe data subiects without responding to that request' unless it has been

otherwise authorised to do so;

to deal promptly and proporly with all inquiries from the dala exporter relating to its Drocessrng ol the peßond data

subiect to rhe transfer una to uoia" ov iliäääil;il; "r-p.--ö 
authoritv ;th resard to the processing of the data

transfered;

at ihe request ol the data exporter to submit its data processins fa: lt':: g-"s,,Ht mf::ffffi-tl'ffi:#ffiH;; il C];;; which shall be caried oul bv the data exporter or an rnspr

members and in posse§sion ot the req,rä iääionur quurm"utions bound by a duty ol contidentiality' selected by

ffiää;il;;;applicable, in agreement with the supervisory autho{itv;

to make available to the data sublect upon request a copy ot the Clause§.' 
-oJ 

any gxisting cont^act tor subprocessing

unless the Claus€§ or contraa conän commercial i;tormation' in which l.äse it mav remove such commerclal

informalion, with the exceprion ", #;*il;;ä snatt oe reptaceo by a summary description ol the securitv

measures in those caso l,,f,"'" rn" oää 
"'tject 

is unable to obtain a copy from the data exporter;

that, in the event of subproce§sing' it has previously informed the dala exporter and obtainsd its prior written consent;

that the processing service§ by the subprocessor will be canied out in accofdance with Clause 1 1;

to send promptly a Gopy ol arry subproce§sor agreement it concludes under the Clauses to the data exporter-



3

data importetrasre.sthatthedatasubject,"a:"ä,::Ä:iTü:i§:*",f:5#r,ffi§lJ'"::f"ti""iiy;;ri:,;
unless any successor :ntiy.h"" 3=-'.1";;"jääi"iä," 

"dri"st 
such entity.

of law, in which case the data subiecr c€

The data importer may not rely on a breach by a subprocessor of its obligations in order to avoid its own liabilities

tf a data subiect is not able to bnng a claim against the data exporter or the-data imoorter relened to in paragraphs 1

l,iä'ääiä.J.t""*"1"§r3l[ii*iffi;]'ü""J,']:#f,"'.il:n::tr***'t:ililTül1i-q=
because both the data exporter an-o- tl"r;; 

rh;i',;;;"," subject may issue a claim agatnst the data subprocesso-r

becom€ lnsolvent, the subproce§sor agre* ''i','l:.-"::'-".:.-:: ;" ii'it were ttre data exporter or the data imponer'

-l;-:r"nxp":ffi$§ry",H$flär:!rü: :*il: ilm,*ar":*:ir":t#nrllr,'
or bv operation ol law' in which case Ine oa-rd-§-uelE!1.".i^.-" 

'-J"r it" öfru"o.
]rüJ.Jääi"nlu * ilmit"d to is o'. p'o"essing oporations under the clausr

1

Medi ation a'id iutt§,, ictbn

The data importer agrees that if the^data subiect invokes against il third-partu beneficiary rights and/or clarms

compensation tor damages unoer tne r'är[J' älää"i" -pänJ 'ill 
accept the decision o{ the data sublect:

(a) to reler the dispute to rnediation' by an independed person or' where applicable' by the supeMsory authority;

(b) to refer the dispute to the couns in the Member State in which the data exporter is established'

ä:Jä#ä*"H*"^::';nr*i:j*"::r*m:Ijl'l?:ffli*:i"n"uhstantiveorprocedurar'shtsto

Clause 7

Clause I

C/au§e I
Goveming Law

2

2

3.

Coopetutlon wfth aurr,ntiflry authotttb's

The data expodel agrees to deposlt.a copy of this contract with the supervisorY authority it it so requests or it such

äJiääl"?ä äo ,üJeithe appticabte aata protecrion law'

rhe parties asree that rte wo.rursorv ,,tt'i,,v"lX;JiJi#§"#H[ä,il3::'*l[ilr1',#"1'f;i ?,?t#.i'XI

",,r'^-ce-qsor. which has the same sco[

äpil;;;;,h; "pplicable 
data protection law'

rne data importer strar promptv intorm t:ffnilffi[:t1]'#::::'*'r"troitl5t;*11"*'li',f3"t:"-ffi;?

i*3:ffiX"tHäl'X:i§#'13'äi il:*ää ä u*Lin" .."ä*'o roreseen in crause 5 (b)

The Clauses shall be govemed by lhe law o' the Member State in which the data exporter is €stablished

Clause 10

Va,iatbn of the @ntßct

TheoartiesundertakenottovaryormodifytheClauses.Thisdoesnotprecludethepartiesfromaddingclausesonbusiness
ffiä',ää ;; *uireo as iong as they oo not Gontradict th€ clause

Clause 
.l 

7

SubPtoce§sing

1 The data importer shall not subcontract any ol its processing :lT:non" 
oertormed on behalf of lhe data exporter

,,nder the cru,"o *itno,t tiäiä,,üii än'"on""ni "r.tl" 
d,ji-1;i'{i;[::: nlo;'Uäiffä?i"SE:li4ii

#'rl+[Til#:'*i:*i:r***mm:3t1[?'f311?']f'["i;[;#;;;;;";p"tuonrheda'iaimpo.er



lliillliflXl-"S;.S:f#:?J,',IHffi:ilt:::i"iXi'nfiäfli:3;:i.'i'"::TilJ:ffi[Ll$:1331ä[".*

, fl:":ilTTItH*", between rhe data imporrer and therubproc*sor shall also provid€.lor 
.a -third-partv

benenciary craus€ as raid o"ilT; iä;är-""""o *191* llm'i,T *;t*Sl"-t#J§;.$tYi
ffijrit"erülgx';ti:,rss'::niffi iälläil!11#;"13ii#r*:#§.:mu*
liää'iä,iäi"uig*ons ot the data oxporter or dala importer Dy c

liability ol the subproc*' "n"i#ä'"'ää" 
o'n pto""orng optations under the clauses'

a The orovisions rerating ro data protection aspects for subprocessing-ot the contract refefied to in paragraph 1 shall be

sovemed bv tn" r"' a tt'" r'räHi'#iäi"j""lnln tn" a"t" 
"'porte' 

ls establishod'

^Thedataexportorshallkeepalistolsubprocessingagreernents.clncludedUnderlheclausesandnotitiedbylhedalaimoorterpuo'unttocr"'""'s'[]l;'H"#lü;;r;ä"outr"""tonäävätrt'uli;tshallbeavarlabretothedata
äräää 5 a"ä,'t*tion sup€wisory authoritv'

Cl se 12

2

obtisztrln atterttetetmtnation ot 6,s,nat:::lTfffirhe 
data importe, and rhe

The data importer and ttre suoprocessor wanant that upon rcqü'esl:t-lT':"" exporter and/or ol the supervisory

authoritv, it will submit its d"ta p'o"u*til; ä";'i[ä jä''"""äit 
"i 

tnt measures relen€d lo in paragraph r '

On behatl ol tt|e data oxporten

Name (writtBn out in full): "'J-

Other information n*e§sary in otder lor the contract to be blnding (it any)

Universität Pade rbom' Yy3rbuI€er Straße.100,.33098

Signature

(stamp ol organization)

Position

Address:

Position

On b€hatf ofthe data importer:

Name (written out in tur»ll

Addr€ss: 55 Almaden Blvd' Sulte 600' San Jose' CA 951 13 USA

Other inlonnation necessary in order tor the contract to be binding [f arry): not aPplicable

Signat

(stamP of organization)

ure ..

1 This requirement

and the data importer urde
may be satisfied
r this Decision.

by the subprocessor co-signing the contract entered into between lhe data exporter



This Appendix forms part ol the Clauses and must be completed and signed by the partie§'

TheMemberstat€smaycompleleorspgcify,accordingtotheirnationalprocedures,anyadditionatnecessaryinformationtobe
contained in lhis Appendix'

Ilata expolter -- )ther user o{ the data importer's communication soltware' s€rvices' systems and/or

The data oxporter is a customer or (

technologies.

Data lmpoder
The data importer is a provider ot communication software' services' systems and/or technologies-

oata subiects '-ed to Processor via lhe services by (or al the direction o0 controller or controller's end

[.#:il"Ji,ät#;Yl;fl,id;näs:'"",ffi;; "äpi"räoion"u',,,ns. 
contracrors asents, and end users

categorio6 ol data ,. . _ _ - ..ia the seNicas, by (or at the direction of) customer or customeas end users including

Anv Personal Data provlded to zoom v

bi not limited to the following:

Cloud Recordings (opüonal): Mp4 of all video' audio and pres€ntations' M4A of all Audio' Text file oI all in meeting chats'

Audio transcriPt file

lM Chat Logs

speciar caresories or dara (it approprlate) 
ro use the.se,ice.. rhe_:*^"#ff,,äffiär,gli:f ,Ji"X,?#ä ::,:ä:1:

Snecial cateqories o{ data are 
"ot 

tol,ä 
;;i;"iiottud oy'n" outu.t'pT:"arino 

raciar or ethnic origins, porrtrcar opi-nrons'

3ii'iffl;llli"Tä',ij,-1,?'# üH';]:Hß[,;l;:h ll;""g:3;';i?'äää'#"",,"n "n 
inäividua,'s hea,th or sex

religious or philosophical beliefs' traoe-

life.

Processing operations 
tbiect to the tollowing basic proc€ssing aclivities:

The personal data transfened may De su

: ffift:ilT::ft'#ll:XllffiäLilä"T;**n data subjects-and third-partv participantsi

. hosting and storinn o'"onu' o"1I l'ffi?-oä 
"'"-tt "o"t"'"""*' 

ano "iäi"ä" ""'ätv 
tor the purposes of providing the

servlces;
. -"i"tJiätl 

"rr"nt 
t*hnical and opsrational support

DATA EPORTER

Name: .....UnjYel'§ität

Authorised Signature:

DATA IMPORTER

Name: Zoom Video Communications' lnc'

Aulhorised Signature:

APPENDIX I TO THE STANDAFD CONTHACTUAL CLAUS$



This Appendix iorms pan of the Glause§ and must be completed and signed by the parti6s'

DescriDtion ol the technical and organ§ational securjty measures implemented by the data importer in accordance with

öäräafoir"i sf"f tor document/legislation attachod):

Please seo EXHIBIT B tor a descrlption of Zoom's Security Measures'

DATA E(PORTER

Name:
Universität P

Authorised Signature:

DATA IMPOBTER

Name: Zoom Video Communications' lnc

Authorised Signature:



€xHlElr B

ZOOM MINIMUM SECURTY CONTROL REQUIREMENTS

mfigt****.oll;gm',,r,g***t,liffi
m.*i!"iqi*äi+.#n*umn:**wriir*ru:i[''l*tiü1[iil:xr'sr*"i:;*ril

1 DEFINITIONS."-' "r' "=r.t"r", ,eans zoom's produclion systems'

z. "i"".,"" ."rn. ZTTPj::;flffi?Tiries, 
wherher owned or leased bv zoom (e s AWS data

3. "Facillties" means Zoom s Prc

o. 6!!1iL"* ""Pliers'means 
zoom s kev vendors/suppliers'

' .'"i 1äffl}#m:'+'r.ffi 
,i[{iiäiiß:,#,:H,räitr?;'i##ä{.il.1ffi:ä::

2. Risk AssessmenlLl;XrT:§"J;:;ätläli'a-'''it-o"noentiat tnformation
of controls thal prolecr ousnrc§s uPei q"- --

, 
'" 
. 

t$*ffiiffiffi*#***,*fifi'**
and socialized wltnrn

ä*ä'l-n'""i tt"ining on an annualbasis'

l;.,,".3§Sä1',1iooI#:"":"",.Y$tfff:iläi"*?lg??i'"I;;l':"'ffJXT""'ffi:[i':'§i1"f,]':ä1""'*"



1. Organization. cuneN organizational charts representing keymanagement responsibilities

forärvices provided must be maintained'

2. Backsround che*"' äH:"öäffi;issible' background checks(including criminal) must be

, fm":*mlrn:if:iJtr#["'l;""er must be subiect to wnnen noniiscrosure or conndentiaritv

obligations'

5. TECHNOLOGY ASSET MANAGEMENT' Conlrols must be rn place to protect Zoom produclion assets' including

mechanisms to maintiain an accurate rnviriä';;äüä;i;;;;g standard; ror introducti;n and transler' rernoval and

disoosal of assets.' 1. Accountability' A process lor malntaining an rnvenlory'of hardware and software assets and olher

informatron resources':1i:hä ;ä;;;; ind file struclLrres'm' ßt be documented Process for periodrc

asset inventory revlew.ä:]"ilä;;;."d' ldentification of Unauthorized or unsupported hardware/

,. f*?E,H*"',"J."#Silrr'ppri""ur" zoolyl:::l::ii,'";li"i::1".:""ytr"h?#r1liliJä!
' ?ärr,"r'o'i'i ttt" minimum stanclard for disposing ol assels 4

" 
tt'i"ffi;X 

flJ:$: lJii'"i\L '"*o* 
outa rrom producrion svstems in which customer Data

'' 
"iuüot"a, 

p'o""ssed' or transmitted'

6. PHYSICAL AND ENVIRONMENTAL' Controls must be in place to-protect svstems aqainst physical penelration

bv malicious or unauthorizeo peopre o#jle?Iään"ui'n'"nur "äntaminants 
and eleclronic penetration lhrough aclrve

ii äääirl 
"t""tr,oni" "rni."ion". Dhwci.,r ,nrt environmentat security ptans musl exisr for

'' *'""''- - ? -pt'vsicar 
and Environmentar s""""llY"lll1?,Y;!lli':'HL:iä:ä:;lä..,",pt"viär""0 

--,
LX"J||tnät":X"*iL:: H:i6j;;;ää änäiceo ror appticarte racirities' incrudins servers and

datacenter locations. r l^erions that are nota Zoom facillry, as

2. Physlcal Conlrol' Storage o[ Customer D-ata at new tacillies or locations that are nota Zoom facility' '
- 

äedneo trerein must be ire-approved by customer belore'use;estricted 
and allaccess periodicalty

e' äiy"i"'f u""""" to inclu'de visitor acces§ to facilitie§ must De

n. f,JlSlilä't'on'"'oval process from the productron environment mu§t bedocumented'

5. Policies mlist be i" pä"ä i"1""'ä ir,r"' information is'ac-ce-ssed on a need-to-know basis

6. Environmental ct#ti' iäii"t' i"a'ding data and proce^ssino centers' must maintain appropnae

envtronmentarcontro'Ül;:ffiil;;;;;"1;"'"r"" -q::T1i?:l;'#""'i:i:##i1flä'l'"X?3"|;J"t:
and back-up power solutions' and water damage cletecron E

monitored and periodically tested '

z. coMMUNrcAroN AND coNNEcr,*^'.^TT,H"jJHJ:üiT,H[*:"äil,l""",""T[äifi:::ä:["iXJ"
satequard data. Controls mu$ lncluue.svuur'

üäi'*äil,"rlä"; ru;;;;;**1i*i1T,ä[,['f'lä:i-":liä",llto,n"ruo" p.auaion devices, must be kept

"rrr.nt 
to t""itit"t" analvsis and incid€nt response. 

r b endpoint (including data which may be

2. Ä cunent oata llow diagram must depict data trom onglna$or
-' 

snäred with dependcnt suoollers) 
shared with dependent suppliers. must be

g. ö"i"-itot"g""nfl customer Data including customer uara-$J,]t. 
ää"]^l"i'tit 

"pon 
öquest from

"' 
'-täiuna 

ä"int"ined in a manner lhat allows for ils reum (

o. !1"""1]'ä' 
''*""lls 

must be used for the isolation or arr envüonf,i[i;liili'i'""'!Y"'fl-"iil'"'
network devices production and non-productig" 

""q 'lP]':i:äLiüs"äiuä a"l""s ana rr'at is

*änäg"'"nt rnu"t totlow a process that incl'd"" '""tl"]lo: 'ursiohl, on a periodic basrs'
documented' revrewed' and approved' with t3"?s"i-]'-"fi":Säi;i;J; il; ;evelopmenl and

"ä::ä',i:i*xx;n1;::::;$:if üJ:ff :JLT§ffi ä;ä;i;iäi'i"Äi"gö'"""n"oon

.. ri::.r,:r.:r':x ;lli,#1,ü,öö!!s, -,performed and any criticarvurnerabirit,es ident,'red must be

"' 
'#"oiit"o 

*itt'in a 
'lejlned 

and reasonable timerame 
have intemal clocks synohronized to

z. Cto"i §yn"t"onization' Producton network devices musl

reliable time sources 
data flow in the remote connection must be encrypted and multi- tactor

8. Bemote Acce6s "

authentication must be utilized during the lryil.p'o:" 
"- -'^ ,sers to acce$s bothinitiating network and

g. ä!'ot" 
"onn""tion 

settrngs mustlimit the ability-of remore

rä-moie netwo* srmultaneäustv (i e' ' no split tunnenng )
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lo. Dependent suppliers' remote access' if any' must adhere to the same controls and must hav; a valid

buiiness ;ustilication' ' '-- ?^^- '^r^^rälF network must be configured to requrre

11- Wireless Access' Wlreless access lo the Zoom corporate net\

' " 
"uif'"nti"'tion 'no 

be encryPted'

8. .HANGEMANAGEMET{r.chansesltffiJ*:*':ff[l#"3f.,,.ilJ#Hfflji{#rjdl,ls,,:l;l,*,
!y:y::';-iY:.:3il 3'#ffi :iff&';l1,ilfräol'äJp"'ä""J J"d moÄnored du

ffi:ffi:Hd';;.T:'"'i:!!!i[:jlä#i#r;["J""r*ffi:i;:T::iä".li"t;J:::'i,J]ä'i,[1['1#ff1'Jlin*"""'
nework infrastructure

'.*äälll:[t*lflg*ilt*:'"ru**ff *:{tff"n§'ffi§ffi Mm-
e. opERA.oNs. Documenled operati1i iJtr:iffiX[flr":?'":"r::lü#;n""?J::§,1;::i""J"i::H;§fl";"'
äoerational procedures must be docun

k;y performance indrcators'

ry
'[ln$**ls+**m**l**,st*uslt;**ff u;;

in tran§it to and from depenoelrr §uPPtrele " '"- 
.p<ced is accurate

r1 OATAINTEGRITY.CONTTOI::r''däf:"#fiä"jii##äTir#'i#üä:"f,$jJf:?*';:;;;: '

" lX1"']'f'l?::'"T 
*'"'- * 

'-: ^^;"^'^ * '**ot*' *th in transit and at rest' incrudins when

3' Encryption' Data must be protected and should be encryp

'mg***i-**E*s*f;g*#}p*sfrm;.
any networki auti

--""".ry!'mi:*,iE:üt5#itrffiffffiffi$i*ffi 
"

,3. BUSINESscoNnNul",fü?31"fi?l5l"Xlir";fi*T;.'i""J":';ff::,:"J[?'"3i"1ü:$:tJ?ffi"ßfl*"'|i''
rdlnlify ttre resources and soecify
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suooort qroup unit, application, or intraslructure component Plans assure timely and orderlv recovery ol business' supporl

^r ;acsac onerations ,n, ,""nnotogv "oä';äi:;'"i']trlä 
ä" jäää'rcn time lrame and include ordedv restoration or

[1"s"i""äJä,i,üi"" *n"n tne primar/wort< environment rs unavailable

i. Business Rccov".y 
"i#.'öärir"r.r"nfive 

ousiness resihency plans addressing business interruptions of

key resources supporr;;:;#;; ;;iffi; tnose proviaeoty ääpendent suppliärs. must be documented,

tested,reviewed,and;;'pä;ä';iih;";;ü"mentävenigtrtonaoeriodicbasisThebusinessresrlrcncv
plan must have an ac,#iläJär,äl!;lii"ä ;ää iä""tion in"pt""" ro 

"nsure 
service level commrlments are

z. ?.tlinorogv n*ov€ry' Technology recovery.plans to minimize §ervice interruptions and ensure recovery

of systems' infrastructiit' aäi"i'"ä' 
"i'pri"jti;ns' 

etc' must be documented' tesled' reviewod and

appioved wilh management oversighl on a periodrc basis

14- BACK-UPS. zoom must have policies and procedures Ior back-ups of customer Data Back- ups must be

protected using industry best practices'

1. Back'up and Redundancy Processes Processes enabling,full restoration of production

svstems, applications äni'd"t" *u"t u" oo"umented' reviewed and approved' with

niunägernetit ou"tsigt't on a penodic basis'

.15. THIRD pARTy RELATIONSHIPS. Key dependent suppliers must-be identified. assessed, managed and

monitored. Deoendent supptie's tnat provä" tnljtJ'iät ""*i""""o' 
that support zoom s provrsion o[ malerial services lo

customers. must comply with controt reffi;;;i;;;;" ;il"s""t tha;ihose outlined in this document'

1. selectlon and o""tJ;ä äoä ;';';"'e u-ptot"s" to idenlitu kev deDendent suppliers provrding

services to zoom: the:ää##;"";;;l'";s mus oe oisctoseä'to iustömer and approved to the extent

required by the Mastei"d;ä;il;ä;i";;;nt. ni"r. 
""""""ÄänL 

oi eäcn aepeno-eht supplier,s control

, ilr:$t"X,t#ä::.T"Tä* musr estabtish_contract$^/ith.dependent suppliers providins material

services; these contriä'i !t'ä'ra rn-tpt"" security control rcnuirements including data protecton

controls ana notificatä'rl"ilälijnt' '''I-o**ybreacne-s 
mu^st be included Review processes must be rn

place to ensure oepeXä*t 
"'i'piii]Ä; 

ffilr'"nt of contract terms and conditions'

16. STANDARD BUILDS' Production systems must be deployed with'appropriate security conflgurations and

reviewed periodically for compliance wlh 7o;m's securitY policies ano tt"noutotu;u,,on" 
.ust be establlshed and security'""'"""-'- i. 

--sä"ure 
Conflguration Availability Slandard security'conlq

hardenins demonstrJiää'ä;ä;;';"".,ti9l T'"1 b"^9:;:r,",p",",i:;Till§'l"T;jlt"l"l'ii''ililäI"

control, "iith 
management oversight' on a periodic basrs uon

vutnerabilitymanagerll;:li:ä";fäp;*;ä;'registrysettings"filedirectoryriqhtsandpermissions'
2. Svstem Palches' Security patch process and procedures to include requirements for timely palch

" f*'r:tru +:::ff $#'[T:"tt*"tins §},stems in u§e must be supporled and respective

" ;"""1*:r.a"."1m".:ti*"J1"*;o o" 
"""fisure_d 

ro provide onty essenrialcapabilities. rhe abilitv to write

Io Äoialle meaia ;ust be limited to documented exceptrons

and protected

17. APPLICATION SECURITY' Zoom must have an established software-dcveloomenl lifecvcle lor lhe purpose ol

denn nq acquirins. deveropins ennanc n'jl mäliviisi""ii"ö "' '"'p':T:l.:-t-*ä"r{:}:l'J:ä:ä?T"[','J,:::ff;f;i
i""äli"i"ää^ä ,äorre apiliätions usea-to store'receive send' conlrol or acces'

i 
5*:::.Jfü":.,1,Jä[:1"':,;ti,'Jffi.3;:JH'i;1',f[:[:T"'"",]i.$B',:i.":iäifli'S;\t"Ji, 

-""*'
denial of service (DDOS) attacks'

,. ;;ftto-n'i;;;;;rol; must provide the abilitv to filter the source ot malicious traffic'

3. Restrictions must "t* u" pr"""o on ll in;;;;i;;;;t"' t"sources to limit denialof service (Dos)

attacks.
q. iää-,,"t ,onito, ,pti.9 9"-" 

hgdf;S"nl,Sllllil!,3i$l,Tlü; 
"ycre 

(sDLc) merhodorosy. ,ncrudrns

s. software Devetopment Lite cycte. ^ --,,ää""ä""t"ol *,r","1,:tg:t0.., "*"1%:ä#*,:?1""1 
-'.

release management q't""dul:t:-T;;;;-iiJse musi inctude activities thz
manaoement oversight, on apenoor

securä software, lor example--- .- Security requirements in requirements pha§e'

Secure architectu re design,

Static code analysis during development'

irr"r,"""*"i in , oenJuation testing o{ code during oA phase
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a) Validation oI securitv requirements musl follow.a documetrdnmeholoi:gl; 
manag"d by

ti solc,etroaorol T$il[1,3il:#:lTili""l'i""ä;;;Am'"änJiiJn."nt" 
.,.t ue

aPpropriate I

'lIm;l:lr*ü;lldftätfl*;Nffitl,rp;lirjjiffi *"*'r;
tested Prior t

'ü',*.*-t."t"+isjq'ä:ltritrffi räil#"*rr$i,trlum$§'""T:::#':rlr:""är)
Prior lo release and on i

t*Htäfu:'mrr:u*iät*u*ql3"HJ;i,[r,I""*''r'1heowASPM'be

b) Zoom must

klu*llt§":ff 
:,r,''#',*H;'##,*,"*""r"=,:A{::'":l*[:fid:l*:r":til**lüä*v*{

f:ili::;i""#;'"ä,"o,',r"""nn,nn*r':l:":",'11'l3l;Y"'i§::l'jXY:ffi:ii:m||f':lo":iJ,EllT.-"'
and 9enettatlon tests r

period,ca,,vand pnortlfi*}:J":äiltsilJ.'ilü1":i1iü"iä.*";"'*'"''reärtransmt

'i''""r*:nt"'--)diltr,"iqi"idää,}üdii'i#":l'3ä{ü:'1"i,üli*Li'***,'3. lntrusionDetection'l''
detection/advanced tr

,;'*§ä*äq'Hil*t1:.**tr"Jfr unmnrii+r,,,i,ll'i:ü[1k'"'*'v;::m:r
analysis and correlall'

schedule lor vanous logs mist be delined and folbweo'

t, . 9|11o.I*H:,:ffl,äXT"T§"f:?ä1ff#;l,'"ffi'""*:f'JJiä:il'kli:*L?*äl1?IY"i'j'"""."'*
!äffiä*rrrß:.I#JHiä:j*-"-lffffi# 

.

requirements' - ^ ---,,ni.äli6ns 
must be encrypted in-transit beween

S Encryption and Key Managomenl All communications mu

environments'
e. ä"',",iäiä",aT",I1'Jffff#"""""T"fi"T:[1f].§"f"ffi",11,$::"ffilJ:":"ilXiä?l'

rnonitoring that ena

rfrffi**;"u*ss**r*u*rr**n*uru; 
"

isolation' Peimete

,*+Xi*rf.,ü,Iff*mHtm;r:il:ä1?iiT"lll*il'';"ää#:i::"".H:'lr,:",,ih*"

" ntE;"k**,**#ff HJ:."""'ff'l;1ly'ä:ä$§"1§fl:3'il**?ff 
ll'ffi': i'
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place to ensure tracking and romediation'
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