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on preventing the dissemination of AND OF THE COUNCIL on preventing the dissemination of on preventing addressing
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THE EUROPEAN PARLIAMENT
AND THE COUNCIL OF THE
EUROPEAN UNION,

3. Having regard to the Treaty on the
Functioning of the European Union,
and in particular Article 114 thereof,
4. Having regard to the proposal from the
European Commission,
5. After transmission of the draft
legislative act to the national
parliaments,
6. Having regard to the opinion of the
European Economic and Social
Committeet,
7. 1 0ic,.p.. 1 03C110,22.32019, p. 67. L oic,,p.
8. Acting in accordance with the ordinary
legislative procedure,
9. Wheress:
10. Q) This Regulation aims at AM 2 Q) This Regulation aims at All recitals are subject to

ensuring the smooth functioning of the
digital single market in an open and
democratic society, by preventing the
misuse of hosting services for terrorist
purposes. The functioning of the digital
single market should be improved by
reinforcing legal certainty for hosting
service providers, reinforcing users
trust in the online environment, and by

Q) This Regulation aims at
ensuring the smooth functioning
of the digital single market in an
open and democratic society, by
preventing tackling the misuse of
hosting services for terrorist
purposes and contributing to
public security in European

ensuring the smooth functioning of the
digital single market in an open and
democratic society, by preventing the
misuse of hosting services for terrorist
purposes. The functioning of the digital
single market should be improved by
reinforcing legal certainty for hosting
service providers, reinforcing users
trust in the online environment, and by

further consideration
depending on the find
wording of the articles.

DE Pres proposal:

(1) ThisRegulation
aims at ensuring the smooth
functioning of the digital
single market in an open




strengthening safeguards to the
freedom of expression and information.

societies. The functioning of the
digital single market should be
improved by reinforcing legal
certainty for hosting service
providers, reinforcing users' trust
in the online environment, and by
strengthening safeguards to the
freedom of expression and, the
freedom to receive and impart
information and ideasin an open
and democratic society and the
freedom and pluralism of the
media.

strengthening safeguards to the
freedom of expression and information.

and democratic society, by
preventing addr essing the
misuse of hosting services
for terrorist purposes and
contributing to public
security in European
societies. The functioning
of the digital single market
should be improved by
reinforcing legal certainty
for hosting service
providers, reinforcing users
trust in the online
environment, and by
strengthening safeguards to
the freedom of expression,
including the freedom to
receive and impart
information and ideasin an
open and democratic
society and to the freedom
and pluralism of the
media.

11.

AM 3

(1a) Regulation of hosting
service providers can only
complement Member States’
strategies to address terrorism,
which must emphasise offline
measures such asinvestmentin
social work, de-radicalisation
initiatives and engagement with

DE Pres proposal:
(1a) Requlatory

measur es to address the

dissemination of terrorist

content online should be

complemented by M ember

States’ strateqies to

addressterrorism,

including measur es such as

strengthening of media




affected communitiesto achieve
a sustainable prevention of
radicalisation in society.

literacy and critical
thinking, alternative and
counter narratives and
other initiativesto reduce
the impact of and
vulnerability to terrorist
content online aswell as
investment in social work,
deradicalisation initiatives
and engagement with
affected communitiesto
achieve a sustainable

prevention of
radicalisation in society.

12.

AM 4

(1b) Terrorist content is part
of a broader problem of illegal
content online, which includes
other forms of content such as
child sexual exploitation, illegal
commercial practises and
breaches of intellectual property.
Trafficking in illegal content is
often undertaken by terrorist and
other criminal organisationsto
launder and raise seed money to
financetheir operations. This
problem requires a combination
of legidlative, non-legidative and
voluntary measures based on
collaboration between
authorities and providers, in the

DE Pres proposal :

(1b)  Terrorist content is
part of a broader problem
of illegal content online,
which requiresa
combination of legidative,
non-legisative and
voluntary measur es based
on collabor ation between
authoritiesand providers,
in thefull respect for
fundamental rights.




full respect for fundamental
rights. Though the threat of
illegal content has been
mitigated by successful
initiatives such asthe industry-
led Code of Conduct on
countering illegal hate speech
online and the WEPROTECT
Global Alliance to end child
sexual abuseonline, itis
necessary to establish a
legislative framework for cross-
border cooperation between
national regulatory authoritiesto
take down illegal content.

13.

2 Hosting service providers
active on the internet play an essential
rolein the digital economy by
connecting business and citizens and
by facilitating public debate and the
distribution and receipt of information,
opinions and ideas, contributing
significantly to innovation, economic
growth and job creation in the Union.
However, their services arein certain
cases abused by third partiesto carry
out illegal activities online. Of
particular concern is the misuse of
hosting service providers by terrorist
groups and their supportersto
disseminate terrorist content onlinein
order to spread their message, to
radicalise and recruit and to facilitate
and direct terrorist activity.

AM 5

(2 Hosting service providers
active on the internet play an
essentia rolein the digital
economy by connecting business
and citizens, providing learning
opportunities and by facilitating
public debate and the distribution
and receipt of information,
opinions and ideas, contributing
significantly to innovation,
economic growth and job creation
in the Union. However, their
services are in certain cases
abused by third partiesto carry
out illegal activities online. Of
particular concern is the misuse of
hosting service providers by

2 Hosting service providers active
on the internet play an essential rolein
the digital economy by connecting
business and citizens and by facilitating
public debate and the distribution and
receipt of information, opinions and
ideas, contributing significantly to
innovation, economic growth and job
creation in the Union. However, their
services are in certain cases abused by
third partiesto carry out illegal
activities online. Of particular concern
is the misuse of hosting service
providers by terrorist groups and their
supporters to disseminate terrorist
content online in order to spread their
message, to radicalise and recruit and to
facilitate and direct terrorist activity.

DE Pres proposal:

2 Hosting service
providers active on the
internet play an essential
rolein the digital economy
by connecting business and
citizens and by facilitating
public debate and the
distribution and receipt of
information, opinions and
ideas, contributing
significantly to innovation,
economic growth and job
creation in the Union.
However, their services are
in certain cases abused by
third parties to carry out




terrorist groups and their
supporters to disseminate terrorist
content online in order to spread
their message, to radicalise and
recruit and to facilitate and direct
terrorist activity.

illegal activities online. Of
particular concernisthe
misuse of hosting service
providers by terrorist groups
and their supportersto
disseminate terrorist content
onlinein order to spread
their message, to radicalise
and recruit and to facilitate
and direct terrorist activity.

14.

3 The presence of terrorist
content online has serious negative
consequences for users, for citizens
and society at large aswell asfor the
online service providers hosting such
content, since it undermines the trust of
their users and damages their business
models. In light of their central role
and the technological means and
capabilities associated with the
services they provide, online service
providers have particular societal
responsibilities to protect their services
from misuse by terrorists and to help
tackle terrorist content disseminated
through their services.

AM 6

3 While not the only factor,
the presence of terrorist content
online has proven to be a catalyst
for the radicalisation of
individuals who have committed
terrorist acts, and therefore has
serious negative consequences for
users, for citizens and society at
large as well asfor the online
service providers hosting such
content, since it undermines the
trust of their users and damages
their business models. In light of
their central role and
proportionate to the

technol ogical means and
capabilities associated with the
services they provide, online
service providers have particular
societal responsibilities to protect
their services from misuse by

3 The presence of terrorist content
online has serious negative
consequences for users, for citizens and
society at large aswell as for the online
service providers hosting such content,
since it undermines the trust of their
users and damages their business
models. In light of their central role and
the technol ogical means and
capabilities associated with the services
they provide, online service providers
have particular societal responsibilities
to protect their services from misuse by
terrorists and to help tackle terrorist
content disseminated through their
services.

DE Pres proposal:

(3) While not the only
factor, tFhe presence of
terrorist content online has
proven to be a catalyst for
the radicalisation of
individuals which can lead
to hateful, violent_and
terrorist acts, and

ther efor e has serious
negative consequences for
users, for citizens and
society at large aswell as
for the online service
providers hosting such
content, since it undermines
the trust of their users and
damages their business
models. In light of their
central role and the

technol ogical means and
capabilities associated with




terrorists and to help competent
authorities to tackle terrorist
content disseminated through
their services, whilst taking into
account the fundamental
importance of the freedom of
expression and freedom to
receive and impart information
and ideasin an open and
democratic society.

the services they provide,
online service providers
have particular societal
responsibilities to protect
their services from misuse
by terrorists and to help
tackle addr essterrorist
content disseminated
through their services,
whilst taking into account
the fundamental
importance of the freedom
of expression, including
the freedom to receive and
impart information and
ideasin an open and
democratic society.

15.

4 Efforts at Union level to
counter terrorist content online
commenced in 2015 through a
framework of voluntary cooperation
between Member States and hosting
service providers need to be
complemented by a clear legislative
framework in order to further reduce
accessibility to terrorist content online
and adequately address arapidly
evolving problem. This legidative
framework seeks to build on voluntary
efforts, which were reinforced by the
Commission Recommendation (EU)
2018/3342 and responds to calls made
by the European Parliament to
strengthen measures to tackleillegal
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4) Effortsat Union level to
counter terrorist content online
commenced in 2015 through a
framework of voluntary
cooperation between Member
States and hosting service
providers need to be
complemented by a clear
legislative framework in order to
further reduce accessibility to
terrorist content online and
adequately address arapidly
evolving problem. Thislegidative
framework seeks to build on

4) Effortsat Union level to counter
terrorist content online commenced in
2015 through a framework of voluntary
cooperation between Member States
and hosting service providers need to
be complemented by aclear legidative
framework in order to further reduce
accessibility to terrorist content online
and adequately address arapidly
evolving problem. Thislegidative
framework seeks to build on voluntary
efforts, which were reinforced by the
Commission Recommendation (EU)
2018/3342 and responds to calls made
by the European Parliament to
strengthen measures to tackleillegal
and harmful content and by the

DE Pres proposal:

(4) Efforts at Union level to
counter terrorist content
online commenced in 2015
through a framework of
voluntary cooperation
between Member States and
hosting service providers
need to be complemented
by aclear legidative
framework in order to
further reduce accessibility
to terrorist content online
and adequately address a
rapidly evolving problem.
This legidlative framework




and harmful content and by the
European Council to improve the
automatic detection and removal of
content that incitesto terrorist acts.

voluntary efforts, which were
reinforced by the Commission
Recommendation (EU) 2018/334/
and responds to calls made by the
European Parliament to
strengthen measures to tackle
illegal and harmful content in line
with the horizontal framework
established by Directive
2000/31/EC and by the European
Council to improve the autematie
detection and removal of content
that incites to terrorist acts.

European Council to improve the
automatic detection and removal of
content that incites to terrorist acts.

seeks to build on voluntary
efforts, which were
reinforced by the
Commission
Recommendation (EU)
2018/334* and responds to
calls made by the European
Parliament to strengthen
measures to tackleillegal
and harmful content in line
with the horizontal
framework established by
Dir ective 2000/31/EC and
by the European Council to
improve the adtematie
detection and removal of
content that incitesto

terrorist acts.
16. 2 Commission Recommendation (EU)
2018/334 of 1 March 2018 on measures to
effectively tackle illegal content online (OJ L
63, 6.3.2018, p. 50).

17. (5)  Theapplication of this AM 8 (5)  Theapplication of this DE Pres proposal:
Regulation should not affect the Regulation should not affect the (5) The application of this
application of Article 14 of Directive P - application of Article 14 of Directive !
2000/31/EC3. In particular, any () Theapplication of this 2000/31/EC3. In particular, any Regulation snould not affect

measures taken by the hosting service
provider in compliance with this
Regulation, including any proactive
measures, should not in themselves

Regulation should not affect the
application of Article14-of
Directive 2000/31/EC8. in

partiedlar—any-measdrestakenby

measures taken by the hosting service
provider in compliance with this
Regulation, including any proactive
measures, should not in themselves

the application of Article 14
of Directive 2000/31/EC?.
In particular, any measures
taken by the hosting service

Commission Recommendation (EU) 2018/334 of 1 March 2018 on measures to effectively tackleillegal content online (OJ L 63, 6.3.2018, p. 50).

Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain legal aspects of information society services, in particular electronic commerce,
in the Internal Market ('Directive on electronic commerce’) (OJL 178, 17.7.2000, p. 1).




lead to that service provider losing the
benefit of the liability exemption
provided for in that provision. This
Regulation leaves unaffected the
powers of national authorities and
courts to establish liability of hosting
service providersin specific cases
where the conditions under Article 14
of Directive 2000/3V/EC for liability
exemption are not met.

This Regulation leaves unaffected
the powers of national authorities
and courts to establish liability of
hosting service providersin
specific cases where the
conditions under under-Article 14
of-Directive 2000/31/EC for
liability exemption are not met.

lead to that service provider losing the
benefit of the liability exemption
provided for in that provision. This
Regulation leaves unaffected the
powers of national authorities and
courts to establish liability of hosting
service providersin specific cases
where the conditions under Article 14
of Directive 2000/3V/EC for liability
exemption are not met. This
Regulation does not apply to activities
related to national security asthis
remains the sole responsbility of each
Member State.

provider in compliance with
this Regulation, including
any specific proactive
measures, should not in
themselves lead to that
service provider losing the
benefit of the liability
exemption provided for in
that provision. This
Regulation leaves
unaffected the powers of
national authorities and
courts to establish liability
of hosting service providers
in specific cases where the
conditions [under Article
14] of Directive
2000/3L/EC for liability
exemption are not met. This
Regulation does not apply
to activitiesrelated to
national security asthis
remainsthe sole
responsibility of each
Member State.

18.

3 Directive 2000/31/EC of the European
Parliament and of the Council of 8 June 2000
on certain legal aspects of information society
services, in particular electronic commerce, in
the Internal Market (‘Directive on electronic
commerce’) (OJL 178, 17.7.2000, p. 1).

19.

(6) Rules to prevent the misuse of
hosting services for the dissemination
of terrorist content online in order to

AM 9

(6) Rules to prevent the misuse of
hosting services for the dissemination
of terrorist content online in order to

DE Pres proposal:




guarantee the smooth functioning of
the internal market are set out in this
Regulation in full respect of the
fundamental rights protected in the
Union's legal order and notably those
guaranteed in the Charter of
Fundamental Rights of the European
Union.

(6) Rules to prevent tackle the
misuse of hosting services for the
dissemination of terrorist content
onlinein order to guarantee the
smooth functioning of the internal
market are set out in this
Regulation inful and should
fully respect the fundamental
rights protected in the Union's
legal order and notably those
guaranteed in the Charter of
Fundamental Rights of the
European Union.

guarantee the smooth functioning of the
internal market are set out in this
Regulation in full respect of the
fundamental rights protected in the
Union's legal order and notably those
guaranteed in the Charter of
Fundamental Rights of the European
Union.

(6) Rulesto prevent
addr ess the misuse of

hosting services for the
dissemination of terrorist
content online in order to
guarantee the smooth
functioning of the interna
market are set out in this
Regulation +a-ful and
should fully respect of the
fundamental rights
protected in the Union's
legal order and notably
those guaranteed in the
Charter of Fundamental

Rights of the European
Union.
20. (7)  ThisRegulation contributesto | AM 10 (7)  ThisRegulation contributesto | pE Pres proposal:
the protection of public security while the protection of public security while
establishing appropriate and robust 7) This Regulation establishing appropriate and robust
safeguards to ensure protection of the | & voe conks to contribute to | S2eguards to ensure protection of the | (7) This Regulation seeksto

fundamental rights at stake. This
includes the rights to respect for
private life and to the protection of
personal data, the right to effective
judicial protection, the right to freedom
of expression, including the freedom to
receive and impart information, the
freedom to conduct a business, and the
principle of non-discrimination.
Competent authorities and hosting
service providers should only adopt
measures which are necessary,
appropriate and proportionate within a

the protection of public security
white-establishing and should
establish appropriate and robust
safeguards to ensure protection of
the fundamental rights at stake.
This includes the rights to respect
for private life and to the
protection of persona data, the
right to effective judicial
protection, the right to freedom of
expression, including the freedom
to receive and impart information,

fundamental rights at stake. This
includes the rights to respect for private
life and to the protection of personal
data, the right to effective judicial
protection, the right to freedom of
expression, including the freedom to
receive and impart information, the
freedom to conduct a business, and the
principle of non-discrimination.
Competent authorities and hosting
service providers should only adopt
measures which are necessary,
appropriate and proportionate within a

contributes to the protection
of public security while
establishing appropriate and
robust safeguards to ensure
protection of the
fundamental rights at stake.
Thisincludes therightsto
respect for private life and
to the protection of personal
data, the right to effective
judicial protection, the right
to freedom of expression,
including the freedom to




democratic society, taking into account
the particular importance accorded to
the freedom of expression and
information, which constitutes one of
the essential foundations of a pluralist,
democratic society, and is one of the
values on which the Union is founded.
M easures constituting interference in
the freedom of expression and
information should be strictly targeted,
in the sense that they must serve to
prevent the dissemination of terrorist
content, but without thereby affecting
the right to lawfully receive and impart
information, taking into account the
central role of hosting service
providersin facilitating public debate
and the distribution and receipt of
facts, opinions and ideas in accordance
with the law.

the freedom to conduct a
business, and the principle of
non-discrimination. Competent
authorities and hosting service
providers should only adopt
measures which are necessary,
appropriate and proportionate
within a democratic society,
taking into account the particul ar
importance accorded to the
freedom of expression and, the
freedom to receive and impart
information and ideas, therights
to respect for private and family
life and the protection of
personal data which constitutes
oene-of the essentia foundations
of apluralist, democratic society,
and is-ene-ef arethe values on
which the Union is founded. Any
measures eenstituting should
avoid interference in the freedom
of expression and information
and insofar as possible should be
- i I
they-must serve to prevent tackle

the dissemination of terrorist
content through a strictly
targeted approach, but without
thereby affecting the right to
lawfully receive and impart
information, taking into account
the central role of hosting service
providersin facilitating public

democratic society, taking into account
the particular importance accorded to
the freedom of expression and
information, as well as the freedom of
the press and pluralism of the media,
which constitutes ene-ef the essential
foundations of a pluralist, democratic
society, and is one of the values on
which the Union is founded. Measures
constituting interference in the freedom
of expression and information should
be strictly targeted, in the sense that
they must serve to prevent the
dissemination of terrorist content, but
without thereby affecting the right to
lawfully receive and impart
information, taking into account the
central role of hosting service providers
in facilitating public debate and the
distribution and receipt of facts,
opinions and ideas in accordance with
the law.

receive and impart
information, the freedom to
conduct a business, and the
principle of non-
discrimination. Competent
authorities and hosting
service providers should
only adopt measures which
are necessary, appropriate
and proportionate within a
democratic society, taking
into account the particular
importance accorded to the
freedom of expression and
information, as well asthe
freedom of the press and
pluralism of the media,
which constitutes enre-ef the
essential foundations of a
pluralist, democratic
society, and are isene-of
the values on which the
Union is founded. Measures
ity ines interf )
affecting the freedom of
expression and information
should be strictly targeted,
in the sense that they must
serve to prevent address the
dissemination of terrorist
content, but without thereby
affecting the right to
lawfully receive and impart
information, taking into




debate and the distribution and
receipt of facts, opinions and
ideas in accordance with the law.
Effective online
counterterrorism measures and
the protection of freedom of
expression are not conflicting,
but complementary and mutually
reinforcing goals.

account the central role of
hosting service providersin
facilitating public debate
and the distribution and
receipt of facts, opinions
and ideas in accordance
with the law. Effective
online counterterrorism
measur es and the
protection of freedom of
expression ar e not
conflicting, but
complementary and
mutually reinforcing

goals.

21.

8 Theright to an effective
remedy is enshrined in Article 19 TEU
and Article 47 of the Charter of
Fundamental Rights of the European
Union. Each natural or legal person has
the right to an effective judicial remedy
before the competent national court
against any of the measures taken
pursuant to this Regulation, which can
adversely affect the rights of that
person. Theright includes, in particular
the possibility for hosting service
providers and content providers to
effectively contest the removal orders
before the court of the Member State
whose authorities issued the removal
order.

AM 11

8) Theright to an effective
remedy is enshrined in Article 19
TEU and Article 47 of the Charter
of Fundamental Rights of the
European Union. Each natura or
legal person hasthe right to an
effective judicial remedy before
the competent national court
against any of the measures taken
pursuant to this Regulation,
which can adversely affect the
rights of that person. The right
includes, in particular the
possibility for hosting service
providers and content providersto
effectively contest the removal

(8 Theright to an effective remedy
isenshrined in Article 19 TEU and
Article 47 of the Charter of
Fundamental Rights of the European
Union. Each natural or legal person has
the right to an effective judicial remedy
before the competent national court
against any of the measures taken
pursuant to this Regulation, which can
adversely affect the rights of that
person. Theright includes, in particular
the possibility for hosting service
providers and content providers to
effectively contest the removal orders
before the court of the Member State
whose authorities issued the removal
order and for hosting service providers
to contest a decision imposing
proactive measures or penalities

DE Pres proposal:

(8) Theright to an effective
remedy isenshrined in
Article 19 TEU and Article
47 of the Charter of
Fundamenta Rights of the
European Union. Each
natural or legal person has
the right to an effective
judicia remedy before the
competent national court
against any of the measures
taken pursuant to this
Regulation, which can
adversely affect the rights of
that person. Theright
includes, in particular the




orders before the court of the

Member State whose authorities
issued the removal order and the
possibilities for content providers
to contest the specific measures

taken by the hosting provider.

before the court of the Member State
where they are established or have a
legal representative.

possibility for hosting
service providers and
content providersto
effectively contest the
removal orders before the
court of the Member State
whose authorities issued [or
take a decision on -
depends on the final
wording of Art. 4aand Art.
9a] the removal order and
for hosting service
providersto contest a
decision impesing
concerning preactive
specific measures or
penalties before the court
of the Member State where
they are established or have
a legal representative. This
right also includesthe
possibilities for content
providersto contest the
removal of content and the
specific measur estaken by
the hosting service

provider.

The Presidency proposes to
move this recita asrecital

(24b) after recital (24a) on
transparency.

22.

9 In order to provide clarity about
the actions that both hosting service

AM 12

9 In order to provide clarity about
the actions that both hosting service

The Presidency suggests
splitting the corresponding




providers and competent authorities
should take to prevent the
dissemination of terrorist content
online, this Regulation should establish
adefinition of terrorist content for
preventative purposes drawing on the
definition of terrorist offences under
Directive (EU) 2017/541 of the
European Parliament and of the
Council*. Given the need to address the
most harmful terrorist propaganda
online, the definition should capture
material and information that incites,
encourages or advocates the
commission or contribution to terrorist
offences, providesinstructions for the
commission of such offences or
promotes the participation in activities
of aterrorist group. Such information
includes in particular text, images,
sound recordings and videos. When
assessing whether content constitutes
terrorist content within the meaning of
this Regulation, competent authorities
aswell as hosting service providers
should take into account factors such
as the nature and wording of the
statements, the context in which the
statements were made and their
potential to lead to harmful

9) In order to provide clarity
about the actions that both
hosting service providers and
competent authorities should take
to prevent tackle the
dissemination of terrorist content
online, this Regulation should
establish a definition of terrorist
content for preventative purposes
drawing on the definition of
terrorist offences under Directive
(EU) 2017/541 of the European
Parliament and of the Council®.
Given the need to address tackle
the most harmful terrorist
prepaganda content online, the
definition should capture material
and-hfermation that incites,
eneodrages or agdvoeates solicits
the commission or contribution te
of terrorist offences, provides
sueh-offenees or promotes the
participation in activities of a
terrorist group thereby causing
danger that one or more such
offences may be committed
intentionally. The definition
should also cover content that
provides guidance for the

providers and competent authorities
should take to prevent the
dissemination of terrorist content
online, this Regulation should establish
adefinition of terrorist content for
preventative purposes drawing on the
definition of terrorist offences under
Directive (EU) 2017/541 of the
European Parliament and of the
Council®. Given the need to address the
most harmful terrorist propaganda
online, the definition should capture
materia andHrfermation that incites,
encourages or advocates the
commission or contribution to terrorist
offences, providesinstructionsfor-the
commission of such offences or
promotes the participation in activities
of aterrorist group. tr-additiontThe
definition includes content that
provides guidance for the making and
use of explosives, firearmsor other
weapons or noxious or hazardous
substancesas well as CBRN
substances, or on other methods and
techniques, including the selection of
targets, for the purpose of committing
terrorist offences. Such infermation
material includes in particular text,
images, sound recordings and videos.

recital (9) into two recitals
and to add a new recital
(9b)

(9) In order to provide
clarity about the actions that
both hosting service
providers and competent
authorities should take to
prevent addr essthe
dissemination of terrorist
content online, this
Regulation should establish
adefinition of terrorist
content for preventative
purposes drawing on the
definition of terrorist
offences under Directive
(EV) 2017/541 of the
European Parliament and of
the Council*. Given the
need to address the most
harmful terrorist
propaganda online, the
definition should capture
materia and-Hnrfermation
that incites-enceurages-or
adveeates solicits the
commission of or the
contribution to terrorist

offences, provides

Directive (EU) 2017/541 of the European Parliament and of the Council of 15 March 2017 on combating terrorism and replacing Council Framework Decision 2002/475/JHA
and amending Council Decision 2005/671/JHA (OJ L 88, 31.3.2017, p. 6).
Directive (EU) 2017/541 of the European Parliament and of the Council of 15 March 2017 on combating terrorism and replacing Council Framework Decision 2002/475/JHA
and amending Council Decision 2005/671/JHA (OJ L 88, 31.3.2017, p. 6).



consequences, thereby affecting the
security and safety of persons. The fact
that the material was produced by, is
attributable to or disseminated on
behalf of an EU-listed terrorist
organisation or person constitutes an
important factor in the assessment.
Content disseminated for educational,
journalistic or research purposes
should be adequately protected.
Furthermore, the expression of radical,
polemic or controversial viewsin the
public debate on sensitive political
guestions should not be considered
terrorist content.

making and the use of
explosives, firearms, any other
weapons, noxious or hazardous
substances as well as Chemical,
Biological, Radiological and
Nuclear (CBRN) substances and
any guidance on other methods
and techniques, including the
selection of targets, for the
purpose of committing terrorist
offences. Such information
includes in particular text,
images, sound recordings and
videos. When assessing whether
content constitutes terrorist
content within the meaning of this
Regulation, competent authorities
aswell as hosting service
providers should take into
account factors such as the nature
and wording of the statements,
the context in which the
statements were made and their
potentia to lead to harmful
consequences, thereby affecting
the security and safety of persons.
The fact that the material was
produced by, is attributable to or
disseminated on behalf of an EU-
listed terrorist organisation or
person constitutes an important
factor in the assessment. Content
disseminated for educational,
journalistic or research purposes

When assessing whether content
constitutes terrorist content within the
meaning of this Regulation, competent
authorities as well as hosting service
providers should take into account
factors such as the nature and wording
of the statements, the context in which
the statements were made and their
potential to lead to harmful
consequences, thereby affecting the
security and safety of persons. The fact
that the material was produced by, is
attributable to or disseminated on
behalf of an EU-listed terrorist
organisation or person constitutes an
important factor in the assessment.
Content disseminated for educational,
fedrnalistie;_counter-narrative or
research purposes should be adequately
protected, striking a fair balance
between fundamental rightsincluding
in particular the freedom of
expression and information and public
security needs. Where the
disseminated material is published
under the editorial responsibility of
the content provider, any decision as
to the removal of such content should
take into account the journalistic
standards established by press or
media regulation consistent with the
law of the Union and theright to
freedom of expression and theright to
freedom and pluralism of the media as

nstructionsfor-the
commission-of such
offenees or solicits
prometes the participation
in activities of aterrorist
group or glorifiesterrorist
activities, including by
disseminating material
depicting aterrorist
attack. tr-addition,+T he
definition includes content
that provides guidancefor
the making and use of
explosives, firearms or
other weapons or_noxious
or_hazardous substancesas
well as CBRN substances,
or_on other methods and
technigues, including the
selection of targets, for the
purpose of committing
terrorist offences. Such
formation material
includesin particular text,
images, sound recordings
and videos,as well as of
live transmissions of
terrorist offences thereby
causing a danger that
further such offences may
be committed. When
assessing whether content
constitutes terrorist content
within the meaning of this




or for awareness-raising
purposes against terrorist activity
should be adequately protected.
Especially in cases where the
content provider holds an
editorial responsibility, any
decision asto the removal of the
disseminated material should
take into account the journalistic
standards established by press or
media regulation consistent with
thelaw of the Union and the
Charter of Fundamental Rights.
Furthermore, the expression of
radical, polemic or controversia
views in the public debate on
sensitive political questions
should not be considered terrorist
content.

enshrined in Article 11 of the Charter
of Fundamental Rights. Furthermore,
the expression of radical, polemic or
controversial views in the public debate
on sensitive political questions should
not be considered terrorist content.

Regulation, competent
authoritiesaswell as
hosting service providers
should take into account
factors such as the nature
and wording of the
statements, the context in
which the statements were
made and their potential to
lead to harmful
consequences, thereby
affecting the security and
safety of persons. The fact
that the material was
produced by, is attributable
to or disseminated on behalf
of an EU-listed terrorist
organisation or person
constitutes an important
factor in the assessment.

(9a) Content disseminated
for educational, journalistic,
artistic or research
purposes or for awar eness-
raising purposes against
terrorist activity should be
adequately protected. When
deter mining whether
information provided by a
content provider
constitutes ‘terrorist
content’ within this
Regulation account should




betaken of in particular
the freedom of expression
and information, the
freedom of the artsand
sciences, and the freedom
and pluralism of the
media. Especially in cases
wherethe content
provider holds an editorial
responsibility, any
decision asto the removal
of the disseminated
material should takeinto
account thejournalistic
standards established by
pressor mediaregulation
consistent with the law of
the Union and the Charter
of Fundamental Rights.
Furthermore, the expression
of radical, polemic or
controversial viewsin the
public debate on sensitive
political questions should
not be considered terrorist
content.

(9b) In line with this
Regulation’s objective of
effectively addressing the
risksto internet users and
society at large associated
with terrorist content,
whilst safeguarding
fundamental rights as




protected under Union
law, in particular the
Charter of Fundamental
Rights of the EU (‘the
Charter’), such as the
freedom of expression and
information, the freedom
of the arts and sciences
and the freedom and
pluralism of the media,
information should not be
considered asterrorist
content whereits
dissemination entailsthe
genuine exer cise of oneor
mor e of thoserights. In
thisregard, the objective
of the dissemination as
stated by the content
provider should not, in
itself, be decisive. | nstead,
a case-by-case assessment
that takes account of all
relevant elementsis
required to determine
whether any of those
rightsislegitimately being
exercised, bearing in mind
that activities or acts
aimed at the destruction of
therights and freedoms
recognised in the Charter,
or at their limitation to a
greater extent than is




provided for therein, are
not protected.

23.

4 Directive (EU) 2017/541 of the European
Parliament and of the Council of 15 March
2017 on combating terrorism and replacing
Council Framework Decision 2002/475/JHA
and amending Council Decision 2005/671/JHA
(OJL 88, 31.3.2017, p. 6).
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(10)  Inorder to cover those online
hosting services where terrorist content
is disseminated, this Regulation should
apply to information society services
which storeinformation provided by a
recipient of the service at his or her
request and in making the information
stored available to third parties,
irrespective of whether this activity is
of amere technical, automatic and
passive nature. By way of example
such providers of information society
servicesinclude socia media
platforms, video streaming services,
video, image and audio sharing
services, file sharing and other cloud
services to the extent they make the
information available to third parties
and websites where users can make
comments or post reviews. The
Regulation should also apply to hosting
service providers established outside
the Union but offering services within
the Union, since a significant
proportion of hosting service providers
exposed to terrorist content on their
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(10)  Inorder to cover those
online hosting services where
terrorist content is disseminated,
this Regulation should apply to
information society services
which store information provided
by arecipient of the service a his
or her request and in making the
information stored available to
third-parties the public,
irrespective of whether this
activity is of amere technical,
automatic and passive nature. By
way of example such providers of
information society services
include social media platforms,
video streaming services, video,
image and audio sharing services,
file sharing and other cloud
services to the extent they make
the information available to third
parties the public and websites
where users can make comments
or post reviews. The Regulation

(10) Inorder to cover those online
hosting services where terrorist content
is disseminated, this Regulation should
apply to information society services
which store information and material
provided by arecipient of the service at
his or her request and in making the
information and material stored
available to third parties, irrespective of
whether this activity is of amere
technical, automatic and passive nature.

This Regulation applies to the activity

Regulation: Storing content consists of
holding data in the memory of a
physical or virtual server; this
excludes mere conduits and other
electronic communication services
within the meaning of [European
Electronic Communication Code] or
providers of caching services from
scope, or other services provided in

DE Pres proposal:

Recital based on a
Commission compromise
proposal

(20) In order to effectively
addr ess eover-those-entine
hosting services where
terrorist content is
disseminated online, while
ensuring respect for the
private life of individuals,
this Regulation should
apply to providers of
information society services
which store and
disseminate to the public
information provided by a
recipient of the service at
his or her request ane-n

Kine the inf )
stored-available to third
parties, irrespective of
whether this activity is of a
mere technical, automatic
and passive nature. By-way




services are established in third should a'so apply to hosting other layers of the Internet of-example suchproviders
countries. This should ensure that all service providers established infrastructure, such asregistriesand | eftrfermation-society
companies operating in the Digital outside the Union but offering registrars, DNS (domain name system) | servieestnelude soetal
Single Market comply with the same services within the Union, sincea | or adjacent services, such as payment | mediaplatfermsvideo
requirements, irrespective of their significant proportion of hosting | services or DDoS (distributed denial of | streaming-services\ideo;
country of establishment. The service providers exposed to service) protection services. Further, | Hage-and-audio-sharing
determination asto whether aservice | terrorist content on their services | theinformation hasto be stored at the | services e sharing-and
provider offers servicesin the Union are established in third countries. | request of the content provider; only | ethercloud-servicestothe
requires an assessment whether the This should ensure that all those services for which the content extentthey-make the
service provider enables legal or companies operating in the provider isthedirect recipient arein information availlable to
natural personsin one or more Member | Digital Single Market comply scope. Finally, theinformation stored | third-partiesang websites
States to use its services. However, the | with the same requirements, ismade available to third parties, where users can- make
mere accessibility of aservice irrespective of their country of understood as any third user whois comments-or-postreviews:
provider’s website or of an email establishment. The determination | not the content provider. Interpersonal | Fhe-Regulation-sheuld-alse
address and of other contact detailsin | asto whether a service provider communication services that enable apphy-te-hesting-service
one or more Member Statestaken in offers servicesin the Union direct interpersonal and interactive providers established
isolation should not be a sufficient requires an assessment whether exchange of information between a eutside the Union-but
condition for the application of this the service provider enableslegal | finite number of persons, whereby the | efferingserviceswithinthe
Regulation. or natural personsin oneor more | personsinitiating or participating in Union, since asignificant
Member Statesto useits services. | the communication determine its propertion-of-hesting
However, the mere accessibility | recipient(s), arenot in scope. By way | serviceproviders-exposed-to
of aservice provider’s website or | of example such hosting service terrorist-content-on-their
of an email address and of other providers ef-information-soetety sarvices are established in
contact details in one or more serviees include social media platforms, | third-countries—hissheuld
Member Statestaken inisolation | video streaming services, video, image | ensdrethat-al-companies
should not be a sufficient and audio sharing services, file sharing | eperatirgth-the Digital
condition for the application of and other cloud and storage servicesto | Stagle-Market-comphyrwith
this Regulation. It should not the-extent-they-make the thfermation the samereguirements;
apply to cloud services, including | avaHableto-third partiesand-websites | Hrespective-of-thelcountry
business-to-business cloud wher e users can make comments or of establishment. The
services, with respect to which pestreviews. This Regulation applies | determination-asto-whether
the service provider has no to the activity of providing hosting aservice provideroffers
contractual rights concerning services, rather than to the specific services i the Union
what content isstored or how it | provider or its dominant activity, requires an assessment




Is processed or made publicly
available by its customers or by
the end-users of such customers,
and where the service provider
has no technical capability to
remove specific content stored by
their customers or the end-users
of their services.

which might combine hosting services
with other servicesthat are not in the
scope of this Regulation.

Regulation: The concept of
"storage" should be
under stood as holding
datain the memory of a
physical or virtual server.
Providersof "mere
conduit" or " caching"
services aswell as of other
services provided in other
layers of theinternet
infrastructure, which do
not involve such storage,
such asreqgistries and
registrarsaswell as
providers of domain name
systems (DNS), payment
or distributed denial of
service (DdoS) protection
servicesthereforefall
outside the scope of this

Requlation.




25.

(10a) The Regulation should also
apply to hosting service providers
established outside the Union but
offering services within the Union,
since asignificant proportion of hosting
service providers exposed to terrorist
content on their services are established
in third countries. This should ensure
that all companies operating in the
Digital Single Market comply with the
same requirements, irrespective of their
country of establishment. The
determination as to whether a service
provider offers servicesin the Union
requires an assessment whether the
service provider enables lega or natural
persons in one or more Member States
to use its services. However, the mere
accessibility of a service provider’s
website or of an email address and of
other contact detailsin one or more
Member States taken in isolation
should not be a sufficient condition for
the application of this Regulation.

Commission proposal to
clarify the concept of
"dissemination to the
public"

(10a) The concept of

" dissemination to the
public" should entail the
making available of
information to a
potentially unlimited
number of personsthat is,
making theinformation
easily accessibleto usersin
general without further
action by the content
provider being required,
irrespective of whether
those persons actually
accesstheinformation in
question. Accordingly, the
mer e possibility to create
groups of users of a given
servicedoes not, in itself,
mean that this Regulation
does not apply. However,
the Requlation does not
apply to closed groups
consisting of afinite
number of pre-determined
persons. I nterpersonal
communication services,
asdefined in [the
Telecommunications Code




(Dir. 2018/1972)] such as
emailsor private
messaqging services, fall
outside the scope of this
Regulation. I nformation
should be consider ed
stored and disseminated to
the public within the
meaning of this
Regulation only where
such activitiesare
performed upon direct
reguest by the content
provider. Consequently,
providers of services such
ascloud infrastructure,
which are provided at the
request of other parties
than the content providers
and only indirectly benefit
thelatter, should not be
covered by this
Regulation. By way of
example, included in the
scope of this Regulation
are providers of social
media, video, image and
audio-sharing, aswell as
file-sharing and other
cloud services, in asfar as
those servicesare used to
makethe stored
information availableto
the public at the direct




reguest of the content
provider. Where a service
provider offers several
services, this Regulation
should be applied only in
respect of the servicesthat
fall within its scope.

Concerning the 2nd
sentence, thisisthe
Commission compromise
based on wording proposed
by the EP during the last
political trilogue:
"Accordingly, where access
to information requires
registration or admittance
to agroup of users, it
should be considered to be
disseminated to the public
only where any regquesting
user isautomatically
registered or admitted
without a human decision or
selection of whom to grant
access'

(10b) Terrorist content is
often disseminated to the
public through services
provided by service
providersestablished in
third countries. In order




to protect usersin the
Union and to ensurethat
all serviceproviders
operating in the Digital
Single Market ar e subject
to the samerequirements,
this Regulation should
apply to all providers of
relevant services offered
in the Union, irrespective
of their country of main
establishment. The
determination asto
whether a service provider
offersservicesin the
Union requiresan
assessment whether it
enableslegal or natural
personsin oneor more
Member Statesto useits
servicesand hasa
substantial connection to
that Member State or
Member States. However,
the mere accessibility of a
service provider’s website
or_of an email address or
of other contact detailsin
oneor more Member
States, taken in isolation,
should not be a sufficient
condition for the
application of this
Regulation.




26.

(11) A substantial connection to the
Union should be relevant to determine
the scope of this Regulation. Such a
substantial connection to the Union
should be considered to exist where the
service provider has an establishment
in the Union or, in its absence, on the
basis of the existence of a significant
number of usersin one or more
Member States, or the targeting of
activities towards one or more Member
States. The targeting of activities
towards one or more Member States
can be determined on the basis of all
relevant circumstances, including
factors such as the use of alanguage or
acurrency generally used in that
Member State, or the possibility of
ordering goods or services. The
targeting of activitiestowards a
Member State could also be derived
from the availability of an application
in the relevant national application
store, from providing local advertising
or advertising in the language used in
that Member State, or from the
handling of customer relations such as
by providing customer servicein the
language generally used in that
Member State. A substantial
connection should also be assumed
where a service provider directsits
activities towards one or more Member
State as set out in Article 17(1)(c) of
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(11) A substantial connection
to the Union should be relevant to
determine the scope of this
Regulation. Such a substantial
connection to the Union should
be considered to exist where the
service provider has an
establishment in the Union or, in
its absence, on the basis of the
existence of a significant number
of usersin one or more Member
States, or the targeting of
activities towards one or more
Member States. The targeting of
activities towards one or more
Member States can be determined
on the basis of al relevant
circumstances, including factors
such as the use of alanguage or a
currency generally used in that

Member State,-or-the possibiity
of-ordering-goodsorservices. A
substantial connection should also
be assumed where a service
provider directs its activities
towards one or more Member
State as set out in Article 17(1)(c)
of Regulation 1215/2012 of the
European Parliament and of the
Council®® . On the other hand,
provision of the servicein view of

DE Pres proposal:

(11) A substantial
connection to the Union
should be relevant to
determine the scope of this
Regulation. Such a
substantial connection to the
Union should be considered
to exist where the service
provider has an
establishment in the Union
or, in its absence, on the
basis of the existence of a
significant number of users
in one or more Member
States, or the targeting of
activities towards one or
more Member States. The
targeting of activities
towards one or more
Member States can be
determined on the basis of
al relevant circumstances,
including factors such as the
use of alanguage or a
currency generally used in
that Member State-or-the
ibility of order]
goods or services. A
substantial connection
should also be assumed
where a service provider
directsits activities towards




Regulation 1215/2012 of the European
Parliament and of the Council®. On the
other hand, provision of the servicein
view of mere compliance with the
prohibition to discriminate laid down
in Regulation (EU) 2018/302 of the
European Parliament and of the
Council® cannot, on that ground alone,
be considered as directing or targeting
activities towards a given territory
within the Union.

mere compliance with the
prohibition to discriminate laid
down in Regulation (EU)
2018/302 of the European
Parliament and of the Council!
cannot, on that ground alone, be
considered as directing or
targeting activities towards a

given territory within the Union.

one or more Member State
asset out in Article 17(1)(c)
of Regulation 1215/2012 of
the European Parliament
and of the Council. On the
other hand, provision of the
servicein view of mere
compliance with the
prohibition to discriminate
laid down in Regulation
(EU) 2018/302 of the
European Parliament and of
the Council cannot, on that
ground aone, be considered
as directing or targeting
activities towards a given
territory within the Union.

27.

5 Regulation (EU) 1215/2012 of the European
Parliament and of the Council of 12 December
2012 on jurisdiction and the recognition and
enforcement of judgmentsin civil and
commercial matters (OJ L 351, 20.12.2012, p.
1).

28.

6 Regulation (EU) 2018/302 of the European
Parliament and of the Council of 28 February
2018 on addressing unjustified geo-blocking
and other forms of discrimination based on
customers nationality, place of residence or
place of establishment within the internal
market and amending Regulations (EC) No
2006/2004 and (EU) 2017/2394 and Directive
2009/22/EC (OJL 601, 2.3.2018, p. 1).

29.

(12) Hosting service providers
should apply certain duties of care, in

AM 15

(12) Hosting service providers
should apply certain duties of care, in

DE Pres proposal:




order to prevent the dissemination of
terrorist content on their services.
These duties of care should not amount
to a general monitoring obligation.
Duties of care should include that,
when applying this Regulation, hosting
services providers act in adiligent,
proportionate and non-discriminatory
manner in respect of content that they
store, in particular when implementing
their own terms and conditions, with a
view to avoiding removal of content
which is not terrorist. The removal or
disabling of access hasto be
undertaken in the observance of

freedom of expression and information.

(12) Hosting service providers
should apply certain duties of
care, in order to prevent tackle the
dissemination of terrorist content
on their servicesto the public.
These duties of care should not
amount to a general menitoering
obligation on hosting service
providersto monitor the
information which they store,
nor to a general obligation to
actively seek facts or
circumstancesindicating illegal
activity. Duties of care should
include that, when applying this
Regulation, hosting services
providers act in atransparent,
diligent, proportionate and non-
discriminatory manner in respect
of content that they store, in
particular when implementing
their own terms and conditions,
with aview to avoiding removal
of content which is not terrorist.
The removal or disabling of
access has to be undertaken in the
observance of freedom of
expression and, the freedom to
receive and impart information
and ideasin an open and
democratic society and the
freedom and pluralism of the
media.

order to prevent the dissemination of
terrorist content on their services.
These duties of care should not amount
to a general monitoring obligation.
Duties of care should include that,
when applying this Regulation, hosting
services providers act in adiligent,
proportionate and non-discriminatory
manner in respect of content that they
store, in particular when implementing
their own terms and conditions, with a
view to avoiding removal of content
which is not terrorist content. The
removal or disabling of access hasto be
undertaken in the observance of
freedom of expression and information.

Corresponding recital to
Articles 8 and Article X(1).
Recitals (12), (16), (17),
(18) and (19) relate to
Article X. Depending on the
final outcome of the text,
they are subject to further
consideration.

(12) Hosting service
providers should apply
certain duties of care, in
order to prevent address the
dissemination of terrorist
content to the public [en
their-serviees}. These duties

of care should not amount
to agenera menttoring
obligation on hosting
service providersto
monitor theinformation
which they transmit or
store, nor a general
obligation to actively seek
facts or circumstances
indicating illegal activity.
Duties of care should
include that, when applying
this Regulation, hosting
services providersactin a
diligent, transpar ent
proportionate and non-
discriminatory manner in




respect of content that they
store, in particular when
implementing their own
terms and conditions, with a
view to avoiding removal of
content which is not
terrorist content. The
removal or disabling of
access has to be undertaken
in the observance of
freedoms as protected
under the EU-Charter of
Fundamental Rightsof

expression and-information.
30. (13) The procedure and obligations | AM 16 (13) The procedure and obligations | DE Pres proposal:
resulting from legal orders requesting resulting from legal orders requesting (13) The procedure and
hosting service providers to remove hosting service providers to remove
9 P (13)  The procedure and J P obligations resulting from

terrorist content or disable accessto it,
following an assessment by the
competent authorities, should be
harmonised. Member States should
remain free as to the choice of the
competent authorities allowing them to
designate administrative, law
enforcement or judicial authorities with
that task. Given the speed at which
terrorist content is disseminated across
online services, this provision imposes
obligations on hosting service
providersto ensure that terrorist
content identified in the removal order
isremoved or accessto it is disabled
within one hour from receiving the
removal order. It isfor the hosting

obligations resulting from tegal
removal orders requesting hosting
service providers to remove
terrorist content or disable access
toit, following an assessment by
the competent authorities, should
be harmonised. Member States
should remain free asto the
choice of the competent
authorities alowing them to
designate a judicial authority or
a functionally independent
administrative or law
enforcement erjudicial
adtherities authority with that
task. Given the speed at which

terrorist content or disable accessto it,
following an assessment by the
competent authorities, should be
harmonised. Member States should
remain free as to the choice of the
competent authorities allowing them to
designate administrative, law
enforcement or judicial authorities with
that task. Given the speed at which
terrorist content is disseminated across
online services, this provision imposes
obligations on hosting service providers
to ensure that terrorist content
identified in the removal order is
removed or accessto it is disabled
within one hour from receiving the
removal order. Without prejudice to

legal removal orders
requesting requiring
hosting service providers to
remove terrorist content or
disable accessto it,
following an assessment by
the competent authorities,
should be harmonised.

horit b %
Given the speed at which




service providers to decide whether to
remove the content in question or
disable access to the content for users
in the Union.

terrorist content is disseminated
across online services, this
provision imposes obligations on
hosting service providers to
ensure that terrorist content
identified in the removal order is
removed or accessto it isdisabled
within one hour from receiving
the removal order. Hisforthe

l |es_t|| g Service providersto
decidle "."“en e 'te Ferove the
CoRtent ||||e|uest|en e'ﬁ disable .

the requirement to preserve data
under Article 7 of this Regulation, or
under the [draft e-evidence
legidlation], it isfor the hosting
service providers to decide whether to
remove the content in question or
disable access to the content for users
in the Union. This should have the
effect of preventing access or at least
of making it difficult to achieve and of
serioudly discouraging internet users
who are using their services from
accessing the content to which access
was disabled.

terrorist content is
disseminated across online
services, this provision
imposes obligations on
hosting service providers to
ensure that terrorist content
identified in the removal
order is removed or access
toitisdisabled at least in
all Member Stateswithin
one hour from receiving the
removal order. In duly
[ustified emer gency cases,

the competent authority
may issuethefirst
removal order to a hosting
service provider without
having provided
information on procedures
and applicable deadlines
12 hoursin advance. Such
emer gency cases occur
wherearemoval of or
disabling of accessto the
content later than one
hour after notification
would result in serious
harm, such asin a
situations of an imminent
threat to lifeor the
physical integrity of a
person or_events depicting
ongoing harm to lifeor
physical integrity. It isfor




the competent authority to
establish such an

emer gency case and
providethe necessary
justification. I|n casethe
hosting service provider
cannot comply with the
removal order within one
hour, because of force
majeureor of defacto
impossibility, it should
inform the authorities as
soon as possible and
comply with the removal
order assoon asthe
reasonsfor the
impossibility are no longer
present. Such reasons
could also be of technical
nature.

31.

(13a) Theremoval order should
include a classification of the relevant
content asterrorist content and
contain sufficient information so asto
locate the content, by providing a URL
and any other additional information,
such as a screenshot of the content in
guestion. If requested, the competent
authority should provide a
supplementary statement of reasons,
as to why the content is considered
terrorist content. The reasons provided
need not contain sensitive information
which could jeopardise investigations.

DE Pres proposal:

(13a) Theremoval order
should include a
classification of the
relevant content as
terrorist content and
contain sufficient
information so asto locate
the content, by providing
an exact URL and, where
necessary, any other
additional information,
such as a screenshot of the




The statement of reasons should
however allow the hosting service
provider and, ultimately, the content
provider to effectively exercise their
right tojudicial redress.

content in question. The
reasons provided need not
contain sensitive
information which could
[eopardiseinvestigations.
The statement of reasons
should however allow the
hosting service provider
and, ultimately, the
content provider to
effectively exercisetheir
right to judicial redress.

Adjusted due to the deletion
of Art. 4(4).

32.

(14) The competent authority should
transmit the removal order directly to
the addressee and point of contact by
any electronic means capabl e of
producing awritten record under
conditions that allow the service
provider to establish authenticity,
including the accuracy of the date and
the time of sending and receipt of the
order, such as by secured email and
platforms or other secured channels,
including those made available by the
service provider, in line with the rules
protecting personal data. This
requirement may notably be met by the
use of qualified electronic registered
delivery services as provided for by
Regulation (EU) 910/2014 of the
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(14) The competent authority
should transmit the removal order
directly to the addressee-and
contact point of eentaet the
hosting service provider and
where the hosting service
provider’s main establishment is
in another Member State, to the
competent authority of that
Member State by any electronic
means capable of producing a
written record under conditions
that allow the service provider to
establish authenticity, including
the accuracy of the date and the
time of sending and receipt of the
order, such as by secured email

(14) The competent authority should
transmit the removal order directly to
the addressee and point of contact by
any electronic means capabl e of
producing awritten record under
conditions that allow the service
provider to establish authenticity,
including the accuracy of the date and
the time of sending and receipt of the
order, such as by secured email and
platforms or other secured channels,
including those made available by the
service provider, in line with the rules
protecting personal data. This
requirement may notably be met by the
use of qualified electronic registered
delivery services as provided for by
Regulation (EU) 910/2014 of the

DE Pres proposal:

(14) The competent
authority should transmit
the removal order directly to
the addressee-and contact
point ef-eontact of the
hosting service provider

by any electronic means
capable of producing a
written record under
conditions that allow the
service provider to establish
authenticity, including the
accuracy of the date and the
time of sending and recel pt
of the order, such as by
secured email and platforms
or other secured channels,
including those made




European Parliament and of the
Council”.

and platforms or other secured
channels, including those made
available by the service provider,
in line with the rules protecting
persona data. This requirement
may notably be met by the use of
qualified electronic registered
delivery services as provided for
by Regulation (EU) 910/2014 of
the European Parliament and of
the Council*2.

European Parliament and of the
Council”.

available by the service
provider, in line with the
rules protecting persond
data. This requirement may
notably be met by the use of
qualified electronic
registered delivery services
as provided for by
Regulation (EU) 910/2014
of the European Parliament
and of the Council. Where
the hosting service
provider’s main
establishment isin
another Member State, a
copy of that order should
at the sametime be
transmitted to the
competent authority of
that Member State.

33.

’ Regulation (EU) No 910/2014 of the
European Parliament and of the Council of
23 July 2014 on electronic identification and
trust services for electronic transactionsin the
internal market and repealing Directive
1999/93/EC (OJ L 257, 28.8.2014, p. 73).

34.

(15) Referras by the competent
authorities or Europol constitute an
effective and swift means of making
hosting service providers aware of
specific content on their services. This
mechanism of alerting hosting service
providers to information that may be
considered terrorist content, for the

AM 18

del eted

(15) Referrasby-thecompetent
at! '9'.'“%9' EH.' opol-constitute an
Iellee_tneemel_ swlltll_|ea|| 5ol maklﬁng

Thiesereferral mechanism of alerting
hosting service providers to
information and material that may be

The Presidency proposes to
deleterecital (15) and
capture the existing
instrument of referrals used
by Member Sates and
Europol by a new recital to




provider’s voluntary consideration of
the compatibility its own terms and
conditions, should remain availablein
addition to removal orders. It is
important that hosting service
providers assess such referrals as a
matter of priority and provide swift
feedback about action taken. The
ultimate decision about whether or not
to remove the content because it is not
compatible with their terms and
conditions remains with the hosting
service provider. In implementing this
Regulation related to referrals,
Europol’s mandate as laid down in
Regulation (EU) 2016/7948 remains
unaffected.

considered terrorist content, for the
provider’s voluntary consideration of
the compatibility with its own terms
and conditions, constitutes a
particularly effective, and swift and
proportionate means of making
hosting service providers aware of
specific content on their services;
removal-erders. It isimportant that
hosting service providers assess such
referrals as a matter of priority and
provide swift feedback about action
taken. The ultimate decision about
whether or not to remove the content
because it is not compatible with their
terms and conditions remains with the
hosting service provider. In
implementing this Regulation related to
referrals, Europol’s mandate as laid
down in Regulation (EU) 2016/794°
remains unaffected.

beinserted after recital
(30), based on EP AM 31.

35. 8 Regulation (EU) 2016/794 of the European Deleted 8 Regulation (EU) 2016/794 of the European
Parliament and of the Council of 11 May 2016 Parliament and of the Council of 11 May 2016
on the European Union Agency for Law on the European Union Agency for Law
Enforcement Cooperation (Europol) and Enforcement Cooperation (Europol) and
replacing and repealing Council Decisions replacing and repealing Council Decisions
2009/371/JHA, 2009/934/JHA,, 2009/935/JHA, 2009/371/JHA, 2009/934/JHA,, 2009/935/JHA,
2009/936/JHA and 2009/968/JHA (OJL 135, 2009/936/JHA and 2009/968/JHA (OJL 135,
24.5.2016, p. 53). 24.5.2016, p. 53).
36. (16) Giventhe sgale ar]d speegl AM 19 (16) Giventhe sgale ar]d speegl DE Pres proposal:
necessary for effectively identifying necessary for effectively identifying _
and removing terrorist content : and removing terrorist content (16) Given the scale and
roportionate proactive measures (16) Giventhescaeandspeed | | i onate proactive measures speed necessary for
prop P ’ necessary for effectively prop P ’ effectively identifying and




including by using automated meansin
certain cases, are an essential element
in tackling terrorist content online.
With aview to reducing the
accessibility of terrorist content on
their services, hosting service providers
should assess whether it is appropriate
to take proactive measures depending
on therisks and level of exposure to
terrorist content as well asto the
effects on the rights of third parties and
the public interest of information.
Consequently, hosting service
providers should determine what
appropriate, effective and
proportionate proactive measure should
be put in place. This requirement
should not imply a general monitoring
obligation. In the context of this
assessment, the absence of removal
orders and referrals addressed to a
hosting provider, isan indication of a
low level of exposureto terrorist
content.

identifying and removing terrorist
content, proportionate preactive
specific measuresaekuding-by
€ases, are an essential element in
tackling terrorist content online.
With aview to reducing the
accessibility of terrorist content
on their services, hosting service
providers should assess whether it
IS appropriate to take proaetive
specific measures depending on
the risks and level of exposure to
terrorist content aswell asto the
effects on the rights of third
parties and the public interest ef
to receive and impart
information, in particular where
thereisa substantial level of
exposure to terrorist content and
receipt of removal orders.
Consequently, hosting service
providers should determine what
appropriate, targeted, effective
and proportionate preactive
specific measure should be put in
place. This requirement should
not imply a general monitoring
obligation. Those specific
measures may include regular
reporting to the competent
authorities, increase of human
resour ces dealing with measures
to protect the services against

including by using automated meansin
certain cases, are an essential element
in tackling terrorist content online.
With aview to reducing the
accessibility of terrorist content on their
services, hosting service providers
should assess whether it is appropriate
to take proactive measures depending
on therisks and level of exposure to
terrorist content as well as to the effects
on the rights of third parties and the
public interest of information.
Consequently, hosting service
providers should determine what
appropriate, effective and proportionate
proactive measure should be put in
place. This requirement should not
imply a general monitoring obligation.
In the context of this assessment, the
absence of removal orders and referrals
addressed to a hosting provider, isan
indication of alow risk or level of
exposure to terrorist content.

removing terrorist content,
proportionate and effective
specific proactive measures;
g | -
automated means in certain
€ases; are an essential
element in tackling terrorist
content online. With aview
to reducing the accessibility
of terrorist content on their
services, hosting service
providers exposed to
terrorist content should
assess whether-it-is
appropriateto-take
proaetive specific measures
taking into account the
risks and level of exposure
to terrorist content as well
as to the effects on the
rights of third parties and
the public interest of
information.
CensequentlyHhosting
service providers should
determine what appropriate,
effective and proportionate
proactive specific measure
should be put in place to
detect, identify and
remove, where
appropriate, terrorist
content. Fhisrequirement
sheuld-net-tmply-a-general




public dissemination of terrorist
content, and exchange of best
practices. In the context of this
assessment, the absence of
removal orders andreferrals
addressed to a hosting provider, is
an indication of alow level of
exposure to terrorist content.

 rraohlieaion.

Specific measur es may
include oper ational
measur es such as human
resour ces dealing with
measur esto protect the
services against terrorist
content, technical means,
including the use of
reliabletoolsto identify
new terrorist content as
well as content which has
been previoudly identified
asterrorist content,
mechanisms for usersto
report or flag alleged
terrorist content or any
other measurethe hosting
service provider considers
appropriate and effective.
Inthecontextof this

37.

(17)  When putting in place proactive
measures, hosting service providers
should ensure that users’ right to
freedom of expression and information
- including to freely receive and impart
information - is preserved. In addition
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(17)  When putting in place

proactive specific measures,
hosting service providers should

(17)  When putting in place proactive
measures, hosting service providers
should ensure that users’ right to
freedom of expression and information
- including to freely receive and impart
information - is preserved. In addition

DE Pres proposal:

(17) When putting in place
proaetive specific measures,
hosting service providers
should ensure that users’




to any requirement laid down in the
law, including the legislation on
protection of personal data, hosting
service providers should act with due
diligence and implement safeguards,
including notably human oversight and
verifications, where appropriate, to
avoid any unintended and erroneous
decision leading to removal of content
that is not terrorist content. Thisis of
particular relevance when hosting
service providers use automated means
to detect terrorist content. Any decision
to use automated means, whether taken
by the hosting service provider itself or
pursuant to arequest by the competent
authority, should be assessed with
regard to the reliability of the
underlying technology and the ensuing
impact on fundamental rights.

ensure that users’ right to freedom
of expression and irfermation—
Hreludingto-freely freedom to
receive and impart information
and ideasin an open and
democratic society is preserved.
In addition to any requirement
laid down in the law, including
the legislation on protection of
personal data, hosting service
providers should act with due
diligence and implement
safeguards, including notably
human oversight and
verifications-where-appropriate;
to avoid any unintended and
erroneous decision leading to
removal of content that is not
terrorist content. Fhistsof

particular-relevance when-hesting

to any requirement laid down in the
law, including the legislation on
protection of personal data, hosting
service providers should act with due
diligence and implement safeguards,
including notably human oversight and
verifications, where appropriate, to
avoid any unintended and erroneous
decision leading to removal of content
that is not terrorist content. Thisis of
particular relevance when hosting
service providers use automated means
to detect terrorist content. Any decision
to use automated means, whether taken
by the hosting service provider itself or
pursuant to arequest by the competent
authority, should be assessed with
regard to the reliability of the
underlying technology and the ensuing
impact on fundamental rights.

right to freedom of
expression and information
aswell asthefreedom and
pluralism of the media as
protected under the EU-
Charter ~neludingto

troel : '
Hfermation— is preserved.
In addition to any
requirement laid down in
the law, including the
legislation on protection of
personal data, hosting
service providers should act
with due diligence and
implement safeguards,
including notably human
oversight and verifications,
where appropriate, to avoid
any unintended and
erroneous decision leading
to removal of content that is
not terrorist content. Fhists

ofparticularrelevance when




B Torort Y

technology and the ensuing
Hmpaet-on-fundamental
rights.
38. (18) Inorder to ensurethat hosting | AM 21 (18)  Inorder to ensurethat hosting | DE Pres proposal:
service providers exposed to terrorist service providers exposed to terrorist
content take appropriate measures to (18)  In order to ensure that content take appropriate measures to (18) l-nerdept&en&me%ha&
prevent the misuse of their services, the | |\ \qine carvice providers exposed | Prevent the misuse of their services, the hesting-service providers
competent authorities should request | o S LT o competent authorities should request | EXPpesee-to-terrorist-content
hosting service providers having appropriate measures to prevent hosting service providers having teke-appropriate measures
received aremoval order, whichhas | (/0" 0 L L o LT he | received aremoval order, which has to-prevent the-misuse of
become final, to report on the proactive | oot wnorisies auith érity become final, to report on the proactive | fe-serviees  the competent
measures taken. These could consist of | 4 '] requiest hosting service measures taken. These could consist of | Siitheritiesshould request
measures to prevent the reupload of | e Chaine recaived a measures to prevent the re-upload of hesting service providers
terrorist content, removed or accessto | oot S e terrorist content, removed or accessto | Having received aremoval
it disabled as aresult of aremoval removal orders order—which-has it disabled as aresult of aremoval 9_'99" which-has become
order or referrals they received, becorme final. 1o repo’rt on the order or referrals they received, finalto-repert-on-the
checking against publicly or privately- | e spécifi ¢ measures taken, | Cecking against publicly or privately- progetive-messures taken:
held tools containing known terrorist These could-consist of Measures " | held tools containing known terrorist Fhese-could-consistof
content. They may also employ the use | o e oo e e ol oo of content. They may also employ the use | FReasdrestopreventthere-
of refiable technical toolstoidentify | b o o T of reliable technical toolsto identify | tProac-oiterrorist-content;
new terrorist content, either USING thoSe | e i diealod as aremiltof | MW terorist content, either using those removed or-access ot
available on the market or those arernoval order or referrals they available on the market or those disabled-asaresultof-a
developed by the hosting service received, checking againg developed by the hosting service removal-order-orreferrals
provider. The service provider should A provider. The service provider should | tRey-Feceived cheeking
report on the specific proactive eentammg%newn%elcmﬂstl' Y OF yhe report on the specific proactive agarnstpeblicly-or
measures in placein order to allow the ot measuresin placein order to dllow the | Privately-heldtools
competent auithority to judge whether | o0 o J?;ﬁ&%iﬁﬁ;ptl% < | competent authority to judge whether contanmg-known-terrorist
the measures are effective and to identify new terrorist content, | 1€ measures are effective and contentThey-may 850
proportionate and whether, if aﬁ%usag%hese&&a%bleemhe proportionate and whether, if employ-theuse of relidble
automated means are used, the hosting parketor-those developed-by:the automated means are used, the hosting tedqmeal—teels%&rdemﬁy
service provider has the necessary hosting service provider, The service provider has the necessary Rew-terrorist-content;- either
abilities for human oversight and service provider should .report on | ilitiesfor human oversight and using-those available onthe
market-or-these developed

verification. In assessing the

verification. In assessing the




effectiveness and proportionality of the
measures, competent authorities should
take into account relevant parameters
including the number of removal
orders and referrals issued to the
provider, their economic capacity and
theimpact of its servicein
disseminating terrorist content (for
example, taking into account the
number of usersin the Union).

the proactive specific measuresin
place in order to alow the
competent authority to judge
whether the measures are
necessary, effective and
proportionate and whether, if
automated means are used, the
hosting service provider has the
necessary abilities for human
oversight and verification. In
assessing the effectiveness,
necessity and proportionality of
the measures, competent
authorities should take into
account relevant parameters
including the number of removal
orders and-referrals issued to the
provider, their size and economic
capacity and the impact of its
service in disseminating terrorist
content (for example, taking into
account the number of usersin
the Union), aswell asthe
safeguards put in place to protect
the freedom of expression and
information and the number of
incidents of restrictionson legal
content.

effectiveness and proportionality of the
measures, competent authorities should
take into account relevant parameters
including the number of removal orders
and referralsissued to the provider,
their economic capacity and the impact
of itsservicein disseminating terrorist
content (for example, taking into
account the number of usersin the
Union).

v the hogi .
provider-The hosting
service provider should
report on the proactive
specific measuresin place
in order to allow the
competent authority to
judge whether the measures
are effective and
proportionate and whether,
if automated means are
used, the hosting service
provider has the necessary
abilities for human
oversight and verification.
In ng the
effectiveness and
proportionality of the
measures, competent
authorities should take into
account relevant parameters
including the number of
removal orders-andreferrals
issued to the provider, their
size and economic capacity
and the impact of its service
in disseminating terrorist
content (for example, taking
into account the number of
usersin the Union) as well
asthe safequards put in
placeto addressthe
misuse of their servicesfor




the dissemination of
terrorist content online.

39.

(19) Following the request, the
competent authority should enter into a
dialogue with the hosting service
provider about the necessary proactive
measures to be put in place. If
necessary, the competent authority
should impose the adoption of
appropriate, effective and
proportionate proactive measures
where it considers that the measures
taken are insufficient to meet the risks.
A decision to impose such specific
proactive measures should not, in
principle, lead to the imposition of a
genera obligation to monitor, as
provided in Article 15(1) of Directive
2000/31/EC. Considering the
particularly grave risks associated with
the dissemination of terrorist content,
the decisions adopted by the competent
authorities on the basis of this
Regulation could derogate from the
approach established in Article 15(1)
of Directive 2000/31/EC, asregards
certain specific, targeted measures, the
adoption of which is necessary for
overriding public security reasons.
Before adopting such decisions, the
competent authority should strike afair
bal ance between the public interest
objectives and the fundamental rights
involved, in particular, the freedom of
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(19) Following the request, the
competent authority should enter
into a dialogue with the hosting
service provider about the
necessary proactive specific
measures to be put in place. If
necessary, the competent
authority should Hnpese request
the hosting provider tore-
evaluate the measures needed or
request the adoption of
appropriate, effective and
proportionate proactive specific
measures where it considers that
the measures taken do not respect
the principles of necessity and
proportionality or are insufficient
to meet the risks. The competent
authority should only request
specific measures that the
hosting service provider can
reasonably be expected to
implement, taking into account,
among other factors, the hosting
service provider’s financial and
other resources. A decisionto
Hmpese request to implement
such specific preactive measures
should not;-+a-prineiple-lead to

(19) Following the request, the
competent authority should enter into a
dialogue with the hosting service
provider about the necessary proactive
measures to be put in place. If
necessary, the competent authority
should impose the adoption of
appropriate, effective and proportionate
proactive measures where it considers
that the measures taken are insufficient
to meet therisks. A decision to impose
such specific proactive measures
should not, in principle, lead to the
imposition of ageneral obligation to
monitor, as provided in Article 15(1) of
Directive 2000/31/EC. Considering the
particularly grave risks associated with
the dissemination of terrorist content,
the decisions adopted by the competent
authorities on the basis of this
Regulation could derogate from the
approach established in Article 15(1) of
Directive 2000/31/EC, as regards
certain specific, targeted measures, the
adoption of which is necessary for
overriding public security reasons.
Before adopting such decisions, the
competent authority should strike afair
bal ance between the public interest
objectives and the fundamental rights
involved, in particular, the freedom of
expression and information and the

DE Pres proposal:

(19) FoHowing the reguest,
3
the-competer .'t kit |e|.|t5
s _|e|ul dl e|||te| |_||te aeh_al ogue
provider about the
necessary-proactive
measures to be put in place.
If necessary, the competent
authority should mpese
request the adoption of
appropriate, effective and
proportionate proactive
specific measures where it
considers that the measures
taken are insufficient to
meet the risks. A-decisionto
Hmpesel herequest to
implement such specific
proaetive measures should
not lead to the tmpesition-of
agenera obligation to
monitor, as provided in
Article 15(1) of Directive
2000/31/EC nor_a general
obligation to use
automated tools. Hosting
service providers may
however decideto use
automated toolsif they
consider this appropriate




expression and information and the
freedom to conduct a business, and
provide appropriate justification.

the imposition of ageneral
obligation to monitor, as provided
in Article 15(1) of Directive

2000/3V/EC. Censidering-the
eular] i e

freedom to conduct a business, and
provide appropriate justification.

and necessary to
effectively addressthe
misuse of their services for
the dissemination of
terrorist content.

Considering the particutarly




40.

(20) The obligation on hosting
service providers to preserve removed
content and related data, should be laid
down for specific purposes and limited
in time to what is necessary. Thereis
need to extend the preservation
requirement to related data to the
extent that any such data would
otherwise be lost as a consequence of
the removal of the content in question.
Related data can include data such as
‘subscriber data’, including in
particular data pertaining to the identity
of the content provider as well as
‘access data’, including for instance
data about the date and time of use by
the content provider, or thelog-in to
and log-off from the service, together
with the IP address allocated by the
internet access service provider to the
content provider.
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(20) Theobligation on hosting
service providers to preserve
removed content and rel ated data,
should be laid down for specific
purposes and limited in timeto
what is necessary. There is need
to extend the preservation
requirement to related data to the
extent that any such data would
otherwise belost asa
consequence of the removal of the
content in question. Related data
can include data such as
‘subscriber data’, treluding in
particular data pertaining to the
identity of the content provider as
well as ‘access data’, including
for instance data about the date
and time of use by the content
provider, or the log-in to and log-
off from the service, together with
the IP address allocated by the
internet access service provider to
the content provider.

(20) The obligation on hosting
service providers to preserve removed
content and related data, should be laid
down for specific purposes and limited
in time to what is necessary. Thereis
need to extend the preservation
reguirement to related data to the extent
that any such data would otherwise be
lost as a consequence of the removal of
the content in question. Related data
can include data such as “subscriber
data’, including in particular data
pertaining to the identity of the content
provider ‘transactional data’ and as
wel-as “access data’, including for
instance data about the date and time of
use by the content provider, or the log-
in to and log-off from the service,
together with the IP address all ocated
by the internet access service provider
to the content provider.

DE Pres proposal:

(20) The obligation on
hosting service providers to
preserve removed content
and related data, should be
laid down for specific
purposes and limited in
time to what is necessary.
There is need to extend the
preservation requirement to
related data to the extent
that any such datawould
otherwise belost asa
consequence of the removal
of the content in question.
Related data can include
data such as “subscriber
data’, tacluding in
particular data pertaining to
the identity of the content
provider,‘transactional
data’ and asweH-as
‘access data’, including for
instance data about the date
and time of use by the
content provider, or the log-
in to and log-off from the
service, together with the IP
address allocated by the
internet access service
provider to the content
provider.




41.

(21) Theobligation to preserve the
content for proceedings of
administrative or judicial review is
necessary and justified in view of
ensuring the effective measures of
redress for the content provider whose
content was removed or accessto it
disabled as well as for ensuring the
reinstatement of that content asit was
prior to its removal depending on the
outcome of the review procedure. The
obligation to preserve content for
investigative and prosecutorial
purposesisjustified and necessary in
view of the value this material could
bring for the purpose of disrupting or
preventing terrorist activity. Where
companies remove material or disable
accessto it, in particular through their
own proactive measures, and do not
inform the relevant authority because
they assess that it does not fall in the
scope of Article 13(4) of this
Regulation, law enforcement may be
unaware of the existence of the
content. Therefore, the preservation of
content for purposes of prevention,
detection, investigation and
prosecution of terrorist offencesis aso
justified. For these purposes, the
required preservation of datais limited
to datathat islikely to have alink with
terrorist offences, and can therefore
contribute to prosecuting terrorist
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(21) Theobligation to preserve
the content for proceedings of
administrative, or judicial review
or remedy is necessary and
justified in view of ensuring the
effective measures of redress for
the content provider whose
content was removed or accessto
it disabled aswell as for ensuring
the reinstatement of that content
asit was prior to its removal
depending on the outcome of the
review procedure. The obligation
to preserve content for
investigative and prosecutorial
purposesisjustified and
necessary in view of the value
this material could bring for the
purpose of disrupting or
preventing terrorist activity.
Where companies remove
material or disable accesstoit, A
partiedtar through their own
proactive specific measures, and
doe-net they should inform the
relevant authority because they
assess that it does not fall inthe
scope of Article 13(4) of this
Regdlation; competent taw
enforcement may be unaware of
the existence of the content.
Fherefore-authorities promptly.

(21) Theobligation to preserve the
content for proceedings of
administrative or judicial review is
necessary and justified in view of
ensuring the effective measures of
redress for the content provider whose
content was removed or accessto it
disabled as well as for ensuring the
reinstatement of that content asit was
prior to its removal depending on the
outcome of the review procedure. The
obligation to preserve content for
investigative and prosecutorial
purposesisjustified and necessary in
view of the value this material could
bring for the purpose of disrupting or
preventing terrorist activity. Where
companies remove material or disable
accessto it, in particular through their
own proactive measures, and do not
inform the relevant authority because
they assess that it does not fall in the
scope of Article 13(4) of this
Regulation, law enforcement may be

unaware of the existence of the content.

Therefore, the preservation of content
for purposes of prevention, detection,
investigation and prosecution of
terrorist offencesis aso justified. For
these purposes, the required
preservation of datais limited to data
that islikely to have alink with
terrorist offences, and can therefore
contribute to prosecuting terrorist

DE Pres proposal:

(21) The obligation to
preserve the content for
proceedings of
administrative or judicia
review or remedy is
necessary and justified in
view of ensuring the
effective measures of
redress for the content
provider whose content was
removed or accessto it
disabled as well as for
ensuring the reinstatement
of that content asit was
prior to its removal
depending on the outcome
of the review procedure.
The obligation to preserve
content for investigative and
prosecutorial purposesis
justified and necessary in
view of the value this
materia could bring for the
purpose of disrupting or
preventing terrorist activity.

Where compantes remove




offences or to preventing serious risks
to public security.

Fherefore; The preservation of
content for purposes of
prevention, detection,
investigation and prosecution of
terrorist offencesis also justified.
For these purposes, the terrorist
content and the related data
should be stored only for a
specific period allowing the law
enforcement authorities to check
the content and decide whether it
would be needed for those
specific purposes. This period
should not exceed six months.
For the purposes of prevention,
detection, investigation and
prosecution of terrorist offences,
the required preservation of data
islimited to datathat is likely to
have alink with terrorist offences,
and can therefore contribute to
prosecuting terrorist offences or
to preventing serious risks to
public security.

offences or to preventing serious risks
to public security.

4 of thi Tten
law-enforcement-may-be
unaware-of the-existenceof
the-content.® Therefore, the
preservation of content for
purposes of prevention,
detection, investigation and
prosecution of terrorist
offencesis aso justified.
For these purposes, the
terrorist content and the
related data should be
stored only for a specific
period allowing the law
enforcement authoritiesto
check the content and
decide whether it would be
needed for those specific
purposes. This period
should not exceed six
months. For the purposes
of prevention, detection,
investigation and
prosecution of terrorist
offences, the required
preservation of datais
limited to datathat islikely
to have alink with terrorist
offences, and can therefore
contribute to prosecuting
terrorist offences or to
preventing serious risks to

5

Thefirst part of this sentence is captured by the last sentence of the recital.




public security. Where
companies remove material
or disable accesstoit, in
particular through their own
proactive specific measures,
and-de-net they should
inform the relevant
competent authorityies
promptly about content
that contains information
leading to or resulting in
an imment threat tolife or
a suspected terrorist
offence.

42.

(22) To ensure proportionality, the
period of preservation should be
limited to six months to allow the
content providers sufficient timeto
initiate the review process and to
enable law enforcement access to
relevant data for the investigation and
prosecution of terrorist offences.
However, this period may be
prolonged for the period that is
necessary in case the review
proceedings are initiated but not
finalised within the six months period
upon request by the authority carrying
out the review. This duration should be
sufficient to allow law enforcement
authorities to preserve the necessary
evidencein relation to investigations,

AM 25

(22) To ensure proportionality,
the period of preservation should
be limited to six months to allow
the content providers sufficient
timeto initiate the review process
and or to enable law enforcement
authorities’ access to relevant
datafor the investigation and
prosecution of terrorist offences.
However, this period may be
prolonged for the period that is
necessary in case the review or
remedy proceedings are initiated
but not finalised within the six
months period upon request by
the authority carrying out the
review. This duration should also

(22) To ensure proportionality, the
period of preservation should be limited
to six monthsto allow the content
providers sufficient time to initiate the
review process and to enable law
enforcement access to relevant data for
the investigation and prosecution of
terrorist offences. However, this period
may be prolonged for the period that is
necessary in case the review
proceedings are initiated but not
finalised within the six months period
upon request by the authority carrying
out the review. This duration should be
sufficient to allow law enforcement
authorities to preserve the necessary
evidencein relation to investigations,
while ensuring the balance with the
fundamental rights concerned.

DE Pres proposal:

(22) To ensure
proportionality, the period
of preservation should be
limited to six months to
allow the content providers
sufficient time to initiate the
review process and or to
enable law enforcement
authorities accessto
relevant data for the
investigation and
prosecution of terrorist
offences. However, this
period may be prolonged for
the period that is necessary
in case the review or
remedy proceedings are
initiated but not finalised




while ensuring the balance with the
fundamental rights concerned.

be sufficient to allow law
enforcement authorities to
preserve the necessary evidence
material in relation to
investigations and prosecutions,
while ensuring the balance with
the fundamental rights concerned.

within the six months period
upon request by the
authority carrying out the
review. Thisduration
should be sufficient to allow
law enforcement authorities
to preserve the necessary
evidence material in
relation to investigations
and prosecutions, while
ensuring the balance with
the fundamental rights
concerned.

43.

(23) This Regulation does not affect
the procedural guarantees and
procedural investigation measures
related to the access to content and
related data preserved for the purposes
of the investigation and prosecution of
terrorist offences, as regulated under
the national law of the Member States,
and under Union legidlation.

(24)  Transparency of hosting
service providers' policiesin relation to
terrorist content is essential to enhance
their accountability towards their users
and to reinforce trust of citizensin the
Digital Single Market. Hosting service
providers should publish annual
transparency reports containing
meaningful information about action
taken in relation to the detection,

AM 26

(24) Transparency of hosting
service providers' policiesin
relation to terrorist content is
essential to enhance their
accountability towards their users
and to reinforce trust of citizens
in the Digital Single Market. Only
hosting service providers which

(24)  Transparency of hosting
service providers' policiesin relation to
terrorist content is essential to enhance
their accountability towards their users
and to reinforce trust of citizensin the
Digital Single Market. Hosting service
providers, exposed to terrorists
content,should publish annual
transparency reports containing
meaningful information about action
taken in relation to the detection,

DE Pres proposal:

Changes necessary to align
the recital to Art. 8(2).

(24) Transparency of
hosting service providers
policiesin relation to
terrorist content is essential
to enhance their
accountability towards their
users and to reinforce trust




identification and removal of terrorist
content.

are subject to removal ordersfor
that year should be obliged to
publish annual transparency
reports containing meaningful
information about action taken in
relation to the detection,
identification and removal of
terrorist content.

identification and removal of terrorist
content, where it does not defeat the
purpose of measures put in place.

of citizensin the Digital
Single Market. Hosting
service providersthat have
taken action against or
wereregquired to take
action pursuant to this
Regulation on the
dissemination of terrorist
content in a given calendar
year, should publish annua
transparency reports

contai ning meaningful
information about action
taken in relation to the
detection, identification and
removal of terrorist content;
where it doeshot-defeat the
purpose-ef-measuresputin
place

45.

AM 27

(24 a) Theauthorities
competent to issue removal order
should also publish transparency
reports containing information
on the number of removal
orders, the number of refusals,
the number of identified terrorist
content which led to
investigation and prosecution of
terrorist offences and the
number of cases of content
wrongly identified asterrorist.

The Presidency proposes to
add this new recital in order
to capture the wording of the
new Art. 8a.

(244) The competent
authorities of the Member
States should publish
transpar ency reports
containing information on
the number of removal
orders, the number of
refusals and the number
of decisions concerning
specific measures, the




number of decisions
imposing penalties and the
number of cases subject to
administrative or judicial
review.

Moved fromrecital (8);
corresponding recital to the
new Art. 9a.

(24b) Theright to an
effective remedy is
enshrined in Article 19 TEU
and Article 47 of the
Charter of Fundamental
Rights of the European
Union. Each natural or legal
person has the right to an
effective judicial remedy
before the competent
national court against any of
the measures taken pursuant
to this Regulation, which
can adversely affect the
rights of that person. The
right includes, in particular
the possibility for hosting
service providers and
content providersto
effectively contest the
removal orders before the
court of the Member State
whose authorities issued [or
take a decision on®] the

Depends on the final wording of Art. 4a.




removal order and for
hosting service providers
to contest a decision
imposing preactive specific
measur es or_penalties
beforethe court of the
Member State wherethey
are established or have a
legal representative. This
right also includesthe
possibilities for content
providersto contest the
removal of content and the
specific measur estaken by
the hosting service
provider where
applicable, according to
the Requlation 1215/2012

(Brusselsla).
46. (25) . Complaint procedures AM 28 (25) Complaint procedgres constitute | DE Pres proposal:
constitute a necessary safeguard anecessary safeguard against erroneous (25) Complaint procedures
against erroneous removal of content (25) Complaint procedures removal of content, as a consequence e

protected under the freedom of
expression and information. Hosting
service providers should therefore
establish user-friendly complaint
mechanisms and ensure that
complaints are dealt with promptly and
in full transparency towards the content
provider. The requirement for the
hosting service provider to reinstate the
content where it has been removed in
error, does not affect the possibility of
hosting service providers to enforce

constitute a necessary safeguard
against erroneous removal of
content protected under the
freedom of expression and
freedom to receive and impart
information and ideas in an open
and democratic society. Hosting
service providers should therefore
establish user-friendly complaint
mechanisms and ensure that
complaints are dealt with

of measures taken pursuant to the
hosting service providers terms and
conditions protected under the freedom
of expression and information. Hosting
service providers should therefore
establish user-friendly complaint
mechanisms and ensure that complaints
are dealt with promptly and in full
transparency towards the content
provider. The requirement for the
hosting service provider to reinstate the
content where it has been removed in

safeguard against erroneous
removal of content
protected under the freedom
of expression and
information. Hosting
service providers should
therefore establish user-
friendly complaint
mechanisms and ensure that
complaints are dealt with
promptly and in full




their own terms and conditions on
other grounds.

promptly and in full transparency

towards the content provider. The

requirement for the hosting
service provider to reinstate the
content where it has been
removed in error, does not affect
the possibility of hosting service
providers to enforce their own
terms and conditions on other
grounds.

error, does not affect the possibility of
hosting service providers to enforce
their own terms and conditions on other
grounds. Furthermore, content
providers, whose content has been
removed following a removal order,
should have aright to an effective
remedy in accordance with Article 19
TEU and Article 47 of the Charter of
Fundamental Rights of the European
Union.

transparency towards the
content provider. The
requirement for the hosting
service provider to reinstate
the content where it has
been removed in error, does
not affect the possibility of
hosting service providers to
enforce their own terms and
conditions on other grounds.
Furthermor e, content
providers, whose content
has been removed
following a removal order,
should have aright to an
effective remedy.

47.

(26) Effectivelega protection
according to Article 19 TEU and
Article 47 of the Charter of
Fundamental Rights of the European
Union requires that persons are ableto
ascertain the reasons upon which the
content uploaded by them has been
removed or access to it disabled. For
that purpose, the hosting service
provider should make available to the
content provider meaningful
information enabling the content
provider to contest the decision.
However, this does not necessarily
require a notification to the content
provider. Depending on the
circumstances, hosting service
providers may replace content which is
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(26) Effectivelegal protection
according to Article 19 TEU and
Article 47 of the Charter of
Fundamental Rights of the
European Union requires that
persons are able to ascertain the
reasons upon which the content
uploaded by them has been
removed or accessto it disabled.
For that purpose, the hosting
service provider should make
available to the content provider
meaningful information such as
thereasonsfor the removal or
disabling of access, the legal

(26) Moregenerally, eEffective
legal protection according to Article 19
TEU and Article 47 of the Charter of
Fundamental Rights of the European
Union requires that persons are ableto
ascertain the reasons upon which the
content uploaded by them has been
removed or access to it disabled. For
that purpose, the hosting service
provider should make available to the
content provider meaningful
information enabling the content
provider to contest the decision.
However, this does not necessarily
reguire a notification to the content
provider. Depending on the
circumstances, hosting service
providers may replace content which is

DE Pres proposal:

(26) Moregenerally,
eEffective legal protection
according to Article 19 TEU
and Article 47 of the
Charter of Fundamental
Rights of the European
Union requires that persons
are ableto ascertain the
reasons upon which the
content uploaded by them
has been removed or access
to it disabled. For that
purpose, the hosting service
provider should make
available to the content
provider meaningful




considered terrorist content, with a
message that it has been removed or
disabled in accordance with this
Regulation. Further information about
the reasons as well as possibilities for
the content provider to contest the

decision should be given upon request.

Where competent authorities decide
that for reasons of public security
including in the context of an
investigation, it is considered
inappropriate or counter-productive to
directly notify the content provider of
the removal or disabling of content,
they should inform the hosting service
provider.

basis for the action enabling the
content provider to contest the
decision. Hewever-this-doesnet
to-the-content-provider-
Depending on the circumstances,
hosting service providers may
replace content which is
considered terrorist content, with
amessage that it has been
removed or disabled in
accordance with this Regulation.
Further information about the

FeasoRs-as-wel e pessbiities ol
tll e conter IIE P Ie UI II de to-contest the
reguest-Where competent
authorities decide that for reasons
of public security including in the
context of an investigation, itis
considered inappropriate or
counter-productive to directly
notify the content provider of the
removal or disabling of content,
they should inform the hosting
service provider.

considered terrorist content, with a
message that it has been removed or
disabled in accordance with this
Regulation. Further information about
the reasons as well as possibilities for
the content provider to contest the

decision should be given upon request.

Where competent authorities decide
that for reasons of public security
including in the context of an
investigation, it is considered
inappropriate or counter-productive to
directly notify the content provider of
the removal or disabling of content,
they should inform the hosting service
provider.

information enabling the
content provider to contest
the decision. However, this
does not necessarily require
anotification to the content
provider. Depending on the
circumstances, hosting
service providers may
replace content which is
considered terrorist content,
with amessage that it has
been removed or disabled in
accordance with this
Regulation. Further
information about the
reasons aswell as
possibilities for the content
provider to contest the
decision should be given
upon request. Where
competent authorities
decide that for reasons of
public security including in
the context of an
investigation, itis
considered inappropriate or
counter-productive to
directly notify the content
provider of the removal or
disabling of content, they
should inform the hosting
service provider.

48.

(27)  Inorder to avoid duplication
and possible interferences with

AM 30

(27)  Inorder to avoid duplication
and possible interferences with




investigations, the competent
authorities should inform, coordinate
and cooperate with each other and
where appropriate with Europol when
issuing removal orders or sending
referrals to hosting service providers.
In implementing the provisions of this
Regulation, Europol could provide
support in line with its current mandate
and existing legal framework.

(27) Inorderto avoid
duplication and possible
interferences with investigations
and to minimise the expenses of
the affected service providers, the
competent authorities should
inform, coordinate and cooperate
with each other and where
appropriate with Europol when
issuing removal orders ersending
referrals to hosting service
providers. In implementing the
provisions of this Regulation,
Europol could provide support in
line with its current mandate and
existing legal framework.

investigations, the competent
authorities should inform, coordinate
and cooperate with each other and
where appropriate with Europol when
before issuing removal orders or when
sending referrals to hosting service
providers. In implementing the
provisions of this Regulation, Europol
could provide support in line with its
current mandate and existing legal
framework. Where-a-competent
autho Hy _|S|||Ie|n|ee| by-a-competent
aul orty th-& ot 'e'l M ell ' 'b’ e| IStatl < o

i - When
deciding upon issuing a removal
order, the competent authority should
give due consideration to any
notification of an interference with an
investigative interests (" de-
confliction"). Where a competent
authority isinformed by a competent
authority in another Member State of
an existing removal order, a duplicate
order should not beissued. In
implementing the provisions of this
Regulation, Europol could provide
support in line with its current mandate
and existing legal framework.

DE Pres proposal:

(27) In order to avoid
duplication and possible
interferences with
investigations and to
minimise the expenses of
the affected service
providers, the competent
authorities should inform,
coordinate and cooperate
with each other and where
appropriate with Europol
when befor e issuing
removal orders erwhen
sendingreferrals to hosting
service providers. When
deciding upon issuing a
removal order, the
competent authority
should give due

consider ation to any
notification of an
interference with an
investigative interests

(" de-confliction"). Where
a competent authority is
informed by a competent
authority in another
Member State of an
existing removal order, a
duplicate order should not
beissued. In implementing
the provisions of this
Regulation, Europol could




provide support in line with
its current mandate and
existing legal framework.

49.

AM 31

(27 a) Referralsby Europol
congtitute an effective and swift
means of making hosting service
providers aware of specific
content on their services. This
mechanism of alerting hosting
service providersto information
that may be considered terrorist
content, for the provider’s
voluntary consideration of the
compatibility with its own terms
and conditions, should remain
available in addition to removal
orders. For that reason itis
important that hosting service
providers cooperate with
Europol and assess Europol's
referrals as a matter of priority
and provide swift feedback about
action taken. The ultimate
decision about whether or not to
remove the content becauseit is
not compatible with their terms
and conditions remainswith the
hosting service provider. In
implementing this Regulation,
Europol’s mandate as laid down




in Regulation (EU) 2016/794'2
remains unaffected.

50.

12 Regulation (EU) 2016/794 of the
European Parliament and of the
Council of 11 May 2016 on the
European Union Agency for Law
Enforcement Cooperation
(Europoal) and replacing and
repealing Council Decisions
2009/371/JHA, 2009/934/JHA,
2009/935/JHA, 2009/936/JHA and
2009/968/JHA (OJ L 135,
24.5.2016, p. 53).

51

(28) Inorder to ensure the effective
and sufficiently coherent
implementation of proactive measures,
competent authorities in Member
States should liaise with each other
with regard to the discussions they
have with hosting service providers as
to the identification, implementation
and assessment of specific proactive
measures. Similarly, such cooperation
isaso needed in relation to the
adoption of rules on penalties, as well
as the implementation and the
enforcement of penalties.

AM 32

(28) Inorder to ensure the
effective and sufficiently coherent
implementation of preactive
measures by hosting service
providers, competent authorities
in Member States should liaise
with each other with regard to the
discussions they have with
hosting service providers asto
removal orders and the
identification, implementation
and assessment of specific
proactive measures.
Simtharhy;Such cooperation is also
needed in relation to the adoption
of rules on penalties, aswell as
the implementation and the
enforcement of penalties.

(28) Inorder to ensure the effective
and sufficiently coherent
implementation of proactive measures,
competent authoritiesin Member States
should liaise with each other with
regard to the discussions they have with
hosting service providers asto the
identification, implementation and
assessment of specific proactive
measures. Similarly, such cooperation
isalso needed in relation to the
adoption of rules on penalties, as well
as the implementation and the
enforcement of penalties. The
Commission should facilitate such
coordination and cooperation.

DE Pres proposal:

(28) In order to ensure the
effective and sufficiently
coherent implementation of
proactive specific measures
taken by hosting service
providers, competent
authorities in Member
States should liaise with
each other with regard to
the discussions they have
with hosting service
providers as to removal
ordersand the
identification,
implementation and
assessment of specific
proaetive measures.
Similarly, such cooperation
isalso needed in relation to
the adoption of rules on




penalties, as well asthe
implementation and the
enforcement of penalties.
The Commission should
facilitate such

coor dination and

cooper ation.

52. (29) Itisessential that the competent | AM 33 (29)  Itisessential that the competent | DE Pres proposal:
authority within the Member State authority within the Member State (29) Itis e ——
responsible for imposing penaltiesis . . responsible for imposing penaltiesis sseeille] S
fully informed about the issuing of ((:%)?%peté:tnltsauthor?til Vtvr:?rt“t: ?he fully informed about the issuing of competent authority within
removal orders and referrals and Member Stte responsible for removal orders and referrals and the Member State
subsequent exchanges between the imposing pendltiesis fully subsequent exchanges between the respons b.l efori mposing
hosting service provider and the informed about the issuing of hosting service provider and the penaltiesisfully informed
relevant competent authority. For that | 0 i o e oo | relevant competent authority. For that about the issuing of removal
purpose, Member States should ensure purpose, Member States should ensure | Orders ane-referrals and
appropriate communication channels - - - appropriate communication channels ° _

. ; ) the hosting service provider and . . ) between the hosting service
and mechanisms allowing the sharing . and mechanisms allowing the sharing :
. g the relevant competent adtherity . g rovider and the relevant
of relevant information in atimely thorities in other Memb of relevant information in atimely B N
manner autnorities in other iviember manner competent authorityiesin
' States. For that purpose, Member ' other Member States. For
States should ensure appropriate that purpose, Member States
and secure communication should ensure appropriate
channels and mechanisms and secur e communication
alowi ng the shari ng of relevant channdl's and mechanisms
information in atimely manner. allowing the sharing of
relevant information in a
timely manner.

53. (30) Tofacilitate the swift (30) Tofacilitate the swift (30) Tofacilitate the swift exchanges | DE Pres proposal:
exchanges between competent exchanges between competent between competent authorities as well . _
authorities as well as with hosting authorities as well aswith hosting | aswith hosting service providers, and | (30) To facilitate the swift

exchanges between

service providers, and to avoid
duplication of effort, Member States

service providers, and to avoid
duplication of effort, Member

to avoid duplication of effort, Member
States may are encouraged to make

competent authorities as
well as with hosting service




may make use of tools developed by
Europol, such as the current Internet
Referral Management application
(IRMa) or successor tools.

States may make use of tools

devel oped by Europol, such asthe

current Internet Referral

Management application (IRMa)

Or successor tools.

use of the dedicated tools devel oped by
Europol, such as the current Internet
Referral Management application
(IRMa) or successor tools.

providers, and to avoid
duplication of effort,
Member States may are
encour aged to make use of
the dedicated tools
developed by Europol, such
asthe current Internet
Referral Management
application (IRMa) or
successor tools.

The Presidency proposes to
add the below recital (30a)
in order to reflect Art. 13(4)
and the use of the existing
tool of referrals used by
Member States and
Europol.

(30a) Referrals by
Member States and
Europol have proven to be
an effective and swift
means of increasing the
hosting service providers’
awar eness of specific
content on their services
and enabling them to take
swift action. This
mechanism of alerting
hosting service providers
to information that may
be considered terrorist
content, for the provider’s
voluntary consideration of




the compatibility with its
own terms and conditions,
should remain availablein
addition to removal
orders. For that reason it
isimportant that hosting
service providers
cooper ate with Member
States and Europol and
assess Member States’ or
Europol'sreferralsasa
matter of priority and
provide swift feedback
about action taken. The
ultimate decision about
whether or not to remove
the content becauseit is
not compatible with their
terms and conditions
remains with the hosting
service provider. In
implementing this
Requlation, Europol’s
mandate as laid down in
Regulation (EU)
2016/7941 remains
unaffected. Therefore,
nothing in this Regulation
should be under stood as
precluding Europol from
using referralsas an
instrument to address
terrorist content.




(31 Given the particular serious
consequences of certain terrorist
content, hosting service providers
should promptly inform the authorities
in the Member State concerned or the
competent authorities where they are
established or have alegal
representative, about the existence of
any evidence of terrorist offences that
they become aware of. In order to
ensure proportionality, this obligation
islimited to terrorist offences as
defined in Article 3(1) of Directive
(EV) 2017/541. The obligation to
inform does not imply an obligation on
hosting service providers to actively
seek any such evidence. The Member
State concerned is the Member State
which has jurisdiction over the
investigation and prosecution of the
terrorist offences pursuant to Directive
(EU) 2017/541 based on the nationality
of the offender or of the potential
victim of the offence or the target
location of the terrorist act. In case of
doubt, hosting service providers may
transmit the information to Europol
which should follow up according to
its mandate, including forwarding to
the relevant national authorities.

DE Pres proposal:

(31) Given the particular
serious consequences of
certain terrorist content,
hosting service providers
should promptly inform the
authorities in the Member
State concerned or the
competent authorities where
they are established or have
alegal representative, about
content that contains
information leading to or
resulting in an imment
threat tolifeor a
suspected terrorist offence
abeut-the existence-of-any
evidenceof-terrorist
offences that they become
awareof. In order to ensure
proportionality, this
obligation islimited to
terrorist offences as defined
in Article 3(1) of Directive
(EU) 2017/541. The
obligation to inform does
not imply an obligation on
hosting service providers to
actively seek any such
evidence. The Member
State concerned is the
Member State which has
jurisdiction over the




investigation and
prosecution of the terrorist
offences pursuant to
Directive (EU) 2017/541
based on the nationality of
the offender or of the
potential victim of the
offence or the target
location of the terrorist act.
In case of doubt, hosting
service providers may
transmit the information to
Europol which should
follow up according to its
mandate, including
forwarding to the relevant
national authorities.

55.

(32) The competent authoritiesin
the Member States should be alowed
to use such information to take
investigatory measures available under
Member State or Union law, including
issuing a European Production Order
under Regulation on European
Production and Preservation Orders for
electronic evidence in criminal
matters’.

DE Pres proposal:

Part of the recital should
appear in brackets since the
fileon e-Evidenceis still
under negotiation.

(32) The competent
authorities in the Member
States should be alowed to
use such information to take
investigatory measures
available under Member
State or Union law [,
including issuing a
European Production Order
under Regulation on
European Production and




Preservation Orders for
electronic evidencein
criminal matters’. |

handling of removal orders and
referrals. In contrast to the legal
representative, the point of contact
serves operational purposes. The
hosting service provider’s point of
contact should consist of any dedicated
means allowing for the electronic
submission of removal orders and
referrals and of technical and persondl
means allowing for the swift
processing thereof. The point of
contact for the hosting service provider
does not have to be located in the
Union and the hosting service provider
is free to nominate an existing point of
contact, provided that this point of
contact is able to fulfil the functions
provided for in this Regulation. With a
view to ensure that terrorist content is
removed or accessto it is disabled
within one hour from the receipt of a
removal order, hosting service
providers should ensure that the point

providers and Member States
should establish points of contact
to facilitate the swift expeditious
handling of removal orders and
referrals. In contrast to the legal
representative, the point of
contact serves operational
purposes. The hosting service
provider’s point of contact should
consist of any dedicated means
allowing for the electronic
submission of removal orders and
referrals-and of technical and
personal means allowing for the
swift expeditious processing
thereof. The point of contact for
the hosting service provider does
not have to be located in the
Union and the hosting service
provider isfree to nominate an
existing point of contact,
provided that this point of contact

handling of removal orders and
referrals. In contrast to the legal
representative, the point of contact
serves operational purposes. The
hosting service provider’s point of
contact should consist of any dedicated
means, inhouse or outsourced,
allowing for the electronic submission
of removal orders and referrals and or
of technical and personal means
allowing for the swift processing
thereof. The point of contact for the
hosting service provider does not have
to be located in the Union and the
hosting service provider isfreeto
nominate an existing point of contact,
provided that this point of contact is
able to fulfil the functions provided for
in this Regulation. With aview to
ensure that terrorist content is removed
or access to it is disabled within one
hour from the receipt of aremoval
order, hosting service providers

56. ¥ COM(2018)225 final.

57. (33) Bothhosting service providers | AM 34 (33) Both hosting service providers | pE Pres proposal:
and Member States should establish and Member States should establish , ,
points of contact to fadilitate the swift | 33 g hosting service points of contact to facilitate the swift Sg?/%g?;—hﬂloﬁl nglsenn =

States’ should establish
points of contact to facilitate
the swift expeditious
handling of removal orders
and-referrals. In contrast to
the legal representative, the
point of contact serves
operational purposes. The
hosting service provider’s
point of contact should
consist of any dedicated
means, inhouse or

outsour ced, allowing for
the electronic submission of
removal orders andreferrals
and of technical and or
personal means allowing for
the swift expeditious
processing thereof. The
point of contact for the
hosting service provider
does not have to be located

7

Presidency suggests to delete Member States in thisrecital, since Article 14 covers only contact points of the Hosting Service Providers after
revisions.




of contact isreachable 24/7. The
information on the point of contact
should include information about the
language in which the point of contact
can be addressed. In order to facilitate
the communi cation between the
hosting service providers and the
competent authorities, hosting service
providers are encouraged to allow for
communication in one of the official
languages of the Union in which their
terms and conditions are available.

is ableto fulfil the functions
provided for in this Regulation.
With aview to ensure that
terrorist content is removed or
access to it is disabled within one
hour from the receipt of a
removal order, hosting service
providers should ensure that the
point of contact is reachable 24/7.
The information on the point of
contact should include
information about the language in
which the point of contact can be
addressed. In order to facilitate
the communi cation between the
hosting service providers and the
competent authorities, hosting
service providers are encouraged
to alow for communication in
one of the official languages of
the Union in which their terms
and conditions are available.

exposed to terrorist content, evidenced
by the receipt of a removal order,
should ensure that the point of contact
isreachable 24/7. Theinformation on
the point of contact should include
information about the language in
which the point of contact can be
addressed. In order to facilitate the
communication between the hosting
service providers and the competent
authorities, hosting service providers
are encouraged to allow for
communication in one of the officia
languages of the Union in which their
terms and conditions are available.

in the Union and the hosting
service provider isfreeto
nominate an existing point
of contact, provided that
this point of contact is able
to fulfil the functions
provided for in this
Regulation. With aview to
ensure that terrorist content
isremoved or accessto it is
disabled within one hour
from the receipt of a
removal order, it is
necessary that the point of
contact of hosting service
providers exposed to
terrorist content,
evidenced by thereceipt of
aremoval order, is
reachable 24/7. The
information on the point of
contact should include
information about the
language in which the point
of contact can be addressed.
In order to facilitate the
communication between the
hosting service providers
and the competent
authorities, hosting service
providers are encouraged to
allow for communication in
one of the official languages
of the Union in which their




terms and conditions are
available.

58.

(34) Inthe absence of agenera
requirement for service providersto
ensure a physical presence within the
territory of the Union, thereisaneed to
ensure clarity under which Member
State's jurisdiction the hosting service
provider offering services within the
Union falls. Asageneral rule, the
hosting service provider falls under the
jurisdiction of the Member State in
which it has its main establishment or
in which it has designated a legal
representative. Nevertheless, where
another Member State issues aremoval
order, its authorities should be able to
enforce their orders by taking coercive
measures of a non-punitive nature,
such as penalty payments. With
regards to a hosting service provider
which has no establishment in the
Union and does not designate a legal
representative, any Member State
should, nevertheless, be able to issue
penalties, provided that the principle of
ne bisinidemis respected.

AM 35

(34) Inthe absence of ageneral
requirement for service providers
to ensure a physical presence
within the territory of the Union,
thereis aneed to ensure clarity
under which Member State's
jurisdiction the hosting service
provider offering services within
the Union falls. Asagenerd rule,
the hosting service provider falls
under the jurisdiction of the
Member State in which it hasits
main establishment or in which it
has designated alegal
representative. Nevertheless;
where-another Member-State
authorities should be able to
. )

entor ce ther-orders bﬁ ytaking

i et I
payments: With regards to a
hosting service provider which
has no establishment in the Union
and does not designate alegal
representative, any Member State
should, nevertheless, be able to
issue penalties, provided that the

(34) Inthe absence of agenera
requirement for service providersto
ensure a physical presence within the
territory of the Union, thereisaneed to
ensure clarity under which Member
State's jurisdiction the hosting service
provider offering services within the
Union falls. Asageneral rule, the
hosting service provider falls under the
jurisdiction of the Member State in
which it has its main establishment or
in which it has designated alegal
representative. Nevertheless, where
another Member State issues aremoval
order, its authorities should be able to
enforce their orders by taking coercive
measures of a non-punitive nature, such
as penalty payments. With regardsto a
hosting service provider which has no
establishment in the Union and does
not designate alegal representative, any
Member State should, nevertheless, be
able to issue penalties, provided that the
principle of ne bisinidemis respected.
However, for reasons of effective
implementation, urgency and public
policy, any Member State should have
jurisdiction for removal ordersand
referrals.

DE Pres proposal:

(34) In the absence of a
genera requirement for
service providersto ensure a
physical presence within the
territory of the Union, there
isaneed to ensure clarity
under which Member State's
jurisdiction the hosting
service provider offering
services within the Union
falls. Asagenerd rule, the
hosting service provider
falls under the jurisdiction
of the Member Statein
which it hasits main
establishment or in which it
has designated a legal
representative. T hat should
be without prejudiceto
therules on competence
established for the
purpose of removal orders
and decisions confirming
or refusing the
confirmation ther eof.




principle of nebisinidemis
respected.

: :
il SOFEIVE IIIEEEI:’II &S el i
as-penalty-payments: With
regards to a hosting service
provider which has no
establishment in the Union
and does not designate a
legal representative, any
Member State should,
nevertheless, be able to
issue penalties, provided
that the principle of ne bis
in idemis respected.

59.

(35) Those hosting service providers
which are not established in the Union,
should designate in writing a legal
representative in order to ensure the
compliance with and enforcement of
the obligations under this Regulation.

AM 36

(35) Those hosting service
providers which are not
established in the Union, should
designate in writing a legal
representative in order to ensure
the compliance with and
enforcement of the obligations
under this Regulation. Hosting
service providers may make use
of an existing legal
representative, provided that this
legal representativeisableto
fulfil the functions as set out in
this Regulation.

(35) Those hosting service providers
which are not established in the Union,
should designate in writing a legal
representative in order to ensure the
compliance with and enforcement of
the obligations under this Regulation.
Hosting service providers may make
use of an existing legal representative,
provided that this legal representative
isableto fulfil the functions as set out
in this Regulation.

DE Pres proposal:

(35) Those hosting service
providers which are not
established in the Union,
should designate in writing
alegal representative in
order to ensure the
compliance with and
enforcement of the
obligations under this
Regulation. Hosting service
providers may make use
of an existing legal
representative, provided
that thislegal
representativeisableto
fulfil thefunctions as set
out in this Regulation.




60. (36) Thelegal representative should
be legally empowered to act on behalf
of the hosting service provider.

61. (37)  For the purposes of this AM 37 (37)  For the purposes of this DE Pres proposal:
Regulation, Member States should Regulation, Member States should .
designate competent authorities. The : designate competent authorities, The | Additionsto reflect the
requirement to designate competent (37) ~ Forthe purposes of this requirement to designate competent changes to Articles 12 and

RegU| ation, Member States 17 and the Changes

authorities does not necessarily require
the establishment of new authorities
but can be existing bodies tasked with
the functions set out in this Regulation.
This Regulation requires designating
authorities competent for issuing
removal orders, referrals and for
overseeing proactive measures and for
imposing penalties. It isfor Member
States to decide how many authorities
they wish to designate for these tasks.

should designate eompetent
adtherities a single judicial or
functionally independent
administrative authority. Fhe

This requirement to designate
competent-adtherities does not

necessarHy-reguire necessitate the
establishment of new-autherities a

new authority but can be an
existing bedies body tasked with
the functions set out in this
Regulation. This Regulation
requires designating adtherities
an authority competent for
issuing removal orders, referrals
and for overseeing proactive
specific measures and for
imposing penalties. Hisfor
Member States to-decide-how
horitice »
designate for-these tasks should
communicate the competent
authority designated under this
Regulation to the Commission,
which should publish onlinea
compilation of the competent

authorities does not necessarily require
the establishment of new authorities but
can be existing bodies tasked with the
functions set out in this Regulation.
This Regulation requires designating
authorities competent for issuing
removal orders, referrals and for
overseeing proactive measures and for
imposing penalties. It isfor Member
States to decide how many authorities
they wish to designate for these tasks.

proposed to recital (13).

(37) For the purposes of this
Regulation, Member States
should designate competent
authorities. The requirement
to-designate competent
adtherities does not
necessitatearHyrequire the
establishment of a new
authorityies but can be an
existing bodyies tasked with
the functions set out in this
Regulation. This Regulation
requires designating
authorities competent for
issuing removal orders;
reterrals and for overseeing
proactive specific measures
and for imposing penalties.
Itisfor Member Statesto
decide how many authorities
they wish to designate for
these tasks allowing them

to designate
administr ative, law




authority of each Member State.
The onlineregistry should be
easily accessible to facilitate the
swift verification of the
authenticity of removal orders by
the hosting service providers.

enforcement or judicial
authoritieswith that task.
Member States should
ensurethat the competent
authoritiesfulfill their
tasksin an objective and
non-discriminatory
manner and do not seek or
takeinstructions from any
other body in relation to
the exercise of thetasks
assigned to them by this
regulation. This does not
prevent supervision in
accordance with national
constitutional law.
Member States should
communicate the
competent authority
designated under this
Regulation to the
Commission, which should
publish on-linea
compilation of the
competent authority of
each Member State. The
onlinereqgistry should be
easly accessibleto
facilitate the swift
verification of the
authenticity of removal
orders by the hosting
service providers.




62.

(38) Penalties are necessary to
ensure the effective implementation by
hosting service providers of the
obligations pursuant to this Regulation.
Member States should adopt rules on
penalties, including, where appropriate,
fining guidelines. Particularly severe
penalties shall be ascertained in the
event that the hosting service provider
systematically fails to remove terrorist
content or disable accessto it within
one hour from receipt of aremoval
order. Non-compliance in individual
cases could be sanctioned while
respecting the principles of nebisin
idem and of proportionality and
ensuring that such sanctions take
account of systematic failure. In order
to ensure legal certainty, the regulation
should set out to what extent the
relevant obligations can be subject to
penalties. Penalties for non-compliance
with Article 6 should only be adopted
in relation to obligations arising from a
reguest to report pursuant to Article
6(2) or adecision imposing additional
proactive measures pursuant to Article
6(4). When determining whether or not
financial penalties should be imposed,
due account should be taken of the
financial resources of the provider.
Member States shall ensure that
penalties do not encourage the removal

AM 38

(38) Penaltiesare necessary to
ensure the effective
implementation by hosting
service providers of the
obligations pursuant to this
Regulation. Member States
should adopt rules on penalties,
including, where appropriate,
fining guidelines. Particularhy
severe Penalties shal should be
ascertained in the event that the
hosting service provider
providers systematically faitsto
remove terrorist content or

extent therelevant and
persistently fail to comply with
their obligations eanbe-subjectto

penalties under this Regulation.
Penalties for non-compliance

with Article 6 should only be
adopted in relation to obligations

(38) Penalties are necessary to
ensure the effective implementation by
hosting service providers of the
obligations pursuant to this Regulation.
Member States should adopt rules on
penalties, which can be of an
administrative or criminal nature,
including, where appropriate, fining
guidelines. Particularly severe penalties
shall be ascertained in the event that the
hosting service provider systematically
faillsto remove terrorist content or
disable access to it within one hour
from receipt of aremoval order. Non-
compliance in individual cases could be
sanctioned while respecting the
principles of ne bisin idem and of
proportionality and ensuring that such
sanctions take account of systematic
failure. In order to ensure legal
certainty, the regulation should set out
to what extent the relevant obligations
can be subject to penalties. Penalties for
non-compliance with Article 6 should
only be adopted in relation to
obligations arising from arequest to
report pursuant to Article 6(2) or a
decision imposing additional proactive
measures pursuant to Article 6(4).
When assessing the nature of the
breach and deciding upon applying
penalties, full respect should be given
to fundamental rights, such asthe
freedom of expression. When

DE Pres proposal:

(38) Penalties are necessary
to ensure the effective
implementation by hosting
service providers of the
obligations pursuant to this
Regulation. Member States
should adopt rules on
penalties, which can be of
an administrative or
criminal nature, including,
where appropriate, fining
guidelines. Particularly
severe penalties shalt should
be ascertained in the event
that the hosting service
provider systematically fails
to remove terrorist content
or disable accessto it within
one hour from receipt of a
removal order. Non-
compliance in individual
cases could be sanctioned
while respecting the
principles of ne bisinidem
and of proportionality and
ensuring that such sanctions
take account of systematic
failure. Penalties can take
different formsincluding
formal warningsin cases
of minor breaches or
financial penaltiesin




of content which is not terrorist
content.

arising from arequest toreport
pursuant 1o Article 6(2) or a
decision imposing for the
implementation of additional
proactive specific measures
pursuant to Article 6(4). When
determining whether or not
financia penalties should be
imposed, due account should be
taken of the financial resources of
the provider. Moreover, the
competent authority should take
into account whether the hosting
service provider isa start-up or a
small and medium sized business
and should determine on a case-
by-case basisif it had the ability
to adequately comply with the
issued order. Member States shalt
should ensure that penalties do
not encourage the removal of
content which is not terrorist
content.

determining whether or not financial
penalties should be imposed, due

account should be taken of the financial

resources of the provider. Member

States shall ensure that penalties do not

encourage the removal of content
which is not terrorist content.

relation to mor e severe or
systematic breaches. In
order to ensure legal
certainty, the regulation
should set out to what extent
the relevant obligations can
be subject to penalties.
Penalties for non-
compliance with Article 6 X
should enby be adopted in
relation to obligations
related to the adoption and
implementation of ter ms of
service pursuant to article
X (1), related to the
adoption of specific
measur es under article X
(2), tothetransmission of
a artsing from arequest to
report pursuant to Article
6X(25) or adecision
Hmpesiag requiring
additional specific proaetive
measures pursuant to Article
6X(46). When determining
whether or not financial
penalties should be imposed,
due account should be taken
of the financia resources of
the provider. Moreover, the
competent authority
should take into account
whether the hosting
service provider isa start-




up or asmall and medium

sized business. Additional
circumstances such as
whether the conduct of the
hosting service provider
was obj ectively imprudent
or reprehensible or
whether theinfringement
has been committed
negligently or intentionally
shall also betaken into
account. Member States
shall should ensure that
penalties do not encourage
the removal of content
which is not terrorist
content.

63.

(39) The useof standardised
templates facilitates cooperation and
the exchange of information between
competent authorities and service
providers, allowing them to
communicate more quickly and
effectively. It is particularly important
to ensure swift action following the
receipt of aremoval order. Templates
reduce translation costs and contribute
to ahigh quality standard. Response
forms similarly should allow for a
standardised exchange of information,
and thiswill be particularly important
where service providers are unable to
comply. Authenticated submission
channels can guarantee the authenticity




of the removal order, including the
accuracy of the date and the time of
sending and receipt of the order.

64.

(40) Inorder to alow for a swift
amendment, where necessary, of the
content of the templates to be used for
the purposes of this Regulation the
power to adopt acts in accordance with
Article 290 of the Treaty on the
Functioning of the European Union
should be delegated to the Commission
to amend Annexes|, Il and 111 of this
Regulation. In order to be able to take
into account the development of
technology and of the related legal
framework, the Commission should
also be empowered to adopt delegated
acts to supplement this Regulation with
technical requirements for the
electronic meansto be used by
competent authorities for the
transmission of removal orders. It is of
particular importance that the
Commission carries out appropriate
consultations during its preparatory
work, including at expert level, and
that those consultations are conducted
in accordance with the principles laid
down in the Interinstitutional
Agreement of 13 April 2016 on Better
Law-Making'®. In particular, to ensure
equal participation in the preparation of
delegated acts, the European
Parliament and the Council receive al




documents at the same time as Member
States experts, and their experts
systematically have access to meetings
of Commission expert groups dealing
with the preparation of delegated acts.

10 0JL 123, 12.5.2016, p. 1.

65.

66. (41)  Member States should collect | AM 39 (41)  Member States should collect | BE Pres proposal:
information on the implementation of information on the implementation of (41) Member States should
et ot e | () MeroerSasboud | ISR NI SO | ot nfomatonns
: g PULS, collect information on the ) , 9 implementation of the
impacts of this Regulation should be - - g4t providers’ transparency reports and .
established in order to inf implementation of the legislation | £ wh i legislation. Member States

ISned In oraer to Inform an including information on the compiement, Where necessary, wit may make use of the
evaluation of the legislation. ber of f essful more detailed information. A detailed - . :
AUMDEX Of Cases of SUCCESSIU rogramme for monitoring the outputs, | 1OStiNg service providers’
detection, investigation and prog . g PULS, transparency reports and
orosecution of terrorist offences results and impacts of this Regulation D Cy rep
P 2 conseqUENce of this should be established in order to inform | Somblement, where
Regulation. A detailed an evaluation of the legidlation. ggtcﬁsgyr'ny(v) Irtr?qarlnt'c())r: such
: | ion,
programme for monitoring the as own transparency
outputs, results and impacts of reports as a conseguence
this Regulation should be of this Regulation. A
established in order to inform an detailed programme for
evaluation of the legidlation. monitoring the outputs,
results and impacts of this
Regulation should be
established in order to
inform an evaluation of the
legislation.

67. (42)  Based on thefindings and AM 40 (42)  Based on thefindings and DE Pres proposal:
conclusions in the implementation conclusions in the implementation (42) Based on the findings
report and the outcome of the . report and the outcome of the
ep u (42) Based onthefindingsand P Y and conclusionsin the

monitoring exercise, the Commission

conclusionsin the

monitoring exercise, the Commission

implementation report and




should carry out an evaluation of this
Regulation no sooner than three years
after itsentry into force. The
evaluation should be based on the five
criteriaof efficiency, effectiveness,
relevance, coherence and EU added
value. It will assess the functioning of
the different operational and technical
measures foreseen under the
Regulation, including the effectiveness
of measures to enhance the detection,
identification and removal of terrorist
content, the effectiveness of safeguard
mechanisms as well as the impacts on
potentially affected rights and interests
of third parties, including areview of
the requirement to inform content
providers.

implementation report and the
outcome of the monitoring
exercise, the Commission should
carry out an evaluation of this
Regul ation re-seenerthan-three
years one year after its entry into
force. The evaluation should be
based on the five seven criteria of
efficiency, necessity,
proportionality, effectiveness,
relevance, coherence and EU
added value. It wiH should assess
the functioning of the different
operational and technical
measures foreseen under the
Regulation, including the
effectiveness of measuresto
enhance the detection,
identification and removal of
terrorist content, the effectiveness
of safeguard mechanisms as well
as the impacts on potentially
affected fundamental rights and,
including the freedom of
expression and freedom to
receive and impart information,
the freedom and pluralism of the
media, the freedom to conduct a
business and the rights to privacy
and the protection of personal
data. The Commission should
also assess the impact on

should carry out an evaluation of this
Regulation no sooner than three years
after itsentry into force. The evaluation
should be based on the five criteria of
efficiency, effectiveness, relevance,
coherence and EU added value. It will
assess the functioning of the different
operational and technical measures
foreseen under the Regulation,
including the effectiveness of measures
to enhance the detection, identification
and removal of terrorist content, the
effectiveness of safeguard mechanisms
aswell as the impacts on potentially
affected rights and interests of third
parties, including areview of the
requirement to inform content
providers.

the outcome of the
monitoring exercise, the
Commission should carry
out an evaluation of this
Regulation ne-seenerthan
three two years® after its
entry into force. The
evaluation should be based
on the five criteria of
efficiency, necessity,
proportionality,
effectiveness, relevance,
coherence and EU added
value. It witl should assess
the functioning of the
different operational and
technical measures foreseen
under the Regulation,
including the effectiveness
of measures to enhance the
detection, identification and
removal of terrorist content,
the effectiveness of
safeguard mechanisms as
well as the impacts on
potentially affected
fundamental rights,
including the freedom of
expression and freedom to
receive and impart
information, the freedom
and pluralism of the

8

As agreed, see Article 23.




potentially affected interests of
third parties, including areview
of the requirement to inform
content providers.

media, the freedom to
conduct a business and the
rightsto privacy and the
protection of personal
data. The Commission
should also assessthe
impact on potentially
affected and interests of
third parties, including a
review of the requirement to
inform content providers.

68.

(43) Sincethe objective of this
Regulation, namely ensuring the
smooth functioning of the digital single
market by preventing the dissemination
of terrorist content online, cannot be
sufficiently achieved by the Member
States and can therefore, by reason of
the scale and effects of the limitation,
be better achieved at Union level, the
Union may adopt measures, in
accordance with the principle of
subsidiarity as set out in Article 5 of
the Treaty on European Union. In
accordance with the principle of
proportionality, as set out in that
Article, this Regulation does not go
beyond what is necessary in order to
achieve that objective,

DE Pres proposal:

(43) Sincethe objective
of this Regulation, namely
ensuring the smooth
functioning of the digital

single market by preventing

the
dissemination of terrorist

content online, cannot be
sufficiently achieved by the
Member States and can
therefore, by reason of the
scale and effects of the
limitation, be better
achieved at Union level, the
Union may adopt measures,
in accordance with the
principle of subsidiarity as
set out in Article 5 of the
Treaty on European Union.
In accordance with the
principle of proportionality,




as set out in that Article,
this Regulation does not go
beyond what is necessary in
order to achieve that

objective,
69. | HAVE ADOPTED THIS
REGULATION:
SECTIONI
70. GENERAL PROVISIONS
Article 1
71. Subject matter and scope
72 1 This Regulation lays down AM 41 1 This Regulation lays down 1. This Regulation lays
uniform rules to prevent the misuse of uniform rules to prevent the misuse of | down uniform rules to
hosting services for the dissemination ' ' hosting services for the dissemination | prevenat-addr ess the misuse
of terrorist content online. It laysdown | 1. This Regu_lanon lays of terrorist content online. It lays down | of hosting services for the
in particular: down targeted uniformrulesto | in particular: dissemination to the public
prevent tackle the misuse of of terrorist content online. It
hosting services for the public lays down in particular:
dissemination of terrorist content
online. It lays down in particular:
73. @ rules on duties of careto | AM 42 @ rules on duties of careto | (@) ruleson reasonable and

be applied by hosting service providers
in order to prevent the dissemination of
terrorist content through their services
and ensure, where necessary, its swift
removal;

@ ruleson
reasonable and proportionate
duties of care to be applied by
hosting service providersin order
to prevent tackle the public
dissemination of terrorist content
through their services and ensure,
where necessary, its swift
removal;

be applied by hosting service providers
in order to prevent the dissemination of
terrorist content through their services
and ensure, where necessary, its swift
removal;

proportionate duties of
care to be applied by

hosting service providersin
order to prevent addr ess the
dissemination to the public
of terrorist content through
their services and ensure,
where necessary, its swift
removal;




74. (b) aset of measurestobe | AM 43 (b) aset of measurestobe | (b) aset of measures to be
put in place by Member Statesto put in place by Member Statesto put in place by Member
identify terrorist content, to enableits (b) aset of MEasUres identify terrorist content, to enable its Sta_tes, In accor dange with
swift removal by hosting service - swift removal by hosting service Union law and subject to

: . , to be put in place by Member : . , suitable safequards to
providers and to facilitate cooperation : : : providers and to facilitate cooperation
. A States to identify terrorist content, | ™. A tect fund tal
with the competent authorities in other - - with the competent authoritiesin other | BfO undamen
: , to enable its swift remova by : , ights i ticular th
Member States, hosting service . . : : Member States, hosting service rignts, in particular the
. : hosting service providersin . : freed f o d
providers and where appropriate - : providers and where appropriate reeaom of expression an
: : accordance with Union law : : inf tion i

relevant Union bodies. L . relevant Union bodies. information in an open
providing suitable safeguards for and democratic society, to
freedom of expression and the identify terrorist content, to
freedom to receive and impart enable its swift removal by
infOI’mation and IdeaS in an h0$| ng Se-vice provi das
open ?“."d democratlp society and and to facilitate cooperation
to facilitate cooperation with the with the competent
competent authorities in other authoritiesin other Member
Member States, hosting service States, hosting service
providers and where appropriate providers and, where
relevant Union bodies. appropriate, relevant Union

bodies.

75, 2. This Regulation shall applyto | AM 44 2. This Regulation shall apply to | 2- This Regulation
hosting service providers offering hosting service providers offering shall_ apply to hosting .
servicesin the Union, irrespective of : : servicesin the Union, irrespective of service providers offering

. , . 2. This Regulation shall . , . icesin the Uni
their place of main establishment. : , : their place of main establishment. servicesin the Union,
apply to hosting service providers irrespective of their place of
offering servicesin the Union to main establishment. which
the public, irrespective of their disseminate information to
place of main establishment. the public.
76. AM 45 DE Pres proposal after

2a. ThisRegulation shall not
apply to content which is
disseminated for educational,
artistic, journalistic or research

technical meeting on 9.12.20

(a) Material
disseminated for
educational, journalistic,




purposes, or for awareness
raising purposes against terrorist
activity, nor to content which
represents an expression of
polemic or controversial viewsin
the course of public debate.

artistic or research
purposesor for the
purposes of preventing or
countering terrorism shall
not be considered terrorist
eontentincluding the
content which represents
an expression of polemic
or controversial viewsin
the cour se of public debate
shall not be consider ed
terrorist content. inasfar

(Proposed by COM) The
assessment of the material
shall include a
determination to what
extent the dissemination
pursues atruly/genuine
educational, jour nalistic,
artistic or research
purpose or the purpose of
preventing and countering
terrorism.




or

(based on L S of Council):
An assessment shall
determinethetrue
purpose of dissemination
and examine whether
material isdisseminated
for the purposesreferred
toin this paragraph.

Presidency proposal:

2a Material
disseminated for
educational, journalistic,
artistic or research
purposes or for the
purposes of preventing or
countering terrorism shall
not be considered terrorist
content in asfar asthe
dissemination of the
information constitutes
genuine exercise of the
freedom of expression and
information, the freedom of
the arts and sciences as
well asthe freedom and
pluralism of the media as
protected under Union law.

EP proposal




2a. ThisRegulation
shall not apply to content
which is disseminated for
educational, artistic,
journalistic or research
purposes, or for awareness
raising purposes against
terrorist activity, nor to
content which represents an
expression of polemic or
controversial viewsin the
course of public debate.

77. AM 46 2b. ThisRegulation
shall not have the effect of
2b.  ThisRegulation shall not modifing the obligation
have the effect of modifying the b reRni thenq_hts_, I
obligation to respect therights, freedoms a'?d DINCIPIES 85
freedoms and principles as referred toin Article 6 of
referred to in Article 6 of the the Trealy on_the
Treaty on the European Union, EurlopegnhUnlon, gnd_shall
and shall apply without prejudice Sl Drey !Jdlceto
to fundamental principlesin fundgmental principles
Union and national law relating relating to freedom of
to freedom of speech, freedom of Sbeech, freedom of the
the press and the freedom and pressz_md thefreedor_n and
oluralism of the media. pluralism of the media.
78. AM 47 DE Pres proposal after

2c. ThisRegulationis
without prejudice to Directive
2000/3VEC.

technical meeting on 9.12.20

(b)  ThisRegulation
shall be without preudice
to Directive 2000/31/EC
and to Directive




2010/13/EU. For
audiovisual media services
asdefined in article 1
paragraph 1 (a) of
Directive 2010/13/EU the
Directive 2010/13/EU shall

prevail.

+ new Recital 9c: Clarify in
new Recital that
Videosharingplatforms-
Services are covered by
TCO-Regulation.

Possible Recital 9c:

(9¢) In case of conflict
between this Requlation
and the Directive
2010/13/EU (AVM S
Directive) inrelation to
provisions governing
audiovisual media services
asdefined in article 1
paragraph 1 (a), Directive
2010/13/EU (AVM S
Directive) should prevail.
Thisleavesthe obligations
of video sharing platforms
under this Regqulation
unaffected.

EP proposa




This Regulation is without
prejudice to Directive
2000/3L/EC. For
audiovisual media services
asdefinedin article 1
paragraph 1 of Directive
(EU) 2018/1808 Directive
(EVU) 2018/1808 shall
prevail.

Presidency proposal:

This Regulation shall be
without prejudiceto
Directive 2000/31/EC and
to Directive 2010/13/EU.
Where a provision of this
Regulation conflicts with
Article 3 of Directive
2010/13/EU governing
specific aspects of exercise
of activity with regard to
audiovisual media services
within the meaning of that
Directive, that Article
shall prevail and shall
apply to those specific
aspects of that activity.

79.

3. This Regulation shall not have the
effect of modifying the obligation to
respect fundamental rights and
fundamental legal principles as
enshrined in Article 6 of the Treaty on
the European Union.

Covered by the new Art. 1,
para 2b) (seeline 77)




Article 2

80. Definitions
81. For the purposes of this Regulation, the
following definitions shall apply:
82. AM 48
(-1) _ ‘information
(-1) ‘information society society services’ means the
services’ means the services as servicesasreferred toin
referred to in point (a) of Article point (a) of Article 2 of
2 of Directive 2000/3L/EC. Directive 2000/31/EC.
83. Q) 'hosting service provider' AM 49 Q) 'hosting service provider' Q) 'hosting service
means a provider of information means a provider of information society |provider' means a provider
society services consisting in the (1) 'hosting service provider services consisting in the storage of of information society

storage of information provided by and
at the request of the content provider
and in making the information stored
availableto third parties;

means a provider of information
society services consisting in the
storage of information provided
by and at the request of the
content provider and in making
the information stored available
to third-parties the public. This
applies only to services provided
to the public at the application
layer. Cloud infrastructure
providers and cloud providers
are not considered hosting
service providers. It does not
apply either to electronic
communications services as
defined in Directive (EU)
2018/1972;

information provided by and at the
request of the content provider and in
making the information stored available
to third parties,

services consisting in the
storage of information
provided by and at the
request of the content
provider-and-n-making the
o . ! il ol

ire gt

EP comment:

To beread in conjunction
with Article 1 (defining the
scope of the instrument and
limited to services
disseminating content to the
public) and the
corresponding recitals (10),
(10a) and (10b).




84. 2 ‘content provider' means a AM 50 2 ‘content provider' means auser |(2) ‘content provider'
user who has provided information that who has provided information that is,  [means a user who has
is, or that has been, stored at the . P or that has been, stored at the request of |provided information that is,
request of the user by a hosting service (2) content prqwder means the user by a hosting service provider; |or that has been, stored and
provider: auser who has provided made available to the

' information that is, or that has :
been, stored and made available public & the TeglE= 9f the
to the public at the request of the USer _by allhostmg Sefvice
user by a hosting service provider;
provider;

85. 3 'to offer services in the Union’ 3 'to offer services in the Union’ | (3) 'to offer servicesin the
means:. enabling legal or natural means:. enabling legal or natural Union’ means: enabling
persons in one or more Member States persons in one or more Member States | legal or natural personsin
to use the services of the hosting to use the services of the hosting one or more Member States
service provider which hasa service provider which has a substantial | to use the services of the
substantial connection to that Member connection to that Member State or hosting service provider
State or Member States, such as Member States, such as establishment | which has a substantial

of the hosting service provider in the | connection to that Member
Union State or Member States.;
sueh-as

86. I n the absence of such an Such a substantial

establishment, the assessment of a connection shall be

substantial connection shall bebased | deemed to exist wherethe

on specific factual criteria, such as hosting service provider
has an establishment in
the Union. In the absence
of such an establishment,
the assessment of a
substantial connection
shall be based on specific
factual criteria, such as

87. @ establishment of the €) establishment of (@———establishment
hosting service provider in the Union; | the hosting service provider in the of the hosting service

Union;

ider in the Union:




8s. (b) significant number of (b) significant number | (a) a significant number of | (a) asignificant

usersin one or more Member States; of usersin one or more Member | usersin one or more Member States; number of usersin one or
States; more Member States,

89. (© targeting of activities (© targeting of (b) or targeting of activities | (b) or targeting

towards one or more Member States. activities towards one or more towards one or more Member States. of activities towards one or
Member States. more Member States.

0. 4) 'terrorist offences’ means AM 51 4) 'terrorist offences’ means one
offences as defined in Article 3(1) of of the intentional acts listed effences (4) 'terrorist offences
Directive (EU) 2017/541, as-defined in Article 3(1) of Directive | means offences as defined

deleted : e -
(EU) 2017/541; in Article 3(1) of Directive
(EV) 2017/541

1. ) '‘terrorist content' means oneor | AM 52 ) 'terrorist content' means ene-or | EP package proposal of

more of the following information: more of the following information February 2020:
(5)  ‘terrorist content' means | Material whi CP tg‘a}’ ?ontt'rl butle t& the | Corresponding recitals: (9),
one or more of the following ICE(;trg(rjn'l ssu:r:_ol Belm erl lona fathS' as | (9a) and (9b).
hrformation material: [') tl'n 56;7(75;1)@ o (1) of the (5) '‘terrorist content'
irective » Y- means one or more of the
following irfermation
material:

2. (aa) threatening to commit aterrorist | Council amendment (aa)

offence; moved as point (€)

03. @ inciting or advocating, AM 53 @ inciting or advocating, Presidency proposed to
including by glorifying, the Hnetuding-by-glorifying, such asthe accept EP Proposal of
commission of terrorist offences, @ inciting o glorification of terrorist acts, the February 2020 to Art. 2(5a):
thereby causing a danger that such acts advoeating. including by commission of terrorist offences, €) inciting or
be committed; glorifying, the commission of Lhereby c_atLtJ:d r.lg adanger that such acts adveemﬂg_mdﬂdmg_by

one of the offences listed in © committed; gherifying; the commission

points (a) to (i) of Article 3(1) of
Directive (EU) 2017/541, where
such conduct, directly or
indirectly, such as by the

of one of the offences
referred toin points(a) to
(i) of Article 3(1) of
Directive (EU) 2017/541,




glorification of terrorist acts,
advocates the commission of
terrorist offences, thereby causing
a danger that sueh-acts one or
more such offences may be
committed intentionally;

where such material,
directly or indirectly, such
as by theglorification of
terrorist acts, advocates
the commission of terrorist
offences, thereby causing a
danger that sueh-aets one or
mor e such offences may be
committed;

4. (b) encouraging the AM 54 (b) soliciting personsor a EP package proposal of
contribution to terrorist offences; group of personsto commit or February 2020:
(b) eFIGGH'Fag'Hqg—t-he eneeH-Fagl—ng—t-he contribution to terrorist Th|Sparagraph has been
contribution-to-terrorist soliciting | OfTeNCes: provisionally agreed
another person or group of between Council and EP
persons to commit or contribute (b) encouraging
to the commission of one of the the-contributionto-terrorist
offenceslisted in points (a) to (i) soliciting a person or a
of Article 3(1) of Directive (EU) group of personsto
2017/541, thereby causing a commit or_contributeto
danger that one or more such the commission of one of
offences may be committed the offencesreferred to in
intentionally; points (a) to (i) of Article
3(1) of Directive (EU)
2017/541;
05. (© promoting the activities | AM 55 (© promoting the activities | Presidency proposed to
of aterrorist group, in particular by of aterrorist group, in particular by accept EP proposal to Art. 2
encouraging the participation in or : soliciting persons or a group of (5¢)
support to aterrorist group within the S))n Giting an otm or persons to enceudragiigthe c) prometing-the-agtivities
meaning of Article 2(3) of Directive group of personsto participatein participatiene in or support the of-aterroristgroupin
(EU) 2017/541, the activities of aterrorist group, | ©! minal activities of te aterrorist particular-by-encouraging
. tieulart et group within the meaning of Article the participation-in-or

terrerist-grodp including by

person or a group of




supplying information or
material resources, or by
funding its activitiesin any way
within the meaning of Article
2(3} 4 of Directive (EU)
2017/541, thereby causing a
danger that one or more such
offences may be committed
intentionally;

personsto participatein
the activities of aterrorist
group [, including in
relation to supplying
information or material
resour ces, funding its
activitiesin any way]
within the meaning of
Article 2(34) of Directive
(EU) 2017/541.

Presidency: Since the part in
sguare bracketsis already
mentioned in Article 4(b) of
the Directive on Combatting
Terrorism, it is suggested to
deleteit here.

96.

(d) instructing on methods

or techniques for the purpose of
committing terrorist offences.

AM 56

(d) Hastrueting-en
providing instruction on the
making or use of explosives,
firearms or other weapons or
noxious or hazardous
substances, or on other specific
methods or techniques for the
purpose of committing or
contributing to the commission
of one of the terrorist offences
listed in points (a) to (i) of
Article 3(1) of Directive (EU)
2017/541,

(d) instructing on methods

or techniques for the purpose of
committing terrorist offences.

(d) nstructing on
providing instruction on
the making or use of
explosives, firearms or
other weapons or noxious
or_hazardous substances,
or_on other specific
methods or techniques for
the purpose of committing
or_contributing to the
commission of one of the
terrorist offencesreferred
toin points(a) to (i) of
Article 3(1) of Directive
(EU) 2017/541;




97.

AM 57

(da)  depicting the
commission of one or more of
the offences listed in points (a) to
(i) of Article 3 (1) of Directive
(EU) 2017/541, and thereby
causing a danger that one or
more such offences may be
committed intentionally;

98.

(6) ‘dissemination of terrorist
content’ means making terrorist

content available to third parties on the

hosting service providers’ services;

AM 58

(6) ‘dissemination of
terrorist content” means making
terrorist content available to third
parties the public on the hosting
service providers’ services;

(6) ‘dissemination of terrorist
content’ means making terrorist content
available to third parties on the hosting
service providers’ services;




unlimited number of
per sons.

Q9. (7) ‘terms and conditions’ means
all terms, conditions and clauses,
irrespective of their name or form,
which govern the contractual
relationship between the hosting
service provider and their users,

100. | (8) 'referral' meansanoticebya | AM 59 (8) referral’ meansanoticeby a | Presidency:
competent authority or, where competent authority or, where .
applicable, arelevant Unionbody toa | e applicable, arelevant Union body toa | DEl€tion is accepted as part
hosting service provider about hosting service provider about of the overall compromise
information that may be considered information that may be considered
terrorist content, for the provider’s terrorist content, for the provider’s
voluntary consideration of the voluntary consideration of the
compatibility with its own terms and compatibility with its own terms and
conditions aimed to prevent conditions aimed to prevent
dissemination of terrorism content; dissemination of terrorism content;

101. | (9 ‘main establishment” means 9) ‘main establishment” means (9) ‘main establishment’
the head office or registered office the head office or registered office means the head office or
within which the principal financial within which the principal financial registered office within
functions and operational control are functions and operational control are  \\which the principal financial
exercised. exercised in the Union. functions and operational

control are exercised.

102. AM 60 DE proposal -

Not to adopt
(9a)  ‘competent authority’

means a single designated

judicial authority or functionally

independent administrative
authority in the Member State.




SECTION I

103. | MEASURESTO PREVENT THE SECTION I1
DISSEMINATION OF TERRORIST M EASURES TO ADDRESS
CONTENT ONLINE PREVVENT THE
DISSEMINATION OF
TERRORIST CONTENT
ONLINE

Article 3

104. Duties of care

105. | L Hosting service providersshall | AM 61 1 Hosting service providersshall | Articles 3, 6 and 9 ("Duties
take appropriate, reasonable and take appropriate, reasonable and of care", "Proactive
proportionate actions in accordance - - - proportionate actions in accordance measures’, and " Safequards
with this Regulation, against the :sLI.1aII W with this Regulation, against the regarding the use andeg
dissemination of terrorist content and andrppepemenateaeuens actin dissemination of terrorist content and to | jmplementation of proactive
to protect users from terrorist content. | .0 4-nce with this Regulation; protect users from terrorist content. In | measures") have been
In doing so, they shall act in adiligent, against the dissemination-of doing so, they shall act in adiligent, merged.
proportionate and non-discriminatory terroristcontent-and proportionate and non-discriminatory .
manner, and with due regard to the - to protect manner, and with due regard to the The draft mefged A.m cle

) users from terrorist content. A X have been inserted in 1.145
fundamental rights of the users and - : fundamental rights of the users and take :
take into account the fundamental dorngso; They shall actdosoina | i oo it the fundamental under Article 6.
. diligent, proportionate and non- .
importance of the freedo_m o_f discriminatory manner, and with importance of the freedo_m o_f
expression an.d mfo_rmanon iInanopen | 4o regard in all circumstances expression anq mfo_rmanon in an open
and democratic society. to the fundamental rights of the and democratic society.
users and take into account the
fundamental importance of the
freedom of expression and, the
freedom to receive and impart
information and ideas in an open
and democratic society and with
a view to avoiding removal of
content which isnot terrorist.




la. Thesedutiesof careshall
not amount to a general
obligation on hosting service
providers to monitor the
information they transmit or
store, nor to a general duty to
actively seek facts or
circumstances indicating illegal
activity.

107. | 2 Hosting service providersshall | AM 63 2. Hosting service providers shall
include in their terms and conditions, include in their terms and conditions
and apply, provisionsto prevent the Deleted that they will not store terrorist
dissemination of terrorist content. content, and apply, provisions to

prevent the dissemination of terrorist
content.

108. AM 64

2a. Wherehosting service
providers obtain knowledge or
awareness of terrorist content on
their services, they shall inform
the competent authorities of such
content and remove it
expeditioudly.

109. AM 65

2b. Hosting service providers
who meet the criteria of the
definition of video-sharing
platforms providers under
Directive (EU) 2018/1808 shall




take appropriate measures to
tackle the dissemination of
terrorist content in accordance
with Article 28b, paragraph 1(c)
and paragraph 3 of Directive
(EVU) 2018/1808.

Article4
110. | Removal orders Article4
Removal orders
111. | L. The competent authority shall | AM 66 1. The competent authority shall DE Pres proposal:
have the power to issue a decision have the power to issue a decision 1 The competent
requiring the hosting service provider - removal order requiring the hosting : i
to removeterrorist content or dissble | =, . Thecompetent authority | o oo provider to remove terrorist authority of any Member
. of the Member State of main . . State shall have the power
accesstoit. - : content or disable accessto it. ST np
establishment of the hosting to issue a decision removal
service prpvi der sha!l _have the order requiring the hosting
power to issue a decision removal service provider to remove
order requiring the hosting terrorist content or disable
service provider to remove accesstoit [in all Member
terrorist content or disable access States]
toitin all Member States.
112. AM 67

la. Thecompetent authority
of aMember State where the
hosting service provider does not
have its main establishment or
does not have a legal
representative may request
access to be disabled to terrorist
content and enforce thisrequest
within its own territory.

DE Pres proposal:

la. If theissuing
competent authority isin a
different Member State
than wherethe hosting
service provider is
established or hasitslegal
representative, Article 4a
shall apply additionally.




113. AM 68 DE Pres proposal:

1hb. _If the relevant pompetent Based on AM 68. Part of

authority has not previously EP proposal of February

issued aremoval order to a 2020

hosting service provider it shall

contact the hosting service 1b. If the relevant_

provider, providing information competent authonty has

on procedures and applicable not previously issued a .

deadlines, at least 12 hours rempvaJ ordgr to'a hosting

before issuing a removal order. ST Vice prowder_lt shall .
provide the hosting service
provider with information
on procedures and
applicable deadlines at
least 12 hours before
issuing aremoval order
except in duly justified
emer gency Cases.

114. | 2 Hosting service providersshall | AM 69 2. Hosting service providersshal | DE Pres proposal:
remove terrorist content or disable remove terrorist content or disable
access to it within one hour from 7 Hosting service providers access to it within one hour from 2 st eaivies

receipt of the removal order.

shall remove terrorist content or
disable accessto it as soon as
possible and within one hour

from receipt of the removal order.

receipt of the removal order.

providers shall remove
terrorist content or disable
accesstoitin all Member
States as soon as possible
and in any event within
one hour from receipt of the
removal order pursuant to

paragraph 1.




3. Removal orders shall contain

115.
the following elements in accordance
with the template set out in Annex I:

116. | @ identification of the AM 70 (@ identification of the €) identification
competent authority issuing the competent authority issuing the of the competent authority
removg orger ﬁnc{ r(':luthentlc(;tatltzn of the @ i dentification of removg orger ﬁnc{ r(':luthentlc(;tatltzn of the yia an electronic signature
rertrrzov. " order by the competen the competent authority via an rertr;]ov. " order by the competen issuing the removal order
authority, electronic signatureissuing the | 210N ; and authentication of the

removal order and authentication W removal orderhby the
considered terrorist content, competent authority;
gr)rtrtfert.gr:lo;u?hgrrﬂir' by the assessment of the content at least, by
’ reference to the relevant categories of
terrorist content listed in Article 2(5);

117. | (b) astatement of reasons | AM 71 DE Pres proposal:
explaining why the content is (b) asufficientl
considered terrorist content, at least, b . , S e

. 2 Y | (b) adetailed detailed statement of
reference to the categories of terrorist -~ -
content listed in Article 2(5); statement of reasons explaining reasons explaining why the
' why the content is considered content is considered
terrorist content-at-teastby and a terrorist content,-at-teast by
specific reference to the and a reference to the
categories of terrorist content relevant categories of
listed in Article 2(5); terrorist content listed in
Article 2(5);

118. | (©) aUniform Resource AM 72 (b) aUniform Resource (©) aan exact
Locator (URL) and, where necessary, Locator (URL) and, where necessary,  |Uniform Resource Locator
additional information enabling the © aan exact additional information enabling the (URL) and, where necessary,

identification of the content referred;

Uniform Resource Locator (URL)
and, where necessary, additional
information enabling the
identification of the content
referred;

identification of the content referred;

additional information
enabling the identification of
the content referred;




119. | (d) areferenceto this (d) areferenceto this | (c) areferenceto this (d) areference to
Regulation asthe legal basis for the Regulation asthe legal basisfor | Regulation asthe legal basis for the this Regulation as the legal
removal order; the removal order; removal order; basis for the removal order:

120. | (© date and time stamp of | (e) date and time (d) date and time stamp of G date and time
issuing; stamp of issuing; issuing; stamp of issuing;

121. () . information qbout ' AM 73 (e . information qbout . () easily
redress available to the hosting service redress available to the hosting service - | ynderstandable
provider and to the content provider; ) easily provider and to the content provider; information about redress

understandable information available to the hosting
about redress available to the service prow_der a_nd to t_he
hosting service provider and to content provider, including
the content provider, including redresswith the :
redress with the competent competent authority as
authority aswell asrecourseto a well asrecourseto a court
court aswell as deadlines for aswell as deadlinesfor
appeal; appeal;

122. | (9) where relevant, the AM 74 (f) where relevant, the © bz
decision not to disclose information decision not to disclose information relevant necessary and
about the removal of terrorist content o) Where relevant about the removal of terrorist content or | proportionate, the decision
or the disabling of accessto it referred : the disabling of accessto it referredto | not to disclose information
toinArice 11 necessary and proportionate, the | . Article 11

olnAricie 1L decision not to disclose InArticie LL. about the removal of
information about the removal of terrorist content or the
terrorist content or the disabling disabling of accessto it
of accesstoit referred to in referred to in Article 11.
Article 11.

123. | 4 Upon request by the hosting AM 75 4, Upon request by the hosting Deleted
service provider or by the content service provider or by the content
provider, the competent authority shall | 4y o provider, the competent authority shall | Paragraph 4 has been

provide a detailed statement of reasons,
without prejudice to the obligation of
the hosting service provider to comply

provide adetatted supplementary
statement of reasons, explaining why
the content is considered terrorist

incorporated into paragraph
3(b).




with the removal order within the
deadline set out in paragraph 2.

content without prejudice to the
obligation of the hosting service
provider to comply with the removal
order within the deadline set out in

paragraph 2.

124. | 5. The competent authoritiesshall | AM 76 5. The competent authorities shall | DE Pres proposal:
address removal orders to the main address removal orders to the main
eﬁapl(;shme:nt 31: t?e r;lostl ng ser\t/;;:'e 5, The competent authoriti eﬁapl(;shme:nt 31: t?e r;lostl ng ser\t/;;:'e
provider or to the legal representative | _ . ority shall address removal provider or to the legal representative | 5, _ '_I'he competent
des gnated by the hostln_g service orders to the main establishment des gnated by the hostln_g service authorities shall address
provi dgr pursuant to Article 16 and of the hosting service provider or provi dgr pursuant to Article 16 and remov_al ordersto the main
transmit it to the point of contact to the legal representative transmit it to the point of contact establishment of the hosting
referred to in Article 14(1). Such designated by the hosting service referred to in Article 14(1). Such orders | service provider or to the
orders shall be sent by electronic provider pursuant to Article 16 shall be sent by electronic means legal representative
means capable of pr_odum ngawritten | - 4eonemit it to the point of capable of pr_oduu ng awritten reco_rd desi gnated b_y the hosting
record under conditions allowing to contact referred to in Article under conditions allowing to establish | service provider pursuant to
establish the authentication of the 14(1). Such orders shall be sent the authentication of the sender, Article 16 and transmit it to
sender, including the accuracy of the by ¢ éctroni ¢ means capable of including the accuracy of thedate and | the point of contact referred
date_ and the time of sending and producing awritten record under the time of sending and receipt of the toin Article 14(1). Such
receipt of the order. conditions allowing to establish order. orders shall be sent by
the authentication of the sender, electronic means capable of
including the accuracy of the date producing awritten record
and the time of sending and under co_ndltl ons allowing
receipt of the order. to establish the
authentication of the sender,
including the accuracy of
the date and the time of
sending and receipt of the
order.
125. | 6. Hosting se_rvice prov_iders shall | AM 77 6. With_out undue delay, hHosting | DE Pres proposal:
acknowl edgelreca pt and, without service provi dfers shall acknowledge 5 I
undue delay, inform the competent 6. Hosting service providers receipt and;-witheut-undue-delay; .

authority about the removal of terrorist

shall inform-aeknewledgereceipt

inform the competent authority about

providers shall inform

acknowledge receipt and,




content or disabling accessto it,
indicating, in particular, the time of
action, using the template set out in
Annex I1.

and, without undue delay, the
competent authority about the
removal of terrorist content or
disabling access to it, indicating,
in particular, the time of action,
using the template set out in
Annex Il.

the removal of terrorist content or
disabling accessto it, indicating, in
particular, the time of action, using the
template set out in Annex 1.

without undue delay, the
competent authority about
the removal of terrorist
content or disabling access
toitin all Member States,
indicating, in particular, the
time of action, using the
template set out in Annex I1.

126.

7. If the hosting service provider
cannot comply with the removal order
because of force majeure or of de facto
impossibility not attributable to the
hosting service provider, it shall
inform, without undue delay, the
competent authority, explaining the
reasons, using the template set out in
Annex I11. Thedeadline set out in
paragraph 2 shall apply as soon as the
reasons invoked are no longer present.

AM 78

7. If the hosting service
provider cannot comply with the
removal order because of force
majeure or of de facto
impossibility not attributable to
the hosting service provider,
including for technical or
operational reasons, it shall
inform, without undue delay, the
competent authority, explaining
the reasons, using the template set
out in Annex Il1. The deadline set
out in paragraph 2 shall apply as
soon as the reasons invoked are
no longer present.

7. If the hosting service provider
cannot comply with the removal order
because of force majeure or of de facto
impossibility not attributable to the
hosting service provider, it shall
inform, without undue delay, the
competent authority, explaining the
reasons, using the template set out in
Annex I11. Thedeadline set out in
paragraph 2 shall apply as soon as the
reasons invoked are no longer present.

DE Pres proposal after
technical meeting on 9.12.20

(7. If the hosting service
provider cannot comply with
the removal order because
of force majeure or of de
facto impossibility not
attributable to the hosting
service provider objectively,
including justifiable
technical and operational
reasons, it shall inform,
without undue delay, the
competent authority,
explaining the reasons,
using the template set out in
Annex I1l. The deadline set
out in paragraph 2 shall
apply as soon as the reasons
invoked are no longer
present.




127. | 8. If the hosting service provider | AM 79 8. If the hosting service provider | 8. If the hosting service
cannot comply with the removal order cannot comply with the removal order pf_O;]”dhef cannol;lcorr&ply
; ' with the removal order
because the removal order contains 8. }£-the The hosting service because the removal order contains L i phpin
manifest errors or does not contain cannot-comphwith provider may manifest errors or does not contain ecause the removal oraer
sufficient information to execute the refuse to execute the removal sufficient information to execute the gontal ns manifest e][][.or.s or
i i i i oes not contain sufficient
order, !t shqll inform the competen.t order because if the removal order order, !t shqll inform the competen_t o ———
authority without undue delay, asking contains manifest errors or does authority without undue delay, asking : :
for the necessary clarification, using not contain sufficient information for the necessary clarification, using the | order, it shall mfo_rm the
the template set out in Amnex 111. The | /o ine i oo 1 ahall template set out in Annex I11. The competent authority without
deadline set out in paragraph 2 shall - o : deadline set out in paragraph 2 shall undue delay, asking for the
e inform the competent authority e | arificati
apply as soon as the clarification is : : apply as soon as the clarification is necessary clarification,
‘ without undue delay, asking for ‘ ina the template set out |
provided. o - provided. using the template set out In
the necessary clarification, using Annex 111. The deadline set
the template set out in Annex I11. out in paragraph 2 shall
The deadline set out in paragraph apply as soon as the
2 shall apply as soon as the clarification is provided.
clarification is provided.
128. |9 The competent authority which | AM 80 0. The competent authority which | g, The competent

issued the removal order shall inform
the competent authority which
oversees the implementation of
proactive measures, referred to in
Article 17(1)(c) when the removal
order becomesfinal. A remova order
becomes final where it has not been
appealed within the deadline according
to the applicable national law or where
it has been confirmed following an

appeal.

0. The competent authority
which issued the removal order
shall inform the competent
authority which oversees the
implementation of preactive
specific measures, referred to in
Article 17(1)(c) when the removal
order becomesfina. A removal
order becomes fina whereit has
not been appealed within the
deadline according to the
applicable nationa law or where
it has been confirmed following
an appeal.

issued the removal order shall inform
the competent authority which oversees
the implementation of proactive
measures, referred to in Article 17(1)(c)
when the removal order becomes final.
A removal order becomesfinal where it
has not been appealed within the
deadline according to the applicable
national law or where it has been
confirmed following an appeal.

authority which issued the
removal order shall inform
the competent authority
which oversees the
implementation of preactive
specific measures, referred
toin Article 17(1)(c) when
the removal order becomes
fina. A removal order shall
become final upon the
expiry of whereit-hasnet
been appealed within the
deadline for_appeal under

according to the applicable

national law or where it has




been confirmed following
an appeal.

129. AM 81 Article 4(a) Article 4(a)
Consultation procedure for removal Procedure for cross-border
Article4 a orders removal orders
Consultation procedure for
removal orders
130. 1. The competent authority 1. Theissuing authority shall submita | DE Pres proposal after

which issues aremoval order
under Article 4(1a) shall submit
a copy of theremoval order to
the competent authority referred
toin Article 17(1)(a) in which
the main establishment of the
hosting service provider is
located at the sametimeitis
transmitted to the hosting service
provider in accordance with
Article 4(5).

copy of theremoval order to the
competent authority referred to in
Article 17(1)(a) of the Member State

in which the main establishment of the
hosting service provider islocated at
the sametimeit istransmitted to the
hosting service provider in accordance
with Article 4(5).

technical meeting on 9.12.20

1. Where the hosting
service provider does not
have its main establishment
or legal representativein
the Member State of the
issuing competent
authority, theissuing
competent authority shall,
at the sametime, submit a
copy of the removal order
to the competent authority
of the Member State where
the hosting service provider
hasits main establishment
or legal representative.

EP proposal of 7.12

1. Where the hosting
service provider does not
have its main establishment
or legal representativein
the Member State of the




issuing competent
authority, theissuing
competent authority shall,
at the sametime, submit a
copy of the removal order
to the competent authority
of the Member State where
the hosting service provider
hasits main establishment
or legal representative.

131.

2. In cases where the competent
authority of the Member Statein
which the main establishment of
the hosting service provider is
located has reasonable grounds
to believe that the removal order
may impact fundamental
interests of that Member State, it
shall inform theissuing
competent authority. Theissuing
authority shall take these
circumstances into account and
shall, where necessary, withdraw
or adapt the removal order.

2. I n cases where the competent
authority of the Member Statein

which the main establishment of the
hosting service provider islocated has
reasonable grounds to believe that the

removal order may impact

fundamental interests of that Member

State, it shall inform theissuing
competent authority.

DE Pres proposal after
technical meeting on 9.12.20

2. Where a hosting service
provider receives a removal
order covered by this
Article, it shall take the
measures required by
Article 4 and, in addition,
take the necessary
measuresto be ableto
reinstate, or re-able access
to, the content in question,
in accordance with
paragraph 4.

EP proposal of 7.12. 2020

2. Where a hosting service
provider receives a removal
order covered by this
Article, it shall take the




measures required by
Article 4 and, in addition,
take the necessary
measuresto be able to
reinstate, or re-able access
to, the content in question,
in accordance with

paragraph 6.
132. 3. The |SSU|ng authonty shall take Revised DE Pres proposa|
these circumstancesinto account and | after technical meeting on
shall, where necessary, withdraw or | 9.12.20 (revision received

adapt the removal order.

by email on 10.12.20)

Revision in 3 and 4
subparagraph

3. The competent authority
of the Member State where
the hosting service provider
hasits main establishment
or itslegal representative
may, within 72 hour from
receiving the copy of the
removal order pursuant to
paragraph 1 scrutinisethe
removal order to determine
whether or not it seriously
or manifestly violates this
Regulation or involves any
serious or manifest
breaches of the
fundamental rightsand
freedoms guaranteed by the
Charter and, whereit finds




that there are such
violations or breaches, it
shall adopt a reasoned
decision to that effect.

The competent authority
shall, before adopting such
a decision, inform the
issuing competent authority
on itsintention to adopt the
decision and thereasonsfor
doing so.

That competent authority
shall be required, within 72
hours from receiving the
request referred to in
paragraph 5, to carry out
that scrutiny and, where it
finds that there are such
violations or breaches,
adopt a reasoned decision
setting out its findings as to
whether or not there are
such violations or breaches.

The competent authority
shall, before adopting the
decisions referred to in the
first and second
subparagraphs, inform the
issuing competent authority
on itsintention to adopt the




decision and the reasons for
doing so.

EP proposal of 7.12.20

3. The competent authority
of the Member State where
the hosting service provider
hasits main establishment
or itslegal representative
shall be entitled, either on
its own motion or pursuant
to arequest in accordance
with paragraph 7, to
scrutinise the removal
order to determine whether
it impacts fundamental
interests of that Member
State, violates this
Regulation or contains any
manifest errors or involves
any serious or manifest
breaches of the
fundamental rightsand
freedoms guaranteed by the
Charter.

DE Pres proposal after
technical meeting on 9.12.20

4. Where the competent
authority of the Member
State where the hosting
service provider has its




main establishment or its
legal representative adopts
a reasoned decision
pursuant to paragraph 3, it
shall, without delay,
communicate that decision
to the issuing authority, the
hosting service provider and
the content provider [and,
in accordance with Article
13, to Europol,] following
which the removal order
shall cease to have legal
effects.

The hosting service
provider concerned shall,
immediately, reinstate, or
enableaccessto, the content
in guestion, without
prejudice to the possibility
to enforce its terms and
conditions in accordance
with Union and national
law.

EP proposal of 7.12.20

Deletion of para 4




DE Pres proposal after
technical meeting on
9.12.20

5. A hosting service
provider and a content
provider shall be entitled to
submit, within 48 hours
from receiving the removal
order or information
pursuant to Article 11 (2)
respectively, a reasoned
request to the competent
authorities of the Member
State where the hosting
service provider hasits
main establishment or its
legal representative to
exercisetheright of
scrutiny referred to in
paragraph 3.

+

Proposed Recital (14a)
The competent authority of
the Member State where
the hosting service provider
hasits main establishment
or legal representative
should have the possibility
to scrutinise the removal
order issued by competent




authorities from another
Member State to determine
whether or not it seriously
or manifestly violates the
Regulation or involves
serious or manifest
breaches of fundamental
rightsasenshrined in the
Charter. Both the content
provider and the hosting
service provider should
have theright to request a
review by the competent
authority in the Member
State where the hosting
service provider hasits
main establishment or legal
representative in which
case therelevant authority
isunder an obligation to
adopt a decision on
whether or not the removal
order contains such
violations and breaches.
Wheretherelevant
authority finds such
violations and breaches,
theremoval order should
ceaseto have legal effects.
The scrutiny should be
carried out swiftly so asto
ensurethat erroneously
removed content can be
reinstated quickly.




EP proposal of 7.12.20

5. Where the competent
authority of the Member
State where the hosting
service provider hasits
main establishment or its
legal representative intends
to scrutinise the removal
order pursuant to
paragraph 3, it shall,
within 72 hoursfrom the
moment it received the copy
of the removal order
pursuant to paragraph 1,
complete the scrutiny,
adopt a reasoned decision
as to whether the removal
order shall ceaseto have
legal effect, based on the
fact that the removal order
impacts fundamental
interests of that Member
State, violates this
Regulation, contains
manifest errors or involves
serious or manifest
breaches of the
fundamental rightsand
freedoms guaranteed by the
Charter, and communicate
that decision to the issuing
authority, the hosting




service provider concerned
and Europol.

The competent authority
mayshall, before adopting
such a decision, consult
inform the issuing
competent authority on its
intention to adopt the
decision and thereasonsfor
doing so.

EP proposal of 7.12.20

6. Thedecision asreferred
toin paragraph 5 shall be
binding on theissuing
authority and the service
provider concerned. After

decission-s-adepted-and




removal-order-shall-cease
to have legal effect.

Upon receving a reasoned
decision stating that the
removal order shall cease
to have legal effect, the
hosting service provider
concerned shall,
immediately, reinstate, or
enable access to, the
content in question,
without prejudice to the
possibility to enforceits
terms and conditionsin
accordance with Union and
national law.

EP proposal of 7.12.20

7. A hosting service
provider and a content
provider shall be entitled to
submit, within 48 hours
from recelving a removal
order covered by this
Article, a reasoned request
to the competent
authorities of the Member
State where it hasits main
establishment or its legal
representative or of the




Member State wherethe
content provider residesto
exercisetheright of
scrutiny referred toin
paragraph 4. la-that-case;

the competent authority
shall, through a reasoned
eci I :
ine il ’
provider-or-content
therequest:
133. AM 82 The EP-compromise
package from February
Article4 b combines Article 4a and 4b
Cooperation procedure for Into a new Art. 4a. - .
issuing an additional removal chang! ng th_e consultation
order mechamsm into a .
cooperation mechanism.
134. 1. Where a competent authority
hasissued a removal order
under Article 4(1a), that
authority may contact the
competent authority of the
Member State where the hosting
service provider hasitsmain
establishment in order to request
that the latter competent
authority also issue a removal
order under Article 4(1).
135. 2. The competent authority in the

Member State wherethe main




establishment of the hosting
service provider islocated shall
either issue a removal order or
refuse to issue an order as soon
as possible but no later than one
hour of being contacted under
paragraph 1 and shall inform
the competent authority that
issued thefirst order of its
decision.

136.

3. In cases where the competent
authority in the Member State of
main establishment needs more
than one hour to make its own
assessment of the content, it
shall send a request to the
hosting service provider
concerned to disable temporarily
the access to the content for up
to 24 hours, during which time
the competent authority shall
make the assessment and send
theremoval order or withdraw
the request to disable the access.

137.

Article5
Referrals

AM 83

del eted

Article5
Referrals

deleted as part of overall
compromise

138.

1 The competent authority or the
relevant Union body may send a
referral to ahosting service provider.

1 The competent authority or the
relevant Union body may send a
referral to ahosting service provider.

139.

2. Hosting service providers shall
put in place operational and technical

2. Hosting service providers shall
put in place operational and technical




measures facilitating the expeditious
assessment of content that has been
sent by competent authorities and,
where applicable, relevant Union
bodies for their voluntary

measures facilitating the expeditious
assessment of content that has been
sent by competent authorities and,
where applicable, relevant Union
bodies for their voluntary

consideration. consideration.

140. | 3 The referral shall be addressed 3. The referral shall be addressed
to the main establishment of the to the main establishment of the hosting
hosting service provider or to the legal service provider or to the legal
representative designated by the representative designated by the service
service provider pursuant to Article 16 provider pursuant to Article 16 and
and transmitted to the point of contact transmitted to the point of contact
referred to in Article 14(1). Such referred to in Article 14(1). Such
referrals shall be sent by electronic referrals shall be sent by electronic
means. means.

141. | 4 The referral shall contain 4. The referral shall contain
sufficiently detailed information, sufficienthy-detaHed information;
including the reasons why the content Hretuding on the reasons why the
is considered terrorist content, a URL content is considered terrorist content,
and, where necessary, additional and provide aURL and, where
information enabling the identification necessary, additional information
of the terrorist content referred. enabling the identification of the

terrorist content referred.

142. | 5. The hosting service provider 5. The hosting service provider
shall, as amatter of priority, assess the shall, as amatter of priority, assess the
content identified in the referral against content identified in the referral against
its own terms and conditions and its own terms and conditions and
decide whether to remove that content decide whether to remove that content
or to disable accesstoiit. or to disable accesstoiit.

143. | 6. The hosting service provider 6. The hosting service provider

shall expeditiously inform the
competent authority or relevant Union

shall, without undue delay,
expeditiousty inform the competent




body of the outcome of the assessment
and the timing of any action taken asa
result of the referral.

authority or relevant Union body of the
outcome of the assessment and the
timing of any action taken as aresult of
the referral.

144. | 7. Where the hosting service 7. Where the hosting service
provider considers that the referral provider considers that the referral does
does not contain sufficient information not contain sufficient information to
to assess the referred content, it shall assess the referred content, it shall
inform without delay the competent inform without delay the competent
authorities or relevant Union body, authorities or relevant Union body,
setting out what further information or setting out what further information or
clarification is required. clarification is required.
Article 6 AM 84 Article 6
145. | Proactive measures Proactive measures
. Article X (merging Articles
Artlclg6 g 3,6and9)
Proactive Specific measures
Proactive Specific measures
146. | L Hosting service providersshall, | AM 85 1. Hosting service providers shall, _ _
where appropriate, take proactive where-appropriate depending on the Text after technical meeting

measures to protect their services
against the dissemination of terrorist
content. The measures shall be
effective and proportionate, taking into
account therisk and level of exposure
to terrorist content, the fundamental
rights of the users, and the fundamental
importance of the freedom of
expression and information in an open
and democratic society.

1. Without pregudiceto
Directive (EU) 2018/1808 and
Directive 2000/31/EC hosting
service providers shall-where
appropriate-takeproactivemay
take specific measures to protect
their services against the public
dissemination of terrorist content.
The measures shall be effective,
targeted and proportionate, taking
Hate-aceeunt paying particular

risk and level of exposureto terrorist
content, take proactive measures to
protect their services against the
dissemination of terrorist content. The
measures shall be effective and
proportionate, taking into account the
risk and level of exposure to terrorist
content, the fundamental rights of the
users, and the fundamental importance
of the freedom of expression and

on 9.12.20

1. Hosting service providers
exposed to terrorist content
shall, where applicable,
includein their termsand
conditions, and apply,
provisionsto address the
misuse of their service for
the dissemination o the
public of terrorist content
online. They shall dosoin




attention to therisk and level of
exposure to terrorist content, the
fundamental rights of the users,
and the fundamental importance
of theright to freedom of
expression and the freedom to
receive and impart information
and ideasin an open and
democratic society.

information in an open and democratic
society.






















147. | 2 Where it has been informed AM 86 2. Where it has been informed
according to Article 4(9), the according to Article 4(9), the
competent authority referred to in deleted competent authority referred to in deleted
Article 17(1)(c) shal request the Article 17(1)(c) shall request the
hosting service provider to submit a hosting service provider to submit a
report, within three months after report, within three months after receipt
receipt of the request and thereafter at of the request and thereafter at least on
least on an annual basis, on the specific an annual basis, on the specific
proactive measures it has taken, proactive measures it has taken,
including by using automated tools, including by using automated tools,
with aview to: with aview to:
148. | @ preventing the re-upload €) preventing effectively
of content which has previously been address the reappear ance-uptead of
removed or to which access has been content which has previously been deleted
disabled because it is considered to be removed or to which access has been
terrorist content; disabled because it is considered to be
terrorist content;
149. | (b) detecting, identifying (b) detecting, identifying
and expeditiously removing or and expeditiously removing or
disabling access to terrorist content. disabling access to terrorist content. deleted
150. | Such arequest shall be sent to the main Such arequest shall be sent to the main
establishment of the hosting service establishment of the hosting service
provider or to the legal representative provider or to the legal representative deleted
designated by the service provider. designated by the service provider.
151. | Thereportsshall include all relevant The reports shall include all relevant
information allowing the competent information allowing the competent deleted

authority referred to in Article 17(1)(c)
to assess whether the proactive
measures are effective and
proportionate, including to evaluate the
functioning of any automated tools

authority referred to in Article 17(1)(c)
to assess whether the proactive
measures are effective and
proportionate, including to evaluate the
functioning of any automated tools




used as well as the human oversight
and verification mechanisms

used as well as the human oversight
and verification mechanisms employed.

employed.

152. | 3. Where the competent authority | AM 87 3. Where the competent authority
referred to in Article 17(1)(c) considers referred to in Article 17(1)(c) considers
that the proactive measures taken and that the proactive measures taken and defeted
reported under paragraph 2 are deleted reported under paragraph 2 are
insufficient in mitigating and managing insufficient in mitigating and managing
therisk and level of exposure, it may therisk and level of exposure, it may
request the hosting service provider to request the hosting service provider to
take specific additional proactive take specific additional proactive
measures. For that purpose, the hosting measures. For that purpose, the hosting
service provider shall cooperate with service provider shall cooperate with
the competent authority referred to in the competent authority referred to in
Article 17(1)(c) with aview to Article 17(1)(c) with aview to
identifying the specific measures that identifying the specific measures that
the hosting service provider shall put in the hosting service provider shall put in
place, establishing key objectives and place, establishing key objectives and
benchmarks as well as timelines for benchmarks as well as timelines for
their implementation. their implementation.

153. | 4 Where no agreement can be AM 88 4. Where no agreement can be

reached within the three months from
the request pursuant to paragraph 3, the
competent authority referred to in
Article 17(1)(c) may issue adecision
imposing specific additional necessary
and proportionate proactive measures.
The decision shall take into account, in
particular, the economic capacity of the
hosting service provider and the effect
of such measures on the fundamental
rights of the users and the fundamental
importance of the freedom of

4.  Wherenho-agreement-can
I hedwithin the

monthsfrom-the request-pursuant
to-paragraph-3; After establishing
that a hosting service provider
has received a substantial
number of removal orders, the
competent authority referred toin
Article 17(1)(c) may-ssuea

reached within the three months from
the request pursuant to paragraph 3, the
competent authority referred to in
Article 17(1)(c) may issue adecision
imposing specific additional necessary
and proportionate proactive measures.
The decision shall take into account, in
particular, the economic capacity of the
hosting service provider and the effect
of such measures on the fundamental
rights of the users and the fundamental
importance of the freedom of




expression and information. Such a
decision shall be sent to the main
establishment of the hosting service
provider or to the legal representative
designated by the service provider. The
hosting service provider shal regularly
report on the implementation of such
measures as specified by the competent
authority referred toin Article
17(1)(c).

additienal-send a request for
necessary and, proportionate and
effective additional proactive
specific measures that the
hosting service provider will
have to implement. The
competent authority shall not
impose a general monitoring
obligation, nor the use of
automated tools. The deeision
request shall take into account, in
particular, the technical
feasibility of the measures, the
size and economic capacity of the
hosting service provider and the
effect of such measures on the
fundamental rights of the users
and the fundamental importance
of the freedom of expression and
the freedom to receive and
impart information and ideasin
an open and democratic society.
Such arequest shall be sent to the
main establishment of the hosting
service provider or to the lega
representative designated by the
service provider. The hosting
service provider shall regularly
report on the implementation of
such measures as specified by the
competent authority referred toin
Article 17(1)(c).

expression and information. It shall be
to the discretion of the competent
authority referred to in Article
17(1)(c) to decide on the nature and
the scope of the proactive measures, in
accordance with the aim of this
Regulation. Such adecision shall be
sent to the main establishment of the
hosting service provider or to the legal
representative designated by the service
provider. The hosting service provider
shall regularly report on the
implementation of such measures as
specified by the competent authority
referred to in Article 17(1)(c).

154.

5. A hosting service provider may,
at any time, request the competent

AM 89

5. A hosting service provider may,
at any time, request the competent




authority referred to in Article 17(1)(c)
areview and, where appropriate, to
revoke areguest or decision pursuant
to paragraphs 2, 3, and 4 respectively.
The competent authority shall provide
areasoned decision within areasonable
period of time after receiving the
request by the hosting service provider.

5. A hosting service provider
may, at any time, request the
competent authority referred toin
Article 17(1)(c) areview and,
where appropriate, to revoke a
request pursuant to paragraphs-2;
3;-and 4 respectively. The
competent authority shall provide
areasoned decision within a
reasonabl e period of time after
receiving the request by the
hosting service provider.

authority referred to in Article 17(1)(c)
areview and, where appropriate, to
revoke arequest or decision pursuant to
paragraphs 2, 3, and 4 respectively. The
competent authority shall provide a
reasoned decision within areasonable
period of time after receiving the
request by the hosting service provider.

Article7
155. Preservation of content and related
data
156. | L. Hosting service providers shall | AM 90 1. Hosting service providersshall - 9, Hosting service
preserve terrorist content which has preserve terrorist content which has providers shall preserve
been removed or disabled as aresult 1 Hosting service providers been removed or disabled asaresult of | terrorist content which has
of aremoval or_der, areferral or asa shall preserve terrorist content aremova_l order, areferral or asaresult | peen removed or disabled as
result 'of proactive measures pursuant | | 1. ch has been removed or of proactlve measures pursuant to aresult of aremoval order,
to Articles 4, 5 and 6 and related data disabled as aresult of aremoval Articles4, 5 and 6 and related data mdor as'a:reajltof
removed as a consequence of the order, areferral or as aresult of removed as a conseguence of the proactive specific measures
removr_;\l of theterrorist content and proactive specific measures removr_;\l of theterrorist content, and pursuant to Articles 45 and
which is necessary for: pursuant to Articles 4 and 6 and which is necessary for: 6 and rdl ated data removed
related data removed as a as a consequence of the
consequence of the removal of the removal of the terrorist
terrorist content and which is content and which is
necessary for: necessary for:
157. | (@ proceedings of AM 91 @ proceedings of (a) proceedings for

administrative or judicial review,

administrative or judicial review,

administrative or judicia
reviewremedy, complaint-
handling in respect of the




@ proceedings of
administrative e, judicial review,
or remedy

decision to remove or
disable accessto terrorist
content and related data,

158. | (b) o the p(e\/ention, AM 92 (b) o the p(e\/ention, ' (b) the
detection, investigation and detection, investigation and prosecution | prevention, detection,
prosecution of terrorist offences. (b) the prevention, of terrorist offences. investigation and .

detection, investigation and prosecution of terrorist
prosecution by law enforcement offences.
authorities of terrorist offences.

159. | 2.  Theterrorist content and related | AM 93 2. Theterrorist content and related | 2. Theterrorist content

and related data referred to

datareferred to in paragraph 1 shall be
preserved for six months. The terrorist
content shall, upon request from the
competent authority or court, be
preserved for alonger period when and
for aslong as necessary for ongoing
proceedings of administrative or
judicial review referred to in paragraph
1(a).

2. The terrorist content and
related datareferred toin
paragraph 1 (a) shall be preserved
for six months and deleted after
this period. The terrorist content
shall, upon request from the
competent authority or court, be
preserved for atenger further
specified period when only if, and
for aslong as necessary for
ongoing proceedings of
administrative e, judicial review
or remediesreferred toin
paragraph 1(a). Hosting service
providers shall preserve the
terrorist content and related data
referred to in paragraph 1(b)
until the law enforcement
authority reactsto the
notification made by the hosting
service provider in accordance

datareferred to in paragraph 1 shall be
preserved for six months. The terrorist
content shall, upon request from the
competent authority or court, be
preserved for alonger period when and
for aslong as necessary for ongoing
proceedings of administrative or
judicial review referred to in paragraph
1(a).

in paragraph 1 shall be
preserved for six months.
The terrorist content shall,
upon request from the
competent authority or
court, be preserved for a
longer further specified
period when only if, and for
aslong as necessary for
ongoing proceedings of
administrative or; or
judicial review-or remedies
referred to in paragraph
1(a).




with Article 13(4) but no later
than six months.

160.

3. Hosting service providers shall
ensure that the terrorist content and
related data preserved pursuant to
paragraphs 1 and 2 are subject to
appropriate technical and
organisational safeguards.

161.

Those technical and organisational
safeguards shall ensure that the
preserved terrorist content and related
datais only accessed and processed for
the purposes referred to in paragraph 1,
and ensure a high level of security of
the personal data concerned. Hosting
service providers shall review and
update those safeguards where
necessary.

162.

SECTION 111
SAFEGUARDSAND
ACCOUNTABILITY

163.

Article 8
Transparency obligations

AM 94

Article 8
Transparency obligations for
hosting service providers

Article 8
Transparency obligations

164.

1. Hosting service providers shall
set out in their terms and conditions
their policy to prevent the
dissemination of terrorist content,
including, where appropriate, a

AM 95

1. Where applicable, hosting
service providers shall set out
clearly in their terms and

1. Hosting service providers shall
set out in their terms and conditions
their policy to prevent the
dissemination of terrorist content,
including, where appropriate, a




meaningful explanation of the
functioning of proactive measures
including the use of automated tools.

conditions their policy to prevent
the dissemination of terrorist
content, including, where

appropriate applicable, a

meaningful explanation of the
functioning of proactive measures
including the use of automated tools.

prevent the dissemination of
terrorist content, including,
where appropriate, a
meaningful explanation of

meaningful explanation of the the functioning of preaetive

functioning of preactive specific specific measures,

measures iheludingthe use of including, where

automated tools. applicable, the use of
automated tools.

165. | 2 Hosting service providersshal | AM 96 2. Hosting service providers, 2. Any Hhosting service
publish annual transparency reports on exposed to terrorist content, shall providers that has taken
action taken against the dissemination | ,, Hosting service providers publish annual transparency reportson - | aetion against the
of terrorist content. which are or have been subject action taken against the dissemination | dissemination of terrorist

to removal ordersin that year, | O terorist content. content or_has been

shall publish make publicly required to take action

available annual transparency pursuant to this

reports on action taken against the Regulation in a given _

dissemination of terrorist content. calendar year, shall publish
make publicly available
anndal a transparency
reports on action taken
against the dissemination of
terrorist content for that
period. They shall publish
those reportswithin 2
months from the end of
that year.

166. |3 Transparency reports shall
include at least the following
information:

167. | @ information about the

hosting service provider’s measures in




relation to the detection, identification
and removal of terrorist content;

168. | (0) information about the | AM 97 (b) information about the | (B) information about the
hosting service provider’s measures to hosting service provider’s measures to | hosting setrwce provider’s
prevent the re-upload of content which : : prevent effectively address the re- measures to prevent
has previously been removed or to Eﬁg hosting s erwlgrgg;%r;ﬁt;out upleadappearance of content which address the re-upload re-
which access has been disabled has previously been removed or to appear ance of content

o . . measures to prevent the re-upload ! . which has breviouslv been
because it is considered to be terrorist : : which access has been disabled because p y
i of content which has previously o . : ) ed or to which

content; : it is considered to be terrorist content; | FEMOVEQ OF 1O WNICH aCCESS
been removed or to which access has been disabled because it
has been disabled becauseit is is considered to be terrorist
considered to be terrorist content, content, in particular
in particular where automated where automated tools
technology has been used; have been used:

169. | (©) number of pieces of AM 98 (©) number of pieces of (€) number of pieces of
terrorist content removed or to which terrorist content removed or to which | terrorist content removed or
access has been disabled, following © number of pieces | 200€SS has been disabled, following to which access has been
removal orders, referrals, or proactive : removal orders, referrals, or proactive | disabled, following removal

i i of terrorist content removed or to : i ders. referrals—or

measures, respectively; : : measures, respectively; orders, :
which access has been disabled, proactive, or specific
following removal orders; mewres: respectively, and
Fete#a%pmm or specific the number of orders
measures, respectively, and the wher e the content has not
number of orderswherethe been removed in
content has not been removed in accordance with Article
accordance with Article 4(7) and 4(7) and (8) together with
(8) together with reasons for reasons for non-removal.
refusal.

170. | (d) overview and outcome | AM 99 (d) overview and outcome | d) everview number and
of complaint procedures. of complaint procedures. outcome of complaints

(d) everview number proeedures processed by

and outcome of complaint
procedures and actions for

the hosting service
provider, aswell as
number and outcome of




judicial review, including the
number of casesin which it was
established that content was
wrongly identified asterrorist
content.

171.

AM 100

Article8 a

Transparency obligations for
competent authorities

172.

Competent authorities shall
publish annual transparency
reportsthat shall include at least
the following information:

173.

(&) number of removal orders
issued, the number of removals




and the number of refused or in accordance with
ignored removal orders; Articles4 and 4a, and
information on the effects
given to those orders by
the hosting service
providers concerned,
including the number of
instancesin which the
removal ordersled to the
removal of or disabling of
accesstoterrorist content
and the number of
instancesin which they

did not;

174. (b) number of identified terrorist (b) the total number of
_Contem whlch led to . decisionsimposing specific
investigation and prosecution measurestaken in
and the number Qf Ca$§0f accordance with Article
conterjt wrongly identified as X(4) and infor mation on
terrorist; the effects given to those

decisions by hosting service
providers, including a
description of the measures

imposed;

175. (c) adescription of measures (©) thetotal number of
requested by the competent instances in which removal
authorities pursuant to Article 6 orders and decisions
(4). imposing specific measur es

wer e subject to
administrative or judicial
review and information on




the outcome of the relevant
proceedings.

(d) Thetotal number
of decisionsimposing
penalties, including a
description of the type of
penalty imposed.

2. Thetransparency
reportsreferred toin
paragraph 1 shall not
contain information that
may affect ongoing
activitiesfor the
prevention, detection,
investigation or
prosecution of terrorist
offences or national
Security interests.

Article 9 AM 101 Article 9 Article 9
176. | Safeguardsregarding the use and Safeguards regarding the use and
implementation of proactive measures Article9 implementation of proactive measures Safeguards regarding the
Safeguards regarding the use and use and implementation of
implementation of proaetive specific measures
specific measures
Now part of the merged Art.
X.
177. | L Where hosting service AM 102 1. Where hosting service providers
providers use automated tools pursuant use automated tools pursuant to this
to this Regulation in respect of content 1 Where hosting service Regulation in respect of content that

that they store, they shall provide
effective and appropriate saf eguards to

providers use automated tools

they store, they shall provide effective
and appropriate safeguards to ensure




ensure that decisions taken concerning
that content, in particular decisionsto
remove or disable content considered
to be terrorist content, are accurate and
well-founded.

in
respect of content that they store,
they shall provide effective and
appropriate safeguards to ensure
that decisions taken concerning
that content, in particular
decisions to remove or disable
access to content considered to be
terrorist content, are accurate and
well-founded.

that decisions taken concerning that
content, in particular decisions to
remove or disable content considered to
be terrorist content, are accurate and
well-founded.

178.

2. Safeguards shall consist, in
particular, of human oversight and
verifications where appropriate and, in
any event, where a detailed assessment
of the relevant context isrequired in
order to determine whether or not the
content isto be considered terrorist
content.

AM 103

2. Safeguards shall consist,
in particular, of human oversight
and verifications where

where a detatled assessment of
order to determine whether or not
the, of the appropriateness of the
decision to remove or deny
access to content, in particular
with regard to theright to
freedom of expression and
freedom to receive and impart
information and ideasin an
open and democratic society.

2. Safeguards shall consist, in
particular, of human oversight and
verifications where appropriate and, in
any event, where a detailed assessment
of the relevant context isrequired in
order to determine whether or not the
content isto be considered terrorist
content.

179.

AM 104

Article9 a
Effective remedies

Article9 a
Effective remedies

180.

Content providers, whose content
has been removed or accessto

DE Pres proposal after




which has been disabled
following a removal order, and
hosting service providers that
have received a removal order,
shall have aright to an effective
remedy. Member States shall put
in place effective procedures for
exercising thisright.

Technical meeting on
9.12.20

1. Hosting service providers
that have received a
removal order pursuant to
Article 4(1), a decision
pursuant to Article 4a(3)or
a decision pursuant to
Article X(4), (6) and (7)
shall have aright to an
effective remedy. This shall
include a right to challenge
that removal order issued
pursuant to Article 4(1), or
the decision pursuant to
Article 4a(3), before the
courts of the Member State
that issued the removal
order or took that decision.

2._Content providers whose
content has been removed
or access to which has been
disabled following a
removal order shall have
theright to an effective
remedy. Thisshall include
theright to challenge the
removal order issued
pursuant to Article 4(1), or
the decision pursuant to
Article 4a(3), before the
courts of the Member State




that issued the removal
order or took that decision.

3. Member States shall
put in place effective
proceduresfor exercising
therightsreferredtoin

paragraphs 1 and 2.
Article 10
181. | Complaint mechanisms
182. | L Hosting service providersshall | AM 105 1. Hosting service providersshall |1, Hosting service providers
establish effective and accessible establish effective and accessible shall establish an effective
mechanisms allowing content 1 Hosting service providers mechanisms allowing content providers |and accessible mechanism
providers whose content has been : : whose content has been removed or allowina content providers
od 0t disbled shall establish an effective and ot disabled It of g p
removed or access to it di asa accessible mechanism allowing accessto it di asaresult of a whose content has been
result of areferral pursuant to Article 5 content providers whose content referral pursuant to Article 5 or of removed or access to it
or of proactive measures pursuant to has been removed or access to it proactive measures pursuant to Article |disabled as aresult of a
Article 6, to submit acomplaint against | 6, to submit acomplaint against the referral-pursuant to-Article 5
. , , disabled as aresult of areferral . : . .
the action of the hosting service  to Afticle 5 orof action of the hosting service provider  |grof specific proactive
provider requesting reinstatement of proactive specific measures requesting reinstatement of the content. |measures pursuant to Article
the content. i i 6, to submit acomplaint
pursuant to Article 6, to submit a » L€ comp
complaint against the action of against the action of the
the hosting service provider hosting service provider
requesting reinstatement of the requesting reinstatement of
content. the content.
183. | 2 Hosting service providersshall | AM 106 2. Hosting service providers shall - | 2 Hosting service providers
promptly examine every complaint that promptly examine every complaint that | ghg| promptly examine
they receive and reinstate the content | Hosting service providers they receive and reinstate the content every complaint that they

without undue delay where the removal
or disabling of access was unjustified.

shall promptly examine every
complaint that they receive and
reinstate the content without

without undue delay where the removal
or disabling of access was unjustified.

receive and reinstate the
content without undue delay
where the removal or




They shall inform the complainant

about the outcome of the examination.

undue delay where the removal or
disabling of access was
unjustified. They shall inform the
complainant about the outcome of
the examination within two weeks
of the receipt of the complaint
with an explanation in cases
where the hosting service
provider decides not to reinstate
the content. A reinstatement of
content shall not preclude
further judicial measures against
the decision of the hosting
service provider or of the
competent authority.

They shall inform the complainant
about the outcome of the examination.

disabling of accesswas
unjustified. They shall
inform the complainant
about the outcome of the
examination within two
weeks of thereceipt of the
complaint with an
explanation in caseswhere
the hosting service
provider decides not to
reinstate the content. A
reinstatement of content
shall not preclude
administrative or judicial
measur es against the
decision of the hosting
service provider or of the
competent authority.

Article 11

184. Information to content providers

185. |1 Wherehosting service AM 107 1. Where hosting service providers |4, Where hosting
providers removed terrorist content or removed terrorist content or disable service providers removed
disable accessto it, they shall make 1 Where hosting service accessto it, they shall make available | terrorist content or disable

available to the content provider
information on the removal or

disabling of accessto terrorist content.

providers removesd terrorist
content or disable accessto it,
they shall make available to the
content provider comprehensive
and concise information on the
removal or disabling of accessto
terrorist content and the
possibilities to contest the
decision, and shall provide him

to the content provider information on
the removal or disabling of accessto
terrorist content.

accessto it, they shall make
available to the content
provider information on the
removal or disabling of
access to terrorist content.




or her with a copy of the removal
order issued in accordance with
Article 4 upon request.

186.

2. Upon request of the content
provider, the hosting service provider
shall inform the content provider about
the reasons for the removal or
disabling of access and possibilitiesto
contest the decision.

AM 108

deleted

2. Upon request of the content
provider, the hosting service provider
shall inform the content provider about
the reasons for the removal or disabling
of access and possibilities to contest the
decision.

2. Upon request of the
content provider, the
hosting service provider
shall inform the content
provider about the reasons
for the removal or disabling
of access and possibilitiesto
contest the decision or_shall
provide the content
provider a copy of the
removal order issued in
accordance with Article 4
or where appropriate
confirmed in accordance
with Article 4a.

187.

3. The obligation pursuant to
paragraphs 1 and 2 shall not apply
where the competent authority decides
that there should be no disclosure for
reasons of public security, such asthe
prevention, investigation, detection and
prosecution of terrorist offences, for as
long as necessary, but not exceeding
[four] weeks from that decision. In
such a case, the hosting service
provider shall not disclose any
information on the removal or
disabling of accessto terrorist content.
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3. The obligation pursuant to
paragraphs 1 and-2 shall not apply
where the competent authority
decides based on objective
evidence and considering the
proportionality and necessity of
such decision, that there should
be no disclosure for reasons of
public security, such asthe
prevention, investigation,
detection and prosecution of
terrorist offences, for aslong as

3. The obligation pursuant to
paragraphs 1 and 2 shall not apply
where the competent authority decides
that there should be no disclosure for
reasons of public security, such asthe
prevention, investigation, detection and
prosecution of terrorist offences, for as
long as necessary, but not exceeding
[feur six] weeks from that decision.
This period can be prolonged once for
another six weeks, wherejustified. In
such a case, the hosting service
provider shall not disclose any

3. The obligation pursuant
to paragraphs 1 and 2 shall
not apply where the
competent authority
decides, considering the
proportionality and
necessity of such decision,
that there should be no
disclosure for reasons of
public security, such asthe
prevention, investigation,
detection and prosecution of
terrorist offences, for as
long as necessary, but not




necessary, but not exceeding four
weeks from that decision. In such
acase, the hosting service
provider shall not disclose any
information on the removal or
disabling of accessto terrorist
content.

information on the removal or disabling
of accessto terrorist content.

exceeding ffeur six} weeks
from that decision. In such a
case, the hosting service
provider shall not disclose
any information on the
removal or disabling of
access to terrorist content.
This period can be
prolonged once for another
six weeks, where
justified/where reasons
continue to exist.

188.

SECTION IV

Cooperation between Competent
Authorities, Union Bodies and
Hosting Service Providers

189.

Article 12
Capabilities of competent authorities

190.

Member States shall ensure that their
competent authorities have the
necessary capability and sufficient
resources to achieve the aims and
fulfil their obligations under this
Regulation.

AM 110

Member States shall ensure that
their competent authorities have
the necessary capability and
sufficient resources to achieve the
aims and fulfil their obligations
under this Regulation, with
strong guarantees of
independence.

Member States shall ensure that their
competent authorities have the
necessary capability and sufficient
resources to achieve the aims and fulfil
their obligations under this Regulation.

1. Member States shall
ensure that their competent
authorities have the
necessary capability and
sufficient resources to
achieve the aims and fulfil
their obligations under this
Regulation.

2. Member States shall
ensure that their national
competent authorities
exercisetheir tasksin a




manner that is objective,
non-discriminatory and in
full respect of fundamental
rights. Competent
authorities shall not seek or
take instructions from any
other body in relation to
the exercise of the tasks
assigned to them pursuant
to Article 17(1). This shall
not prevent supervision in
accordance with national
constitutional law.

Article 13 AM 111 Article 13
191. | Cooperation between hosting service Cooperation between hosting service Article 13
providers, competent authorities and Article 13 providers, competent authorities and Cooperation between
Whe_re appropriate relevant Union Cooperation between hosting Wh_ere appropriate relevant competent | hosting service provi ders,
bodies service providers, competent Union bodies competent authorltles and
authorities and where where cigreiets
appropriate rd t competent competent Union bodies
Union bodies
192. | 1. Competent authoritiesin AM 112 1. Competent authoritiesin 1. Competent
Member States shall inform, coordinate Member States shall inform, coordinate | guthoritiesin Member
and cooperate with each other and, 1 Competent authoritiesin and cooperate with each other and, States shall inform,

where appropriate, with relevant Union
bodies such as Europol with regard to
removal orders and referralsto avoid
duplication, enhance coordination and
avoid interference with investigations
in different Member States.

Member States shall inform,
coordinate and cooperate with
each other and, where
appropriate, with relevant-Unien
bediessueh-as Europol with
regard to removal orders and
referrals to avoid duplication,
enhance coordination and avoid

where appropriate, with relevant
competent Union bodies such as
Europol with regard to removal orders
and referrals to avoid duplication,
enhance coordination and avoid
interference with investigations in
different Member States.

coordinate and cooperate
with each other and, where
appropriate, with relevant
Union-bodiessuch-as
Europol with regard to
removal orders and-referrals
to avoid duplication,
enhance coordination and
avoid interference with




interference with investigations in

investigations in different

different Member States. Member States.
193. | 2 Competent authoritiesin AM 113 2. Competent authoritiesin 2. Competent
Member States shall inform, coordinate Member States shall inform, coordinate | guthoritiesin Member
and cooperate with the competent e and cooperate with the competent States shall inform,
authority referred to in Article 17(1)(c) i/'lembe? g&ﬁ?ﬁ%ﬁ? n authority referred toin Article 17(1)(¢) | coordinate and cooperate
and (d) with regard to measures taken coordinate and cooperate Wi’th the and (d) with regard to measures taken with the competent
pursuant to Article 6 and enforcement competent authority referred to in pursuant to Article 6 and enforcement authority referred toin
actions pursuant to Article 18. Member Article 17(1)(c) and (d) with actions pursuant to Article 18. Member | Article 17(2)(c) and (d)
States shall make sure that the regard to measuires taken pursuant States shall make sure that the with regard to measures
competent authority referred to in to Article 6 and enforcement competent authority referred to in taken pursuant to Article 6
Article 17(1)(c) and (d) isin actions pursuant to Article 18 Article 17(1)(c) and (d) isin possession | and enforcement actions
possession of al the relevant Member States shall make sur.e of all the relevant information. For that | pursuant to Article 18.
information. For that purpose, Member that the competent authority purpose, Member States shall provide Member States shall make
States shall provide for the appropriate referred to in Article 17(1)(c) and for the appropriate communication sure that the competent
communication channels or (d) isin possession of all the channels or mechanisms to ensure that | authority referred to in
mechanisms to ensure that the relevant relevant information. For that therelevant informationissharedina | Article 17(2)(c) and (d) is
information is shared in atimely purpose, Member Stétes shall timely manner. in possession of al the
manner. provide for the appropriate and relevant information. For
secure communication channels that purpose, Member
or mechanisms to ensure that the States shall provide for the
relevant information is shared in a appropriate and secure
timely manner. communication channels or
mechanisms to ensure that
therelevant information is
shared in atimely manner.
194. |3 Member States and hosting AM 114 3. For the effective 3. For theeffective

service providers may choose to make
use of dedicated tools, including,
where appropriate, those established by
relevant Union bodies such as Europol,
to facilitate in particular:

3. Member States and
hesting-service providers may
cheeseto make use of dedicated
tools, including-where

implementation of this Regulation as
well asto avoid duplication, Member
States and hosting service providers
may choose to make use of dedicated

tools, including;-where-appropriate;
those established by relevant competent

implementation of this

Regulation aswell asto

avoid duplication, Member

States and hosting service
providers may choose to
make use of dedicated tools,




appropriate; those established by
I :on bod I
Europol, to facilitate in particular:

Union bodies such as Europol, to
facilitate in particular:

including where
appropriate, those
established by relevant
competent Union bodies
such as Europol, to facilitate
in particular:

195. | (@) the processing and
feedback relating to removal orders
pursuant to Article 4;

196. | (b) the processing and AM 115 (b) the processing and Deleted as a part of overall
feedback relating to referrals pursuant feedback relating to referrals pursuant | compromise
to Article 5; Deleted to Article 5;

197. | (©) co-operation with aview | AM 116 (c) co-operation with aview | (c) co-operation
to identify and implement proactive to identify and implement proactive with aview to identify and
measures pursuant to Article 6. © co-operation with a measures pursuant to Article 6. implement specific

view to identify and implement measures pursuant to
proactive specific measures ArticleX.
pursuant to Article 6.

198. | 4 Where hosting service providers | AM 117 4. Where hosting service providers | 4, \Where hosting service
become aware of any evidence of become aware of any evidence of providers become aware of
'te;rorlst o&;eng:;e, they sre1?ll tprfompttrlly a4 Where hosting service 'te;rorlst oI;en%('es, they shflll {)][orr;;r)]tly any evidence of te_rrorist
inform aLthorities competent for the | jers hecome aware of any inform authorities competent for the offences of terrorist
investigation and  prosecution N | i oo ok terrorist content they investigation and prosecution in content involving an

crimina offences in the concerned
Member State or the point of contact in
the Member State pursuant to Article
14(2), where they have their main
establishment or a legal representative.
Hosting service providers may, in case
of doubt, transmit this information to
Europol for appropriate follow up.

shall promptly inform authorities
competent for the investigation
and prosecution in criminal
offencesin the concerned
Member State er. Whereit is
impossible to identify the
Member State concerned, the
hosting service provider shall

criminal offences in the concerned
Member State(s)-or-the peint-of-contaet
. ;
-t |e,l.le|nlee| State pUFSHiaRtto- Fiere
1|(2|)|."|"|'e'e“'85 ll'a“ e|E|IE|I Ran .
Whereit isimpossible to identify the
Member State(s) concerned, the
hHosting service providers may;+a
case-of-deubt; shall notify the point of

imminent threat to life,
they shall promptly inform
authorities competent for
the investigation and
prosecution in criminal
offences in the-concerned
Member State(s) or-the
point of contact in the
Merber-State pursuant-to




notify the point of contact in the
Member State pursuant to Article
14(2) 17(2), where they have their
main establishment or alegal

representati veHesting-serviee

and also transmit thisinformation
to Europol for appropriate follow

up.

contact in the Member State pursuant
to Article 14(3), where they have their
main establishment or a legal
representative, and also transmit this
information to Europol for appropriate
follow up.

| ]
ll "“elel 1. H2) .wlne|etlney
establishment-oralegal
representative. Whereit is
impossibleto identify the
Member State(s)
concerned, the hHosting
service providers may+
case-of-doubt; shall notify
the point of contact in the
Member State pursuant to
Article 17(1a), wherethey
havetheir main
establishment or alegal
representative, and also
transmit this information to
Europol for appropriate
follow up.

199.

AM 118

4a. Hosting service providers
shall cooperate with competent
authorities.

The Presidency proposes to
deleteit athough this
paragraph has aready been
discussed and provisionally
agreed during negotiations
with EP. Alternative
wording could be: Hosting
service providers shall
endeavour to cooperate with
competent authorities and
Europol.




5. The competent
authorities are encouraged
to send copies of the
removal ordersto Europol
allowing Europol to
provide an annual report,
including an analysis of the
types of content subject to
removal orders transmitted
to the hosting service
providers pursuant to this
Regulation

Article 14
200. | Points of contact
201. |1 Hosting serviceprovidersshall | AM 119 1. Hosting service providersshall | 1 Hosting service providers
establish a point of contact allowing establish a point of contact allowing for | ghaj| establish a point of
fg; chl rega glt 01; removal orderséJI and 1 Hosting service providers tZ? re;lapt))t O¢fa| rertnovgl orders ant:lJI contact allowing for the
reterr Sh y epf ronic means an previously in receipt of oneor | 9o Sh y epf ronic means an receipt of removal orders
ensure their swift processing pursuant | -~ o ool orders shall ensure their swift processing pursuant | gnelreferrals by electronic
toArticles4 and 5. They shall ensure | g o point of contact to Articles4 and 5. They shall ensure | means and ensure their swift
that' this information is made publicly allowing for the receipt of that' thisinformation is made publicly | expeditious pr(_’ ng
available. removal orders andreferralsby | Avalable. pursuant to Articles 4 and 5.
electronic means and ensure their They shall ensure that this
swift expeditious processing information is made
pursuant to Articles 4 and-5. They publicly available.
shall ensure that this information
Is made publicly available.
202. | 2 Theinformation referredtoin - | AM 120 2. Theinformation referredtoin = | 2. The information

paragraph 1 shall specify the officia
language or languages (s) of the Union,
asreferred to in Regulation 1/58, in
which the contact point can be

2. The information referred
to in paragraph 1 shall specify the
official language or languages (S)

paragraph 1 shall specify the official
language or languages (s) of the Union,
asreferred to in Regulation 1/58, in
which the contact point can be

referred to in paragraph 1
shall specify the official
language or languages (s) of
the Union, asreferred toin




addressed and in which further
exchanges in relation to removal orders
and referrals pursuant to Articles 4 and
5 shall take place. This shall include at
least one of the official languages of
the Member State in which the hosting
service provider hasits main
establishment or where its legal
representative pursuant to Article 16
resides or is established.

of the Union, asreferred toin
Regulation 1/58, in which the
contact point can be addressed
and in which further exchangesin
relation to removal orders and
referrals pursuant to Articles 4
and-5 shall take place. This shall
include at least one of the official
languages of the Member Statein
which the hosting service
provider hasits main
establishment or where its |egal
representative pursuant to Article
16 resides or is established.

addressed and in which further
exchanges in relation to removal orders
and referrals pursuant to Articles 4 and
5 shall take place. This shall include at
least one of the official languages of the
Member State in which the hosting
service provider hasits main
establishment or where its legal
representative pursuant to Article 16
resides or is established.

Regulation 1/58, in which
the contact point can be
addressed and in which
further exchangesin
relation to removal orders
and-referrals pursuant to
Articles 4 and-5 shall take
place. This shall include at
least one of the official
languages of the Member
State in which the hosting
service provider hasits
main establishment or
where its legal
representative pursuant to
Article 16 resides or is
established.

203. | 3. Member States shall establisha | AM 121 3. Member States shall establisha | Moved to Art. 17
point of contact to handle requests for point of contact to handle requests for
clarification and feedback in relation to deleted clarification and feedback in relation to
removal orders and referralsissued by removal orders and referralsissued by
them. Information about the contact them. Information about the contact
point shall be made publicly available. point shall be made publicly available.
SECTION V
204. | IMPLEMENTATION AND
ENFORCEMENT
Article 15
205. | Jurisdiction
206. | L The Member Statein which the | 1. The Member Statein 1. The Member Statein whichthe | 1. The Member State

main establishment of the hosting
service provider islocated shall have

which the main establishment of
the hosting service provider is

main establishment of the hosting
service provider islocated shall have

in which the main
establishment of the hosting




the jurisdiction for the purposes of
Articles 6, 18, and 21. A hosting
service provider which does not have
its main establishment within one of
the Member States shall be deemed to
be under the jurisdiction of the
Member State where the legal
representative referred to in Article 16
resides or is established.

located shall have the jurisdiction
for the purposes of Articles 6, 18,
and 21. A hosting service
provider which does not have its
main establishment within one of
the Member States shall be
deemed to be under the
jurisdiction of the Member State
where the legal representative
referred to in Article 16 resides or
is established.

the jurisdiction for the purposes of
Articles 6, 18, and 21. A hosting
service provider which does not have
its main establishment within one of the
Member States shall be deemed to be
under the jurisdiction of the

Member State where the legal
representative referred to in Article 16
resides or is established. Any Member
State shall havejurisdiction for the
purposes of Articles4 and 5,
irrespective of wherethe hosting
service provider hasitsmain
establishment or has designated a
legal representative.

service provider is located
shall have the jurisdiction
for the purposes of Articles
6X, 18, and 21. A hosting
service provider which does
not have itsmain
establishment within one of
the Member States shall be
deemed to be under the
jurisdiction of the

Member State where the
legal representative referred
toin Article 16 resides or is
established.

207. |2 Whgre a hosFi ng service AM 122 2. Whgre a hosFi ng service 2. Where a hosting service
provider failsto designate a legal provider failsto designate a legal provider which does not
representative, all Member States shall | ,, Where a hosting service representative, all Member States shall | haye itsmain
have jurisdiction. provider which does not haveits | Nvelurisdiction. Wherea Member  establishment within one

main establishment within one of StateQeCIdeﬁtO exercisejurisdiction, it of theMember Statesfails
the Member States fails to shall inform all other Member States. | tg deﬂgnatgalegal
designate alegal representative, representative, all Member
all Member States shall have States shall have
jurisdiction. Where a Member jurisdiction. Wherea
State decides to exercise this Member State decidesto
jurisdiction, it shall inform all exercisejurisdiction, it
Member States.

208. | 3. Where an authority of another | AM 123 3—Where-an-adtherity-ef-another | Deleted
Member State has issued aremoval Member-State-hastssued-aremoval
order according to Article 4(1), that deleted order according to Article 4(1), that
Member State has jurisdiction to take Merber-State-hasjurisdictionto-take

coercive measures according to its




national law in order to enforce the
removal order.

Article 16
2009. Legal representative
210. | L. A hosting service provider AM 124 1. A hosting service
which does not have an establishment provider which does not
in t'he Union but. offers gervic_:e;e inthe 1 A hosting service provider have amain establishment
Union, shall designate, in _ertlng, a which does not have an in the Union but offers
legdl or natural person asits legal establishment in the Union but servicesin the Union, shall
representative in the Union for the offers servicesin the Union, shall designate, in writing, &
receipt of, compliance with and designate, in writing alegai or legal or natural person as
enforcement of removal ord_ers, _ natural pérson asits | egal itslegal representativein
referrals, requests and decisions issued representative in the Union for the the Union for the receipt of,
by the competent authorities on the receipt of, compliance with and compliance with and
basis of this Regulation. The legal enf orcemént of removal orders enforcement of removal
representative shall reside or be referrals, requests and-decisions orders, referrals; requests
established in one of the Member issued b;/ the competent and decisionsissued by the
States where the hosting service authorities on the basis of this competent authorities on
provider offers the services. Regulation. The legal the basis of this Regulation.
representative shall reside or be The legal representative
established in one of the Member shall reside or be
States where the hosting service established in one of the
provider offers the services. Member States where the
hosting service provider
offers the services.
211. | 2. The hosting service provider AM 125 2. The hosting service provider 2. The hosting service

shall entrust the legal representative
with the receipt, compliance and
enforcement of the removal orders,
referrals, requests and decisions
referred to in paragraph 1 on behalf of

the hosting service provider concerned.

2. The hosting service
provider shall entrust the legal
representative with the receipt,
compliance and enforcement of

shall entrust the legal representative
with the receipt, compliance and
enforcement of the removal orders,
referrals, requests and decisions
referred to in paragraph 1 on behalf of

the hosting service provider concerned.

provider shall entrust the
legal representative with the
receipt, compliance and
enforcement of the removal
orders, referrals; and
reguests and decisions




Hosting service providers shall provide
their legal representative with the
necessary powers and resource to
cooperate with the competent
authorities and comply with these
decisions and orders.

the removal orders-referrals;-and
requests and-decisions referred to
in paragraph 1 on behalf of the
hosting service provider
concerned. Hosting service
providers shall provide their legal
representative with the necessary
powers and reseureeresources to
cooperate with the competent
authorities and comply with these
decisions and orders.

Hosting service providers shall provide
their legal representative with the
necessary powers and resource to
cooperate with the competent
authorities and comply with these
decisions and orders.

referred to in paragraph 1
on behalf of the hosting
service provider concerned.
Hosting service providers
shall provide their legal
representative with the
necessary powers and
resoureer esour cesto
cooperate with the
competent authorities and
comply with these decisions
and orders.

212.

3. The designated lega
representative can be held liable for
non-compliance with obligations under
this Regulation, without prejudice to
the liability and legal actions that could
be initiated against the hosting service
provider.

213.

4, The hosting service provider
shall notify the competent authority
referred to in Article 17(1)(d) in the
Member State where the legal
representative resides or is established
about the designation. Information
about the legal representative shall be
publicly available.

214.

SECTION VI
FINAL PROVISIONS




Article 17

215. Designation of competent authorities

216. | 1- Each Member State shall AM 126 1. Each Member State shall 1.Each Member State shall
designate the authority or authorities designate the authority or authorities designate the authority or
competent to 1 Each Member State shall competent to authorities competent to

designate the a judicial or a
functionally independent
administrative authority er
adtherities competent to

217. | (@) issue removal orders a issue removal
pursuant to Article 4; orders pursuant to Articles 4

and 4a;

218, | (b) detect, identify and refer | AM 127 (b) detect, identify and refer | deleted
terrorist content to hosting service terrorist content to hosting service
providers pursuant to Article 5; deleted providers pursuant to Article 5;

219. | (0 overseethe AM 128 (© overseethe (© oversee the
implementation of proactive measures implementation of proactive measures | jmplementation of preactive
pursuant to Article 6; © oversee the pursuant to Article 6; specific measures pursuant

implementation of preactive to Article 6X;
specific measures pursuant to
Article6;

220. | (d) enforce the obligations
under this Regulation through penalties
pursuant to Article 18.

221 AM 129 (1a) Member States shall

' designate a point of
contact within the
la Member States

shall designate a point of contact
within the competent authorities

competent authoritiesto
handlerequests for
clarification and feedback




to handle requestsfor
clarification and feedback in
relation to removal ordersissued
by them. Information on the
contact point shall be made
publicly available.

in relation to removal
ordersissued by them.
nformation on the
contact point shall be
made publicly available.

222.

2. By [six months after the entry
into force of this Regulation] at the
latest Member States shall notify the
Commission of the competent
authorities referred to in paragraph 1.
The Commission shall publish the
notification and any modifications of it
in the Official Journal of the European
Union.

AM 130

2. By [six months after the
entry into force of this
Regulation] at the latest Member
States shall notify the
Commission of the competent
authoritiesreferred to in
paragraph 1. The Commission
shall set up an online register
listing all those competent
authorities and the designated
contact point for each competent
authority. The Commission shall
publish the notification and any
modifications of it in the Official
Journal of the European Union.

2. By [six twelve months after the
entry into force of this Regulation] at
the latest Member States shall notify
the Commission of the competent
authority or authorities referred toin
paragraph 1. The Commission shall
publish the notification and any
modifications of it in the Official
Journal of the European Union.

2. By [six twelve
months after the entry into
force of this Regulation] at
the latest Member States
shall notify the Commission
of the competent authority
or authorities referred to in
paragraph 1. The
Commission shall publish
the notification and any
modifications of it in the
Official Journal of the
European Union.

Presidency proposal of 29
September 2020 to add a
new paragraph 2a, as
follows:

(2a) By [six twelve months
after theentry into force
of this Regulation] at the
latest the Commission
shall set up an online
register listing all those
competent authorities and
the designated contact
point for each competent
authority. The




Commission shall publish
any modifications

reqularly.
Article 18

223. | Penalties

224. | L Member States shall lay down | AM 131 1. Member States shall lay down | 1. Member States shall
the rules on penalties applicable to the rules on penalties applicable to lay down the rules on
breaph% of t_he obligation_s by hosti ng |, Member States shall lay breaph% of t_he obligation_s by hosti Ng | penaltiesapplicableto
service providers under this Regulation down the rules on - service providers under this Regulation | preaches of the oblications

penalties g
and shall take all necessary measures applicable to systematic and and shall take all necessary measuresto | py hosting service providers
to ensure that they are implemented. persistent breaches of the ensure that they are implemented. Such | ynder this Regulation and
.Sl:cc.h penaltltes fsf[}?“ btj _Iw:tl_ted to obligations by hosting service _pefngltl% shat\II ?ter:lmgﬁd;tq shall take all necessary
n I’Ingemel.‘l 0 e opligations prOVideI’S under this RegUIation n I’Ingemel.‘l 0 e opligations mea-sjres to ensure that they
measures to ensure that they are pendlties shall be limited to
implemented. Such penalties shall infringement of the
be limited to infringement of the obligations pursuant to:
obligations pursuant to:

205, | (a) Article 3(2) (hosting AM 132 €) Article 3(2) (hosting deleted
service providers terms and service providers terms and
conditions); deleted conditions);

226. | () Article 4(2) and (6) (b) Article 4(2)
(implementation of and feedback on and (6), Article 4a(2), (3)
removal orders); and (4) (implementation of

and feedback on removal
orders);

227. | (0 Article 5(5) and (6) AM 133 (c) Article 5(5) and (6) deleted

(assessment of and feedback on
referrals);

deleted

(assessment of and feedback on
referrals);




208, | (d) Article 6(2) and (4) AM 134 (d) Article 6(2) and (4) (d) Article X (1), (2), (3)
(reports on proactive measures and the (reports on proactive measuresand the | (5) and (6) 6(2)-and4)
adoption of measures following a d) Article 6(2)-and adoption of measures following a (hosting service providers’
decision wppos ng specific proactive 6(4) (reports on proactive specific decision wppos ng specific proactive terms and conditions, B

measures following a decision measur es, safeguard with

request imposing proactive rggard tothg .

additional specific measures); implementation of specific
measur es, reports on
specific proactive measures
and the adoption of
measures following a
request decisien imposing
additional specific
preactive measures);

229. | (9 Article 7 (preservation (e) Article 7
of data); (preservation of data);

230. | (F) Article 8 (transparency); | AM 135 ) Article 8 (transparency); | (f) Article 8

(traqsparency for _hosting
(f) Article 8 service providers)
(transparency for hosting service
providers)

231. | (9) Article 9 (safeguardsin | AM 136 (9 Article9 (safeguardsin | deleted
relation to proactive measures); relation to proactive measures);

(9) Article9
(safeguards in-relationto

proaetive with regard to the
implementation of specific
measures);




232. | (h) Article 10 (complaint (h) Article 10
procedures); (complaint procedures);

233 | (i) Article 11 (information (1) Article11
to content providers); (information to content

providers);

234. | () Article 13 (4) AM 137 0) Article 13 (4) Q) Article 13 (4)
(information on evidence of terrorist (information on evidence of terrorist (information on evidence-of
offences); Q) Article 13 (4) offences); terrorist content offences);

(information on evidence-of
terrorist effences content);

235. | (K) Article 14 (1) (points of (k) Article 14 (1)
contact); (points of contact);

236. | () Article 16 (designation () Article 16
of alegal representative). (designation of alegal

representative).

237. | 2 The penalties provided for shall | AM 138 2. The penalties provided for shall | 2. The penalties

be effective, proportionate and
dissuasive. Member States shall, by
[within six months from the entry into
force of this Regulation] at the |latest,
notify the Commission of those rules
and of those measures and shall notify
it, without delay, of any subsequent
amendment affecting them.

2. The penalties provided-for
pursuant to paragraph 1 shall be

effective, proportionate and
dissuasive. Member States shall,
by [within six months from the
entry into force of this
Regulation] at the latest, notify
the Commission of those rules
and of those measures and shall
notify it, without delay, of any
subsequent amendment affecting
them.

be effective, proportionate and
dissuasive. Member States shall, by
[within six months from the entry into
force of this Regulation] at the |latest,
notify the Commission of those rules
and of those measures and shall notify
it, without delay, of any subsequent
amendment affecting them.

providedfor pursuant to
paragraph 1 shall be

effective, proportionate and
dissuasive. Member States
shall, by [within months
from the entry into force of
this Regulation] at the
latest, notify the
Commission of those rules
and of those measures and
shall notify it, without
delay, of any subsequent
amendment affecting them.




3. Member States shall

238. | 3. Member States shall ensure =
that, when determining the type and ensure that, when deciding
level of penalties, the competent whether to impose a
authorities take into account all penalty and when
relevant circumstances, including: determining the type and
level of penalties, the
competent authorities take
into account all relevant
circumstances, including:
239. | (@ the nature, gravity, and (a the nature,
duration of the breach; gravity, and duration of the
breach;
240. | (b) the intentional or (b) the
negllgent character of the bl’eaCh, intentional or nag“gent
character of the breach;
241 | (0 previous breaches by the | (c) previous breaches | (c) previous breaches by the | (€)  previous breaches by
legal person held responsible; by the legal person held legal or natural person held thelegal or natural person
responsible; responsible; held responsible;
242. | (d) the financial strength of | (d) the financial (d) the financial strength of | (q) the financia
the legal person held liable; S_trength of thelegal person held | thelegal or natural person held liable; | strength of the legal or
liable; natural person held liable;
243. | () the level of cooperation | AM 139 (e the level of cooperation | (g) thelevel of
of the hosting ser\./i.ce provider with the of the hosting ser\./i.ce provider with the | cooperation of the hosting
competent authorities. © the level of competent authorities. service provider with the
cooperation of the hosting service competent authorities.
provider with the competent
authorities,
244, AM 140 (f) the nature and size of

the hosting service
providers, in particular for




(ea) thenature and size
of the hosting service providers,
in particular for
microenterprises or small-sized
enterprises within the meaning

of Commission Recommendation
2003/361/EC.

microenterprises or small-
sized enterprises within the
meaning of Commission
Recommendation
2003/361/EC.

(g) the degree of
responsibility of the hosting
service provider for the
breach, taking into account
the technical and
organisational measures
taken by the hosting service
provider to comply with the
relevant requirements of
this Regulation.

245,

4. Member States shall ensure that
asystematic failure to comply with
obligations pursuant to Article 4(2) is
subject to financial penalties of up to
4% of the hosting service provider's
global turnover of the last business
year.
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4. Member States shall
ensure that a systematic and
persistent failure to comply with
obligations pursuant to Article
4(2) is subject to financial
penalties of up to 4% of the
hosting service provider's global
turnover of the last business year.

4. Member States shall ensure that
asystematic failure to comply with
obligations pursuant to Article 4(2) is
subject to financial penalties of up to
4% of the hosting service provider's
global turnover of the last business
year.

4. Member States shall
ensure that a systematic or
presistent failure to comply
with obligations pursuant to
Article 4(2) is subject to
financial penalties of up to
4% of the hosting service
provider's global turnover of
the last business year.

EP package proposal

4. Member States shall
ensure that a systematic and
persistent failure to comply
with obligations pursuant to
Article 4(2) is subject to
financial penalties of up to




4% of the hosting service
provider's global turnover of
the last business year. No
penalties shall be imposed
where providers cannot
comply with removal orders
within one hour for
technical or operational
reasons provided they
comply without undue
delay.”

Article 19 AM 142 Article 19
246. | Technical requirements and Technical requirements and Article 19
amendments to the templ ates for Article 19 amendments to the templ ates for Technical requirements and
removal orders ) i . removal orders amendments to the
Technical requirements, criteria templates for removal
for assessing significance, and G
amendments to the templates for
removal orders
247. | L The Commission shall be AM 143 1. The Commission shall be 1. The Commission

empowered to adopt delegated actsin
accordance with Article 20 in order to
supplement this Regulation with
technical requirements for the

el ectronic means to be used by
competent authorities for the
transmission of removal orders.

1 The Commission shall be
empowered to adopt delegated
actsin accordance with Article 20
in order to supplement this
Regulation with the necessary
technical requirements for the
electronic means to be used by
competent authorities for the
transmission of removal orders.

empowered to adopt delegated actsin
accordance with Article 20 in order to
supplement this Regulation with
technical requirements for the

el ectronic means to be used by
competent authorities for the
transmission of removal orders.

shall be empowered to
adopt delegated actsin
accordance with Article 20
in order to supplement this
Regulation with the
necessary technical
requirements for the

€l ectronic means to be used
by competent authorities for
the transmission of removal
orders.

248.
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la. TheCommission shall be
empowered to adopt delegated
actsin accordance with Article
20 in order to complement this
Regulation with criteria and
figuresto be used by competent
authoritiesfor determining what
corresponds to a significant
number of uncontested removal
ordersasreferred to in this
Regulation.

249.

2. The Commission shall be
empowered to adopt such delegated
actsto amend Annexes |, Il and I11 in
order to effectively address a possible
need for improvements regarding the
content of removal order forms and of
forms to be used to provide
information on the impossibility to
execute the removal order.

250.

Article 20
Exercise of delegation

251.

1. The power to adopt delegated
actsis conferred on the Commission
subject to the conditions laid down in
this Article.

252.

2. The power to adopt delegated
actsreferred to in Article 19 shall be
conferred on the Commission for an




indeterminate period of time from
[date of application of this Regulation].

253.

3. The delegation of power
referred to in Article 19 may be
revoked at any time by the European
Parliament or by the Council. A
decision to revoke shall put an end to
the delegation of the power specified in
that decision. It shall take effect the
day after the publication of the
decision in the Official Journal of the
European Union or at alater date
specified therein. It shall not affect the
validity of any delegated acts aready
inforce.

254.

4. Before adopting a delegated
act, the Commission shall consult
experts designated by each Member
State in accordance with the principles
laid down in the Interinstitutional
Agreement on Better Law-Making of
13 April 2016.

255.

5. As soon as it adopts a del egated
act, the Commission shall notify it
simultaneously to the European
Parliament and to the Council.

256.

6. A delegated act adopted
pursuant to Article 19 shall enter into
force only if no objection has been
expressed either by the European
Parliament or the Council within a




period of two months of notification of
that act to the European Parliament and
the Council or if, before the expiry of
that period, the European Parliament
and the Council have both informed
the Commission that they will not
object. That period shall be extended
by two months at the initiative of the
European Parliament or of the Council.

Article 21
257. | Monitoring
258. | L Member States shall collect 1. Member States shall
from their competent authorities and collect from their competent
the hosting service providers under authorities and the hosting
their jurisdiction and send to the service providers under
Commission every year by [31 March] their jurisdiction and send to
information about the actions they have the Commission every year
taken in accordance with this by [31 March] information
Regulation. That information shall about the actions they have
include: taken in accordance with
this Regulation in the
previous calendar year.
That information shall
include:
250. | (d) information about the AM 145 €) information about the €) information
number of removal orders and referrals number of removal orders and referrals | ghout the number of removal
issued, the number of pieces of terrorist @ information about issued, the number of pieces of terrorist | orders and—referrals issued,

content which has been removed or
access to it disabled, including the
corresponding timeframes pursuant to
Articles4 and 5;

the number of removal orders and
referrals issued, the number of
pieces of terrorist content which
has been removed or accessto it

content which has been removed or
access to it disabled, including the
corresponding timeframes pursuant to
Articles4 and 5;

the number of pieces of
terrorist content which has
been removed or access to it
disabled, including the




disabled, including the
corresponding timeframes
pursuant to Articles 4 and-5, and
information on the number of
corresponding cases of
successful detection,
investigation and prosecution of
terrorist offences,

corresponding  timeframes
pursuant to Articles 4 and-5.

260. | (b) information about the (b) information about | (b) information about the (b) information
specific proactive measures taken the specific proactive measures specific proactive measures taken about the specific proaetive
pursuant to Article 6, including the taken pursuant to Article 6, pursuant to Article 6, including the measures taken pursuant to
amount of terrorist content whichhas | including the amount of terrorist | amount of terrorist content whichhas | Article X, including the
been removed or accessto it disabled | content which has been removed | been removed or accessto it disabled amount of terrorist content
and the corresponding timeframes; or access to it disabled and the and the corresponding timeframes; which has been removed or

corresponding timeframes; access to it disabled and the
corresponding timeframes;

261. AM 146 (b a) information

about the number of
(ba) information about access requestsiss_,u.ed by
the number of access requests competent authorities
issued by competent authorities regarding content_
regarding content preserved by preserved by hosting
hosting Service providers service DrOV|daS DurSJa.nt
pursuant to Article 7; toArticle 7;

262. | (0 information about the
number of complaint procedures
initiated and actions taken by the
hosting service providers pursuant to
Article 10;

263. | (d) information about the

number of redress procedures initiated
and decisions taken by the competent




authority in accordance with national
law.

264.

2. By [one year from the date of
application of this Regulation] at the
latest, the Commission shall establish a
detailed programme for monitoring the
outputs, results and impacts of this
Regulation. The monitoring
programme shall set out the indicators
and the means by which and the
intervals at which the data and other
necessary evidence isto be collected. It
shall specify the actions to be taken by
the Commission and by the Member
States in collecting and analysing the
data and other evidence to monitor the
progress and eval uate this Regulation
pursuant to Article 23.

265.

Article 22
I mplementation report

266.

By ... [two years after the entry into
force of this Regulation], the
Commission shall report on the
application of this Regulation to the
European Parliament and the Council.
Information on monitoring pursuant to
Article 21 and information resulting
from the transparency obligations
pursuant to Article 8 shall be taken into
account in the Commission report.
Member States shall provide the
Commission with the information




necessary for the preparation of the
report.

Article 23

267. | Evaluation

268. | No sooner than [threeyearsfromthe | AM 147 No sooner than [three years from the
date of application of this Regulation], date of application of this Regulation], [_TWP years from the date of
the Commission shall carry out an N than i one | the Commission shall carry out an application of this

evaluation of this Regulation and
submit areport to the European
Parliament and to the Council on the
application of this Regulation
including the functioning of the
effectiveness of the safeguard
mechanisms. Where appropriate, the
report shall be accompanied by
legislative proposals. Member States
shall provide the Commission with the
information necessary for the
preparation of the report.

year from the date of application
of this Regulation}, the
Commission shall carry out an
evaluation of this Regulation and
submit areport to the European
Parliament and to the Council on
the application of this Regulation
including the functioning ef and
effectiveness of the safeguard
mechanisms, as well asthe
impact on Fundamental Rights,
and in particular on freedom of
expression, freedom to receive
and impart information and the
right to respect for one’s private
life. In the context of this
evaluation, the Commission shall
also report on the necessity, the
feasibility and the effectiveness
of creating a European Platform
on Terrorist Content Online,
which would allow all Member
States to use one secure
communication channel to send
removal ordersfor terrorist

evaluation of this Regulation and
submit areport to the European
Parliament and to the Council on the
application of this Regulation including
the functioning of the effectiveness of
the safeguard mechanisms. Where
appropriate, the report shall be
accompanied by legislative proposals.
Member States shall provide the
Commission with the information
necessary for the preparation of the
report.

Regulation], the
Commission shall carry out
an evaluation of this
Regulation and submit a
report to the European
Parliament and to the
Council on the application
of this Regulation including
the functioning of the
effectiveness of the
safeguard mechanisms,_the
impact of the application
of this Regulation on
fundamental rights, in
particular the freedom of
expression and
information, the respect
for privatelifeand the
protection of personal
data, and the contribution
of this Regulation on the
protection of public
security. Where
appropriate, the report shall
be accompanied by
legislative proposals.




content to hosting service
providers. Where appropriate, the
report shall be accompanied by
legislative proposals. Member
States shall provide the
Commission with the information
necessary for the preparation of
the report.

269.

Article 24
Entry into force

270.

This Regulation shall enter into force
on the twentieth day following that of
its publication in the Official Journal
of the European Union.

271.

It shall apply from [6 months &fter its
entry into force].

AM 148

It shall apply from [6 12 months
after its entry into force].

It shall apply from [6 12 months after
itsentry into force].

272.

This Regulation shall be binding inits
entirety and directly applicablein all
Member States.




273. | Doneat Brussels,
For the European Parliament
For the Council
274.
275. | The President The President
276. | Annex |
277. | REMOVAL ORDER FOR
TERRORIST CONTENT (Article 4
Regulation (EU) xxx)
278. Under Article 4 and 4a of

Under Article 4 of Regulation (EU)....
the addressee of the removal order
shall remove terrorist content or
disable access to it, within one hour
from receipt of the removal order from
the competent authority.

In accordance with Article 7 of
Regulation (EV) ...., addressees must
preserve content and related data,
which has been removed or accessto it
disabled, for six months or longer upon
regquest from the competent authorities
or courts.

The removal order should be sent in
one of the languages designated by the
addressee pursuant to Article 14(2)

Regulation (EU)....° the
addressee of the removal
order shall remove terrorist
content or disable access to
it, within one hour from
receipt of the removal order
from the competent
authority.

In accordance with Article 7
of Regulation (EU) ....1°,
addressees must preserve
content and related data,
which has been removed or
accessto it disabled, for six
months or longer upon
regquest from the competent
authorities or courts.

10

Regulation of the European Parliament and of the Council on preventing the dissemination of terrorist content online (OJ L ...).
Regulation of the European Parliament and of the Council on preventing the dissemination of terrorist content online (OJL ...).




The removal order should
be sent in one of the
languages designated by the
addressee pursuant to
Article 14(2)

279.

SECTION A:

Issuing Member State:
NB: details of issuing authority to be

provided at the end (Sections E and F)
Addressee (legal representative)

Addressee (contact point)

Member State of jurisdiction of
addressee: [if different to issuing state]

Time and date of issuing the removal
order

Reference number of the remova
order:

280.

SECTION B: Content to be removed
or accessto it disabled within one
hour:

AM 162

SECTION B: Content to be
removed or accessto it
disabled within one hour:




SECTION B: Content to be
removed or accessto it disabled

withir-ene-hedr without undue
delay:

281. | A URL and any additional information
enabling the identification and exact
location of the content referred:

282. | Reason(s) explaining why the content
is considered terrorist content, in
accordance with Article 2 (5) of the
Regulation (EU) xxx. The content (tick
the relevant box(es)):

283. | Oincites, advocates or glorifies the AM 149 O incites, advocates or
commisison of terrorist offences glorifies the commisison of
(Article2 (5) a) terrorist offences (Article 2

O incites, advocates-or-glorifies (5) @
listed in points (a) to (i) of

Article 3(1) of Directive (EU)

2017/541 the-commisison-of

terrorist-offences (Article 2 (5) a);

284. | Oencourages the contribution to AM 150 [0 encourages the
terrorist offences (Article 2 (5) b) contribution to terrorist

offences (Article 2 (5) b)
-l encourages the contribution

solicits another person or group
of personsto participatein
commission of te-terrorist
offenceslisted in points (a) to (i)




of Article 3(1) of Directive (EU)
2017/541 (Article 2 (5) b);

285.

[0 promotes the activities of a terrorist | AM 151 O prometes solicits the
group, encouraging participation in or activities of aterrorist
support of the group (Article 2 (5) c) group, encouraging

O premetes solicits another participation in or support

person or group of personsto of the group (Article 2 (5) ¢)

participate in the activities of a

terrorist group, encouraging

listed in points (a) to (i) of

Article 3(1) of Directive (EU)

2017/541 greup (Article 2 (5) ©);

286. | O provides instructions or techniques | AM 152 O provides instructions or
for committing terrorist offences techniques for committing
(Article 2 (5) d) terrorist offences (Article 2

O provides instructions or (5) d)
techniques on the making or use
of explosives, firearms or other
Weapons or NoXious or
hazardous substances, or on
other specific methods or
techniques for committing
terrorist offenceslisted in points
(a) to (i) of Article 3(1) of
Directive (EU) 2017/541 (Article
2(5) d);
2817. O constitutes a threat to
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[0 depicting the commission of
offenceslisted in points (a) to (i)

commit one of the
terrorist offences (Article

2(5) (e).




of Article 3(1) of Directive (EU)
2017/541 (Article2 (5) e).

288.

Additional information on the reasons
why the content is considered terrorist
content (optional): .........

289.

SECTION C: Information to content
provider

Please note that (tick, if applicable):

1 for reasons of public security, the
addressee must refrain from informing
the content provider whose content is
being removed or or to which access
has been disabled.

Otherwise: Details of possibilitiesto
contest the removal order in the issuing
Member State (which can be passed to
the content provider, if requested)
under national law; see Section G
below:

290.

SECTION D: Informing Member State
of jurisdiction

OTick if the state of jurisidiction of the
addressee is other than the issuing
Member State:

[0 a copy of the removal order is sent to
the relevant competent authority of the
state of jurisdiction




291. | SECTION E: Details of the authority
which issued the removal order

The type of authority which issued this
removal order (tick the relevant box):

00 judge, court, or investigating judge
0O law enforcement authority

0 other competent authority — please
complete also Section (F)

Details of the issuing authority and/or
its representative certifying the
removal order as accurate and correct:

Name of authority:

[Name of its representative]:
Post held (title/grade):

File No:...

Address:..........

Tel. No: (country code) (arealcity
code) .. e

Fax No: (country code) (area/city code)

Email: .........
Date:




Official stamp (if available) and
signature :

292.

SECTION F: Contact details for
follow-up

Contact details where issuing authority
can be reached to receive feedback on
time of removal or the disabling of
access, or to provide further
clarification :

Contact details of the authority of the
state of jurisdiction of the addressee [if
different to the issuing Member State]

293.

SECTION G: Information about
redress possibilities

Information about competent body or
court, deadlines and procedures for
contesting the removal order:

Competent body or court to contest the
removal order:

Deadline for contesting the decision:

Xxx months starting from xxxx
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SECTION G: Information about
redress possibilities

Information about competent
body or court, deadlines and
procedures including formal
requirements for contesting the
removal order:

Competent body or court to
contest the removal order:

SECTION G: Information
about redress possibilities

Information about
competent body or court,
deadlines and procedures
for contesting the removal
order:

Competent body or court to
contest the removal order:




Link to provisionsin national
legislation:

Deadline for contesting the
decision:
Xxx months starting from xxxx

Link to provisions in national
legislation:

Deadline for contesting the
decision:

XXX months starting from
XXXX

Link to provisionsin
national legislation:

294,

Annex Il

295.

ANNEX |1

FEEDBACK FORM FOLLOWING
REMOVAL OR DISABLING OF
TERRORIST CONTENT (Article4
(5) of Regulation (EU) xxx)

296.

SECTION A:
Addressee of the removal order :

Authority which issued the removal
order:

File reference of the issuing authority

File reference of the addressee:




Time and date of receipt of removal
order:

297.

SECTION B:

Theterrorist content/access to terrorist
content, subject to the removal order
has been (tick the relevant box):

O removed
O disabled

Time and date of removal or disabling
access

298.

SECTION C: Details of the addressee

Name of the hosting service provider/
legal representative:

Member State of main establishment or
of establishment of the legal
representative: ....

Name of the authorised person:
Details of contact point (Email): ...
Date:

299.

Annex 11

300.

INFORMATION ON THE
IMPOSSIBILITY TO EXECUTE THE




REMOVAL ORDER (Article 4 (6) and
(7) of Regulation (EU) xxx)

301.

SECTION A:

Addressee of the removal order:

Authority which issued the removal
order:

File reference of the issuing authority:

File reference of the addressee:

Time and date of receipt of removal
order:

302.

SECTION B: Reasons for non-
execution

(i) Theremoval order cannot be
executed or cannot be executed within
the requested deadline for the
following reason(s):

O force majeure or de facto
impossibility not attributable to the
addressee or the service provider
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SECTION B: Reasons for non-
execution

(i) The removal order cannot be
executed or cannot be executed
within the requested deadline for
the following reason(s):

O force majeure or de facto
impossibility not attributable to

SECTION B: Reasons for
non-execution

(i) Theremoval order
cannot be executed or
cannot be executed within
the requested deadline for
the following reason(s):

O force mgjeure or de
facto impossibility not
attributable to the addressee
or the service provider




O the removal order contains
manifest errors

O the removal order does not
contain sufficient information

(i) Please provide further information
as to the reasons for non-execution:

(iii) If the removal order contains
manifest errors and/or does not contain
sufficient information, please specify
which errors and what further
information or clarification is required:

the addressee or the service
provider, including for technical
or operational reasons

O the removal order contains
manifest errors

O the removal order does not
contain sufficient information

(i) Please provide further
information as to the reasons for
non-execution:

(iii) If the removal order contains
manifest errors and/or does not
contain sufficient information,
please specify which errors and
what further information or
clarification is required:

O the removal order
contains manifest errors

O the removal order
does not contain sufficient
information

(i) Please provide further
information as to the
reasons for non-execution:

(iii) If the removal order
contains manifest errors
and/or does not contain
sufficient information,
please specify which errors
and what further
information or clarification
isrequired:

303.

SECTION H: Details of the service
provider / itslegal representative

Name of the service provider/ legd
representative:

Name of the authorised person:

Contact details (Email):




Signature:

Time and date: ...




