. “Recipient"), wr‘sh offices at .... @U‘Jﬂ Cz Gaviandy

............................................................................................. F

and VUPEN Secur;ty, w:th ofﬁces at Montpeil;er France {heremaf‘rer "Dlscloser“)

: WHi:.REAS DESCEOSQT possesses mformation relatsng to software vu!nerabriaties secunty

~.research, and exploits. and proof—of-concept codes that are conflderrtsal and propnetary

“to the Discloser (heremafter "Conf dential informataon") and WHEREAS the. Recipient is
willing to recewe dssciosu;e of the Conﬂdentlal Snfonnahon pursuant to the terms of this .

' . agreement for ihe purpose of internal ;ewew NOW THEREFORE, in cen51deratzon for - IR
| “the mutual undertakmgs of ihe Discloser and the Rec;plent under thrs agreement the il

o pames agree to the beiow ierms as. foiiows

1 Dssclosure The D:ecioser 3grees to dtsclo.-,e and the Receisfer agrees to receive the_: SRR

Conf:dentral Informaison

2. Qonﬁdenﬁaiii L : o

2 1 No Use The Rec;paent agrees not to use ihe Conf denitat informahon in any way _. TNl .
Cor manufacture or test any ‘product embedymg Com‘” dentral !nformatron, except fcr'__ S TR

the purpose autheﬂzed by the D;sc!oser

22 No Drsc!osure The Rec;p;ent agrees ’{o prevent and proteci the Conf denhal_:j

o informat;on or any part thereof from drsciosure 10 any person other than’ the._ e

o Recrpient's emp%oyees that have _ need for d;sciosure m connectzon wrth ihe - _':
Recnp;ent's authorszed use of the Com‘identiai }nformataon I :

23 Pmtectron of Secrecy The Recsptent agrees to prctect the secrecy of the . Rt
Confi dential Information and to. prevent the: Confidential Information from fathng R T A PO

' mto the pubhc domam or mto the possessron of unauthonzed persons S

3 Ownershlp of Conr“ dent:ai infonnatron The Recrprent agrees that al! Confadentiai S ] :
informatlon shal] remain 1he properiy of Dascloser and that the Dasc!oser may use such 'j- DL R RET

E Conf dentlal {nfonnatson for any purgmse wrtheut ob%tgaﬂon to Reciplent




Nothmg Contalned herem shail be construed as, grentmg or ;mplymg to ihe Rec:plent any:_ :

-'_transfer of nghte any patents or any other mtei!eciual property perta:nmg to the S

> :'.fCon‘f dentie! Informatlon o

E 4 Term and Termmatson Thls agreement shal! be contmumg unﬁl the Confadentiai T

o fnformahon d;sc!osed 1o 1he Recrpient is 1o . ionger conf;dentsat The nghts and _
o ob!:gatmns of all pemes sha{i survive. me termmatlon ef thas agreement for a penod of.-

"'.5 Survwal of quhts and Obhqa’nons Thxs agreement shall be btnding upon, inure to the

+ benefit of, and be enforceab!e by (a) the. D:scloser its SUCCEsSOrs end ass;gnees S

o and {b) the Remp;ent nts successors and assagneee -

. N WETNESS WHEREOF the partaes have executed ihss agreemeni effecttve asof the - C
date ﬁret wntten above s KR




R Vo1 2330672014

: ZCuétbmef Information

- Organization Name: __ '$>i-' :

:Légajl .Status”:: _ \-10\» ‘»ﬂhf L‘\i ’"/—’%L _' - OIQ_C}ANe ?:.A.-T( wind

-Registration number: _,

. _Place of Registration'

" Head Oﬂ"ceAddress _ _C‘i e 'Suf’d'\tﬁ /\Lu(\. é’fé?aﬁ—— AED

Clty /State L fe w~f 2 F‘Gstal Code ;3, AL
| Country s C’: C!“L (’\{;‘,M »f BRI

' Auth onzed Representatwe

'...J.Qb;.' _

i _C_r,_;s't_c'x_mér C_Uni:a_ct Infé'r:'ma“ti.bn -

~Contact Na m'e::.f'

- 30bi

i E.fﬁ..a.isl -Addr'égs:'.'_f'.' .
Phone Numberi'.;_i' :
Fax Number;.'f ;

Address.::; N R

e Country GL(@’[;\,‘\{/ T T

To subscnbe to VUPEN Vu]nerabiizty Research & Intem

ge_nce'Ser_viéé,_-ﬁpl'éése'ﬁrinf: two copies, fill .
Lot srgn and send them bymaﬁ to T T e L

VUPEN aecurlty '
_Cap Omega - CS 3952.1 TR
- Rond Point Benjamin Franklin 00
34960 MONTPELLIER RCEDEX2 & 17
FRANCE - RRTEORAEI T SN
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- _The follow:ng terms and condftzons of thfs End User chense Agreement (% Agreement”} govern the E

" wyse by the orgamzatfon signing. bélow (“Customer™) of the service WAIPEN Vuinerabf!fty Research & .

. Intelligence Service”, including its refated. documentation (“Documentation™) provided In copnection -
" with said - service (col/ectrvely, the ‘"Intelligence”) that VUPEN Security, a ‘French . company |

- registered  with the “Registre 'du Commerce. et ‘des Soc;etes” of ‘Montpeliier under: the number B
. B 478502123 and whose head office’s addrass }s stated an page 1, may ,orowde or make available. S
: to Customer as part of the Intellfgence _

. 'Tfns Agreement further govems the yse by Customer of any soﬁ“ware bmary codo source code
_expio;t proof-of-concept, - analysis, - reports, medija, and printed  materials provided under th:s .
- service. For the purpose of this Agreement, any.media, reports and printed matenals prowded
o _under th;s optiona] serwce, shafl be deemed as pan‘ of fhe “Inte!i[gence N

o ZMPDRTANT. The Intelhgence anc! Documeﬂtatlon are designed to aliow Customer to keep ahead
. of the latest software.vulnerabilities that could potentially affect Customer’s environment, by
- “providing timely, - actionable information and guidance to help mitigate risks.from. unknown.
‘vulnerabilities or exploits, .Under this' Agreement, VUPEN Security does not provide any service -
relating to prior analysis of Customer’s environment to evaluate potential adverse consequencas.on
~said Customer’s environment : Wthh could result from the performance or use of said intelligence -

nor. any assistance is_handling . environment safety. with respect of the same.: Customer deciares e

_ that he is f’uily aware that the protectmn of his assets and data is part of its own duty

1 LICENSE GRANT.__Z__ R RO R S RO, . RIS :
R 'Subgect to requnred arsnual hcense fees payment by Customer VUPEN Securaty grants to Customer;
“a ‘personal, ‘non-transferable non-exclusive and non- -sublicensable .woridwide. license ‘to use the

-Intelligence for . its -own :internal “environment security - protection and.’ defanse needs -as.

- Qustomer. -

$ - ‘described in. the Documentat;on in: accordance w1th the terms and condztsor;s ‘set forth .in this -

I _' ‘Agreement, Under the same condnt:ons this. Agreement further grants Customer the right to use S

.. “’Documentation ‘that “VUPEN'. Securlty may release and- prov:de to: Customer aspart:. ‘of ‘the :

R Intet!igence VUPEN Security makes available the Intelligence and Documentatton To. Customer on.

.~ VUPEN Security dedicated platform stated in the order, and.grants to Customer the right to. modify ©

7 provided “source or bmary code soteiy for the purpose of exen:tslng JtS hmlted Eicense rights__ B
3_jhereunder._'_' : L P . L S

.:2. RESER\IATIC}N OF RIGHTS AND RESTRICTIONS ON USE

‘The Intel!lgence ‘and Doetumentation, are protected by intellectuai property laws and mtematlonal R

treaty provisions, Customer-does not acquire, and VUPEN . Security hereby reserves, ‘any‘and.all B

:' rights to the Intelligence and ‘Documentation; ‘elther in object-and source code, except'as expressty R
“set'forth in this ‘Agreement. Customer acknowledges . that ‘no title or ownership to the intellectual - -

"-.:property in, the Intet!;gence and Documentat;on both ln ob;ect and source code is transferred to.

- Customer agrees that Customer wm not attempt to rent iease sub license, }oan, auct:on, deal. m,' AT

‘-create derivative ‘works of or merge the Intelligenca. -and/or Documientation, 'in whola orin ‘part,

. both In‘ohject and scurce “codé, use the’ Intelligence and/or the Documentat:or; to provede services e

- fo third: parties, or: make ‘available in whatever form or format ‘parts ‘of the Intelhgence and/or the

- Documentation, or authorize’ any third ‘party to do any. of the foregoing or remove any propnetary _ ;"3

" notice, labels or marks on the Intelhgence and/or the. Documentation. AR
":-"Except as prowded ‘herein,’ Customer shall further refrain’ fmrn using, modffying or adaptmg the.

S Agreement

“Intelligence. and/or the Documentatlon for any other purpose than as prowded under iJms_.'_:' SR

-~ Customer- shan ensure. that aH authonzed users use the Inteitagence and the Documentatlon w;th in :; A

' strlct comphance wnth the terms. and condlt:ons of this Agreement. .

. "_.Customer and VUPEN Secunty agree to keep conf“ dent1al all data and mformation prowded or”
shared as part of tms agreement m accordance wath the s;gned Non Dasctosure Agreement :

[ TPy
Lo §t=z.01_4




3. BINARY ANALYSIS, EXPLOIT AND PROOF-OF-CONCEPT-CODE / PASSWORDS cusTonY.

- "Regarding more particularly the binary analysis, exploit or. ‘proof-of ‘concept ‘codes, Customer

“declares being Fully aware that the Intelligence and Documentation constitute a valuable asset of
“WUPEN Security with regards to related research effor”zs’and_:inyestments. Crnine e

D Customer shall ‘be deemed to have all duties of cuéto_dian_ of t'he'binary_ arﬁalysié, exploit 6_r pféc_af-of

- . concept -codes, including _but not ‘limited . to, taking “all ‘measure .In order to . ensure strict

‘confidentiality as well as physical and Jogical: security of said Intelligence and Dacumentation, to.
. avoid -any access and/or use of said Intelligence and Documentation by any. third. party and/or
‘outside the scope of this' Agreement. Customer: shall strictly .comply .with any and .all VUPEN
- Security " instructions .inrespect of “the Intelligence ‘and Documentation ‘safety, return. and/or
' Customer shall in the same manner be fully responsible for maintaining confidentiality and security
of any assigned password provided by VUPEN Security for the use of the Intelligence and/or the -
Documentation, as well as for all activities that may occur under said password, -~ = - e

Customer éh_ali immediataly inform VUPEN Security ﬂf any unauthorized access to or use of the
Intelligence, Documentation, binary analysis, exploits, proof-of concept codes, passwords and more
generally the Intelfigence or Documentation of which Customner becomes aware. . D

4. INTELLIGENCE AND RESEARCH REPORTS -~ .~ .~ o o oo
~Under this Agreement and subject to annual ficense fee payment by Customer, VUPEN Security wiil - -
-make - avallable to Customer, ' during subscription,’ a ‘specific.number of _Intelligence - -and.

o “Documentation reports. The number of Intelligence and Documentation reports “that will ‘be -

. downloaded by Custorner during the subscription periad shall

g -."--_"author_i_.?__ed reports defined in the invoice issued by VUPEN Seeurity, e SRR
. Custorner agrees that VUPEN Security will focus on actionable research defining new vulnerabilities
o uncovered in prominent enterprise-leve) software ‘and - infrastructure comnponents,” VUPEN: Security

¥ .'_._-_-__an_a]yzed_ for new security vulnerabilities, =

- defines actionable ‘as. anything répresenting a significant threat of damage 'or compromise to.its

ol exceed the maximum number of = '_

- “custorviers ‘and/or the genaral public, thus ‘Tequiring- protactive action, VUPEN ‘Security defines . -
“ . prominent software and components as anything known by VUPEN ‘Security to be ingeneraluse by
- dts customers and/or'known 10 be in widespread publicuge, s I T T T

 VUPEN Security will have sole discrétion to determine the list of software. and ‘components to be 1

. Term, The initial term of this Agreement shall ‘commence on the date of fees payment and shall . 0
v tcontinue for-a-12-month period. This Agresment shall be automatically renewed for suctessive 12 .7 =
- month periods; each. party reserving the right any oppose any such renewals by, 3.months-notice . =

- ‘addressed to the other party by registered letter with acknowledgement of receipt.- "~
' -‘:JU_PEN Sedurity may, by written: ‘notice to Customer, '-térr'r}if'ia"te ‘this Agr'f'éé'_fﬁéﬁt: and - all nghts S

"granted hereunder if any of the following évents occur; (1) Customer fails to payany amount due to R

- VUPEN Security within thirty (30) days after VUPEN: Security. gives Customer written notice of such s

i non-payment, or (if) ‘Customer is in breach of an obligation ‘under the Agreement in Fespect of *
" MUPEN Security. intellectual property. rights or confidential information which; if capable. of cure, is.

o breach. -

_not cured within fifteen (15) days.after VUPEN Security. gives Customer written notice of ‘such

- ‘Duties Upon Tetmina'f}bh,'CUét_dmé_?_"{'ﬁi_l:r.éh_iéE;j_'.bb'iiga't'éd_fbr the payment of afl fees specified in afl

orders submitted. to EVUP_E_N_-._Se_c_urity--pri_or_'pofter_mina_tioh,-}'p'rbvided that if such.termination ‘arises - an

- from VUPEN Security’s breach 6F 4 material obligation hereunder that VUPEN Security. has failed to"

. Cure within a:.reasonable 'time_after written. notice  from Customer, -then, the fees payable by
- Customer: shall “be ‘subject to all. rights and remedies which Customer may ‘have as a result of.

+ o VUPEN Security. Upon. termination, Customer will additionally cease alf Use of the Intelligence and

U Documeniation: ficensed. her

cum 3 eunder ‘and .will promptly destroy- all copies of- such Intefligence and:
" Documentation. in its possession or contral, " S B e R

.
E




6 Ni) WARRANTY

VUPEN SECURIT”{ EXCLUDES ANY WARRANTY THAT THE INTELLIGENCE GR DOCUMENTATION ARE -
“ERROR FREE OR WILL PROTECT -FROM VULNERABILITY OR - MALICIOUS CODE THREATS OR THAT
USE OF THE INTELLIGENCE OR DOCUMENTATION WILL ALLOW CUSTOMER TO KEEP ITS NETWORK

- OR ENVIRONMENT FREE FROM ATTACKS OR MALICIQUS CODE, OR SAFE FROM INTRUSIONS OR
- OTHER SECURITY! BREACHES VUPEN SECURITY DISCLAIMS ALL WARRANTIES TERMS "AND

- CONDITIONS . “WITH ~'RESPECT - TO - THE . INTELLIGENCE - - OR - DOCUMENTATION AND
- NON-INFRINGE-MENT .OF THIRD PARTY RIGHTS INCLUDING ‘THIRD PARTY . INFRINGEMENT -
_'INDEMNIFICATION ' _ e T

'27 ermrzom OF LIABILITY L

TO THE EXTENT PERMF[TED BY APPLICABLE LAW, ZN NO EVENT SHALL VUPEN . SECURIT‘{ BE .

. 'LIABLE TO- CUSTOMER FOR ANY INDIRECT DAMAGES {INCLUDING WITHOUT. LIMITATION,
‘DAMAGES FOR LOSS 'OF BUSINESS PROFITS, BUSINESS SAVINGS, BUSINESS INTERRUPTION,

LOSS5 OF BUSINESS INFORMATION, LOSS OF ANTICEPATED BENEFITS OR ANY OTHER PECUNIARY —

~LOSS) ARISING OUT. OF THIS AGREEMENT OR THE DELIVER‘( PERFORMANCE OR. USE OF THE .

- INTELLIGENCE OR DOCUMENTATION o S

E CUSTOMER EXPRESSL‘{ ACKNOWLEDGES AND AGREES THAT IT 15 SOLELY RESPONSIBLE FOR THE
. PROPER SECURITY OF ITS INFORMATION TECHNOL_GGY ENVIRONMENT PRIOR TO AND AFI'ER THE

o 'USE OF THE INTELLIGENCE OR DOCUMENTATION,

. IN NO EVENT WILL VUPEN SECURITY'S LIABILITY FOR ANY CLAIM EXCEED_THE AMOUNT OF THE |

- '-_'FEE PAID. BY CUSTOMER FOR THE INTELLIGENCE OR DOCUMENTATION

o EXCERT - FOR ACTIONS FOR - NON PAYMENT OR BREACH DR MISUSE GF EITHER PARTY S

- INTELLECTUAL PROPERTY RIGHTS, 'NO ACTION :(REGARDIESS: OF FORM} ARISING QUT.OF THIS -

. AGREEMENT MAY-BE CGMMENCED BY EI?HER PARTY MORE THAN ONE {1} YEAR AF!'ER THE CAUSE." _':'
S .OFACTION HAS ACCRUED s o S -

".3 ENTIRE AGREEHENT, SEVERABILETY AND ASSZGNABXLITY

s .'.'Q_Th;s Agreement consntutes the enture agreement between the parties with respect to the use of the o
' - Intehligence and Documentation, and supersedes any’ conﬂlctmg or add:t:onai terms contamed m aﬂy_

' '..:'_'_j'-'order or e]sewhere, a!l of whsch terms are excuded.

“Ifa court or other competent trebunal in- any 3unsdtct|on ﬁnds any prov;s;oa of this Agreement :-_

| '.'.'-mvalid -such mvahdlty shali not affect the remammg provls;ons Gf the Agreement whsch shal! s

remain }n fult force end effect

ik _VUPEN Securtty may assagn its r;ghts and ob!;gatrons to any th:rd party, prowded that no such'
_ass;gnment shall relieve said third party of its obi!gatmns under this Agreement Customer may not

- assign. any. rlght or obhgataon under thrs Agreement except W|th VUPEN Secuntys pne,r written'-' o

o consent

T woddwrde..‘-

S G’OVERNING LAW AND FGRUM SRR ) R _
Th;s Agreement and any d:spute ansang out of or m cannectmn wsth thas Agreement shail be

. “governed by the laws of Germany: The courts in Bonn (Germany) shail have exclusive. jurisdiction © 7 g

overiany: dispute arising ‘out-of ‘or in conneciion with this Agreement; ‘except that VUPEN Security

B .-may obtain. prelrmmary or: permanent ;n;unctwe rehef from any court of competeni: jUf‘lSdlCthI‘!_'

| Sign here:
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Quote s
L PATE
" lhily 7, 2011

:ssﬂzrawmoé;_zsgm@s ' : 3 . :
APEN'B209Z 0 S Federat Ofﬁce for informahan Secur:ty
VAT ‘Reg. o FR8M78502123 S GodesbergerAlleeiSS '
: e - 53175 Bonn
' Gennany

' ﬂESCR!PTIDN

VUPEN Threai Proleci;on Comprehenswe Leve!_ _
12 Mcnthsf 5() Crednts ST :

Camplementaryaccess S TR IE BRI R TR
VUPEN BAE (BmaryAnaiyms &Exp!oxts} L e R offered RIS B

'Pay}neht'ferm:'az‘sdbséﬁpﬁofa-"- S

TOTAL AMOUNT T
VAT =
TOTAL QUOTE

""'-'.'_'Please sign | !hls quote and retum io VUPEN Secunty R

Orbymailte: .- VUPEN Secunty
S ;;"_ “Cap Omega - (3339521
2 :_'_Rond Paint Ben;amm Franklm
S -'_34960 Monipelher Cedex 2 (France)

5 Full Name

Bz L T e TN U O USSP U SO SRS

. Sign Hore: ... o Dale

RIS 3 VUPEN Security : o .
Cap Omega CS 39521 Rond Pomt Benjamin Franklin - 34960 MONTPELUER CEDEX 2
' SAau capltai de 69 1i0€-RCS MONTPELLIER B 478502123 :
Slte web hltp waw vupen com - Emalf sales@vupen com




