PERSONA

d social no-
acceptance

PERSONA

Vrije Universiteit Brussel (VUB) Research Group on Law, Science, Technology & Society (LSTS)
Queen Mary University of London (QMUL) The Multimedia and Vision Research Group

Warsaw, 14 June 2018

FRONTEX - European Border and Coast Guard Agency

Workshop on EU funded border security research projects

1' I ;l WELE — IL_ASVI/FSSCIENCE °N | * uf Q M
s LMAWERENE | 0 TECHNOLOGY & b AL Ueen ary
“ SOCIETY STUDIES - ~ University of London PERSONA

Bl

VRIJE UNIVERSITEIT BRUSSEL



The seven circumstances

e ubi (where)

itV )

e guem ad modum (in what way)
* quibus adminiculis (by what means)
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political acceptance of technologies for “no gate e
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assess acceptability by the society of the concept
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* Policy-makers
e Other stakeholders

mng proactive thinking in connection with

Privacy, Ethical, Regulatory and SOcial No-gate crossing point solutions Acceptance (PERSONA)
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pact assessment method and to carry out
tless crossing point technologies, taking into
requirements, privacy and personal data
ther societal issues.

nt will provide robust information for decision-makers in a

form of enumeration of potential threats and benefits, possible measures to minimise the
former and maximise the latter as well as overall guidelines in order to drive the innovation and

Mnt of future solutions by both industry and border control authorities.
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Why? (4) benefits overweigh costs _

 ex ante thinking/early warning system

est-effort obligation

Joutward orientation

* demonstrates accountability
* means for the public to have their voice
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¢* cons
* bureaucracy
* waste of effort
e complexity
* instrumental use
* inward/outward orientation
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Who and where? B

Polisen

Swedish Police

‘QJ Queen Mary

University of London

. SME:
* Cyberethics Lab (CEL)

. Industry:
s

* INQV Inesc Inovagdo (INOV)

© LEA Y *
e Bundesrechenzentrum — Federal Computing Centre (BRZ) 0 ' = e
+  Swedish Police Authority, National Forensic Centre (SPA) ' e @yber<th'cs Q0.
e Ministry of Interior of the Republic of Serbia (SMOI) SRS LR s A Ty

*  Ministry of Public Security — Israel National Police (MOPS-INP)
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What? _
* Analysis of the existing assessment methods
* PJA

neficence

* SIA

* Societal acceptance

* SIA

I .t >spects

* RIA

National Facilitation Programme
* Registered Traveller Programme
* eurodac, dublin, sis, eurosur, etc.
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What? (2) an ideal impact assessment _ T

Deliberative : e

. Accountable ;_ _?:::-::__'-__-__ s

. Assessor is independent

. Simple
. Adaptive
6. Constitutes best efforts obligations 14. Inclusive
“ufficient knowledge and know-how 15. Receptive
8. Documented 16. Grows in supportive environment
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What? (3) _

work for border authorities;

ing technologies on the relevant privacy,
ulatory as well as societal concerns;

egories of stakeholders;

eveloping a textbook to assist organizations and LEAs in the assessment of the impacts of

border crossing technologies;

IR cccision-makers’ financial and human resources through the development of
guidelines necessary for the adequate use of impact assessments;

Improving the harmonisation of impact assessment methods across the EU, through the use of
uniform materials for carrying out an impact assessment.
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How and by what means? _

« WP1 - Requirements for Privacy, Ethical, Regulatory WPT Coordinatics
WFL
— Bemquiramends fnr Prrong Fiiral, Begulshcrg ars -
5okl Mo-gate croasing point techaalogy
Azcepiance [PERSORAL
1 1
WiFa
ErhiCe gl remasngs
i 4
WPE ]
Feabgis, welechon digde sirmont method
and p of |y and orchasinntion [
. . "ul- i ™
* WP4 — Field deployment of no-gate technologies and o T deveopmen:
AT
acceptance assessment 1
- - . - m
I -t practices and communication with || Fiatd deployment of no gats technologiss and
stakeholders “"’"'“;'"'"‘"“
« WP6 — Dissemination, exploitation and liaison with whs
. Bt Procuioes and| ComAsinicaton with stakeholders
projects T
e WP7 - Coordination WPE
. . Diseminaticn, mgdoibation and bssor with projects
* WPS8 — Ethics requirements
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How and by what means? (2) WP1 _

H best practises regarding the acceptance of

and user scenarios for the deployment and

-gate border security solutions selected for impact

assessment;

%ERSONA requirements based on user and technical requirements and latest EU
S;
* study and identify potential risks and mitigation controls;

to perform thorough analysis of impacts against defined requirements in order to identify
elements which require further treatment and mitigation;
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How and by what means? (3) WP2 _

chnologies and solutions for no-gate border

upon the assessment of the selected

scanners and smart sensors

investigate and setup latest video analytics and data fusion solutions for person, object and

M behavior detection

* investigate and setup security assessment and decision support systems
* prepare system for selected national facilitation programme for assessment

e carry on technical validation of selected technologies
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I 2 tUS)

* Body & Luggage Scanner

* Unmanned Ground Vehicle (UGV) with chemical sensor on

board
* Face Recognition sensor
* Access control
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How and by what means? (4) WP2

) or ultra-
;

* Water Poisoning, chemical sensor
* GPS, mounted on vehicle with I/O interface (e.g. ignition on/off
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How and by what means? (5) WP2 _

tion of an mobile-phone
detect: Abandon Object, Trip Wire, Loitering and

d Material and Percentages
info, airport operation management system

* Surface Movement Guidance and Control System (SMGCS) Radar, Object Localization i.e. Surface
movement radar (SMR)

B s\ : Decision Support System
* No-gate crossing point mobile system
* National Facilitation Programme
* Person trackers based on distinctive region of interest
* Image and face recovery
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How and by what means? (6) WP2 _

PR 8 ; [
ions, that allows = -
* To repeat specific scenarios (stories) ~re B pras———s v
* Reproduce complex scenarios (e.g. full Proof of et ok i —
P " cert (POC) scenarios) = W
* Simulate dangerous situations (example: explosive ) w., o
detection alarms) T st
e Simulator output events are logged with time stamp -

* Support PERSONA’s operational training
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How and by what means? (7) WP3 _

ensive acceptance assessment of no-gate

effective assessment process;

evelop an orchestration plan and set guideline for the orchestration framework for the
assessment of the diversity of solutions;

IR d deploy the universal orchestration framework for seamless integration and
assessment of wide range of no-gate technologies
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How and by what means? (8) WP4 _

selected no-gate crossing point solutions;

solutions for acceptance assessment;

es for collection and management of

conduct thorough assessment of selected no-gate crossing point solutions with focus on
privacy, regulatory and data protection aspects

I ssessments of the social and ethical acceptance of selected solutions by public
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How and by what means? (9) WP5 _

experts and key stakeholders in the field of

xperts of the end-user organisations in the

akers for direct communication on PERSONA
ises;

* develop a detailed contingency plan and treatment measures which will form an important part of
the guidelines and recommendations to decision makers;
$nd publish the PERSONA textbook, a complete guide and report from the entire acceptance
assessment work;

* communicate derived guidelines and best practises with stakeholders and decision makers from
PERSONA network and beyond
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How and by what means? (10) WP6 _

and developing different strategies to

oject results to the relevant stakeholders

BES-15 projects and setup synergies for

t;
e organise three dedicated workshops in order to connect with key stakeholders, exchange
wnt results and discuss strategies;
* perform a detailed analysis of PERSONA assets, research trends and drivers in order to support
the project exploitation;
* undertake standardisation activities among international and EU governing bodies with the
support of LEAs.

LSTS

Ve - b
‘ml P-;l;]E_ e e LAW, SCIENCE, °\N (N i &
| i el LMIWEREINE | Oi TECHNOLOGY & o Cg Queen Mary PERSONA

EHLEEEL SOCIETY STUDIES - University of London



How and by what means? (11) _

ernal stakeholders, external stakeholders)

* Meetings

» Workshops
* Participation on each others’ events
* Aim is the create a best practice that will be actually used
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How and by what means? (12) Dissemination _

* website/brochure/newsletter/social media

_and research publication

e EC dissemination mechanisms

*  Demonstrations
*  Workshops
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Dziekuje Cil!
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www.vul?.ac.be/LSTS www.gmul.ac.uk
www.dpialab.org www.mmv.eecs.gmul.ac.uk
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